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Design of a trusted authorization system for personal data factorization

Xia Hu', Wu Zhigang”, Liu Jiming', Yin Guoqing’, Xia Qi', Gao Jianbin'
(1. School of Computer Science and Engineering, University of Electronic Science and Technology of China, Chengdu 611731, China;
2. China Electronics Information Industry Development Research Institute, Beijing 100048, China; 3. Unit 66015, Beijing 100192, China)

Abstract: To address three core challenges in the process of personal data factorization—insufficient protection of data subjects’ rights and in-
terests, unclear technical implementation paths, and the absence of a universal framework—this paper proposes and constructs an end-to-end
trusted authorization framework for personal data factorization. The framework integrates existing technologies including decentralized identi-
fiers, verifiable credentials, zero-knowledge proofs, and smart contracts, forming a closed-loop mechanism that covers the entire lifecycle of
authorization, usage, metering, revenue distribution, and audit. Guided by the four design goals of ownership attribution, autonomous manage-
ment, privacy preservation, and revenue attribution, the framework achieves identity autonomy and context isolation through a layered DID ar-
chitecture, enables fine-grained permission control via intent-based verifiable credentials and field-level authorization policies, realizes automat-
ic revenue attribution through on-chain metering and smart contract-based batch distribution, and ensures data usability without plaintext expo-
sure by leveraging zero-knowledge proofs and homomorphic encryption. A prototype system built on open-source tools has been functionally vali-
dated in typical data usage scenarios. The results demonstrate that the framework supports layered identity management, fine-grained authoriza-
tion, privacy-preserving data delivery, on-chain metering, and automated batch distribution, with all critical operations recorded on-chain and
independently verifiable. The cost evaluation demonstrates that the gas consumption for a single complete data access and revenue-splitting
process is estimated to 1. 58 million gas, indicating that the economic cost is manageable.
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