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STM-GraphSAGE based encrypted traffic classification method

Zhang Zhuyu, Gao Liting
(Hebei Key Laboratory of Smart City Perception and Intelligent Computing,
College of Information Engineering, Hebei University of Architecture, Zhangjiakou 075000, China)

Abstract: To address the problem that existing graph neural network-based encrypted traffic classification models are highly sensitive to the
quality of graph structure and fail to distinguish the functional differences between packet headers and payloads, which leads to limited classifi-
cation accuracy, this paper proposes an encrypted traffic classification method based on a spatio-temporal fusion heterogeneous graph neural
network. This method constructs byte-level heterogeneous graphs via pointwise mutual information, extracts topological features through the
graph sample and aggregate network, captures the temporal patterns of traffic with a bidirectional long short-term memory network, and designs
a cross-gated mechanism to realize adaptive feature fusion. Experimental results on the public ISCX Tor-nonTor dataset demonstrate that the
proposed method achieves a classification accuracy of 91. 35%, outperforms mainstream baseline models in comprehensive performance, and
can provide support for the refined management and control of encrypted traffic.
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