ik 5iF i
Review and Comment

ETH S TEZELNMERRER

WREXR', B, G, e e, ReA)
(1. P2 [RE S LR K2, R M 4500005 2. FOmCHH, PO BE8 854000,
3. WEIEERE TREARAR, Jbx 102209)

OB, FRZANARERANE—HEGL, SWEIEE D R LR, AT AR E A A% A
P, EBER R RAOBMERAL R, ARG AALSIRFFERABRRRBBEMNIT A, AAREETE
THAIBZOEMEBHER, BAREZTHAIRFLENR AR, ABCETRIH KRG, @i A
AR EFILJAAAN ERBUB AR, Wf SR ER, LR, S TATRFENE, HARFFHL
FAAIFREBAHNA L FXZ LT AAMER, RETEEHERG R, X5 Hi, FaditFk
R AVEBBATT FIESHT, R, NBEREF | EBRRGHFBAAEBIRT T 42 TR FE SRR
T, FRETRAAASIEFPERL TSGR REAEY,

KR AL TRF,; FRMM; AT FREME; ATFR; MEEe

FE S 3ES . TP309;TNI1S. 1 MEARERE: A DOI:10. 19358/j. issn. 2097-1788. 2026. 07. 001

RIS AR VIR, A, B, . B THS TR RS ORGIRT]. MEZL 5EIEIRE, 2026, 45(7): 1
-8.

5| FA#3C: Sha Huijie, Tang Jing, Feng Shiwei, et al. Review of social engineering-based password cracking techniques[ J]. Cyber Se-
curity and Data Governance, 2026, 45(7). 1-8.

Review of social engineering-based password cracking techniques

Sha Huijie', Tang Jing’, Feng Shiwei’, Yao Jinhao', Zhao Mingli'
(1. Information Engineering University, Zhengzhou 450000, China;
2. One Ministry of Xizang, Changdu 854000, China;
3. China Software Information System Engineering Co. , Ltd. , Beijing 102209, China)

Abstract: As the first line of defense in information security, password security is currently facing increasingly complex threats. Password sal-
ting could enhance password storage security and resist technical attacks, such as rainbow tables and brute force cracking. However, it cannot
prevent social engineering methods from directly obtaining the original password. This paper provides a systematic review of password cracking
techniques based on social engineering. It begins by outlining the theoretical foundations of social engineering attacks, whose core lies in by-
passing technical protections by exploiting human psychological weaknesses and mining personal information to manipulate targets, thereby
cracking passwords efficiently. Subsequently, it analyzes three mainstream cracking techniques: targeted dictionary building, technology-in-
duced attacks, and Al-enhanced attacks. The principles, modes, and attack processes of each technique are elaborated, supported by empirical
analysis of typical cases from recent years. Finally, the paper discusses defense strategies against social engineering password cracking from both
technical and non-technical perspectives, and concludes with an outlook on future trends in social engineering password attacks and defenses.
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