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Abstract. This paper proposes a business scenario-based security risk assessment model for large models. Tt constructs a three-dimensional
security system encompassing security capabilities, large model modalities, and the roles and interactions of large models in business scenari-
os. Risk assessment modeling is conducted around large model businesses and their assets, and a complete set of methods for risk identifica-
tion, risk analysis and quantitative evaluation is presented. The comprehensiveness, accuracy and feasibility of the proposed risk assessment
model are verified through the practice of large models in the power indusiry scenario. This model supports the dynamic design of security sys-
tems and differentiated risk assessment based on factors such as business requirements, technical specifications, and industry and regional
regulations, providing scientific methodological guidance and practical references for accurate risk identification and effective prevention.
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