M www. pcachina. com

Tk EEE R R4 % & BB

FEL, FRBY
(1. BRTAE R ZELEUIRH .0, dJbaT 100040,
2. TR B % S5 I E AR Tl fifs BT E S 5L80 %, LAt 100040)

W OE, AT LIRRESEDEGH LR E SRR, RAT TREEE&S ST EMEEIE, &
A FERBLFHEALR, R REESERE RS, TUIREEAAY R, BHERIEESE BN N B RS
MO AP, Akt MERSETARGE TN IEFRER HFETBERRGY  BHEREE5R 54
MG = BEEAER, VIR LRI BEE T 2R ET IR R, FAERUEREEEM G B4 2E 0 B 2 A
EA AL RN, AT EEARRE . Gy R IR R e R R E RN, ARARAENL, g Rk
FEEEEEANR 7 aMENRG AL, AR TALILIRNFEEES, REHEHAATLE R
MMBAE RGN BB AL R,

KR, T IHEN,; T As; REBEH

hE S ES. TP393. 08 ERFREARD: A DOI: 10. 19358/j. issn. 2097-1788. 2026. 06. 004

PSRN FIES, ERE. T ERRM AR AR )]. ML SEARAEE, 2026, 45(6): 24-30.
5| A3 Li Zhengwen, Dong Liangyu. Research on supply chain security governance of industrial internet[ J]. Cyber Security and
Data Governance, 2026, 45(6) . 24-30.

Research on supply chain security governance of industrial internet
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Ministry of Industry and Information Technology, Beijing 100040, China)

Abstract; Addressing the emerging security threats and governance challenges faced by the industrial internet supply chains, this paper sys-
tematically analyzes the structural characteristics of supply chain attack surfaces, typical attack patterns, and their evolutionary trends, iden-
tifying four core technical challenges: insufficient supply chain transparency, inherent constraints of industrial environments, absence of
cross-organizational trust mechanisms, and limited threat detection capabilities. Building on this analysis, a quantitative supply chain security
risk assessment model is constructed, and a three-layer governance framework encompassing technical protection, supplier management, and
regulatory compliance is proposed, with model-derived risk indices driving tiered supplier control decisions. The framework adopts the exten-
sion of zero-trust architecture to supply chains and security-by-design as its core principles, establishing a defense-in-depth system that spans
integrity assurance, identity and access control, threat detection and response, tiered supplier admission, contract standardization, fourth-
party risk penetration management, and regulatory coordination. The findings provide a systematic security governance reference for industrial
internet platform operators, equipment manufacturers, and industry regulators.
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