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Research on network security protection for refueling control system

based on multi-strategy collaboration

Zhang Chao', Chen Jia®, Qin Zhiwei', Li Chuang', Li Jing'
(1. Intelligence Technology of CEC Co., Lid., Beijing 102209, China;
2. The 6th Research Institute of China Electronics Corporation, Beijing 102209, China)

Abstract. In response to the security threats faced by the refueling control system, such as illegal access, data tampering, and external mali-
cious attacks, with the goal of enhancing the system'’s security protection capabilities, the paper conducts research on network security protec-
tion. Addressing the security requirements of the four core levels of the control system, this paper proposes a security protection scheme com-
bining multi-strategy coordination and a hierarchical architecture. It integrates various security protection technologies and strategies to estab-
lish a three-dimensional protection architecture, and analyzes the balance between security protection strength and system real-time perform-
ance. The research results have developed a systematic security protection scheme applicable to the refueling control system, effectively en-
hancing the system’s ability to defend against internal and external security threats, and providing technical support for the safe and stable op-
eration of industrial refueling systems.
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