¥FMiE: www. pcachina. com

BT e 551 9 9 B /R A Bk 5SS 3 R Y

=

I %k, x| FHiE
(WZITHY  HEML S0 TRYE, B i%e 710048)

W OE. A AR TR TR ARV A PR PR, 4R R T — AR R TR M 3 0% e kIR A A
RA Tk, A EUARSE T AL R E B AR AT LR, BE R E TR (DWT), EE 2ot T
(STFT) ARAKAEZERRMLAH = ERIG B R, AR @y et from, K5 EH, AmE RS
SR IGRAEAR, FINNGEIB ALY K, P, AT DWT fo STFT 693 3% ki@ d A R4 %, MALEH
B AR BB E Rk, st AR e 2 BTN EM, NmIGRARG SR, HASEREN, £
HAREHT, iR B e s R 38 32 7 s a6 8 B E 3T kIR 12 5 R H) iR A Ak, AREAUE A R HS AR A, BRI A &
RAAEN3% , MR THARIBIEG R 5 I LA M,

KR BRI T; ARIRA; BRI R, HIENR, DHERFT

hESES. TN MEARERS: A DOI: 10.19358/j. issn. 2097 — 1788. 2026. 05. 005

33 g ERL, X, ST IR R 0 MEASBR S SN ], e SEAER T, 2026, 45(5): 30 -39.
5| A#&3: Wang Siyuan, Liu Gaohui. Modulation recognition of small-sample frequency-hopping signals based on time-frequency en-
hancement[ J]. Cyber Security and Data Governance, 2026, 45(5): 30 -39.

Modulation recognition of small-sample frequency-hopping

signals based on time-frequency enhancement

Wang Siyuan, Liu Gaohui
(School of Automation and Information Engineering, Xi’an University of Technology, Xi’an 710048, China)

Abstract: To address the performance degradation of frequency-hopping ( FH) signal modulation recognition under small-sample conditions,
this paper proposes a time-frequency transformation-based data augmentation method for FH signal modulation recognition. Focusing on single-
hop time-frequency grayscale images of FH signals, the proposed method employs three categories of time-frequency augmentation strategies,
namely discrete wavelet transform ( DWT) , short-time Fourier transform (STFT), and low-energy region perturbation, to decompose, perturb,
and reconstruct the detailed components of time-frequency images. In this manner, structurally diverse augmented samples are generated, ena-
bling effective expansion of the training dataset. Specifically, the DWT-and STFT-based augmentation methods perturb and reconstruct the
time-frequency image details through all-zero replacement, random-zero replacement, and random-noise replacement strategies, thereby enhan-
cing sample diversity. Simulation results demonstrate that, under small-sample conditions, the proposed time-frequency augmentation method
can significantly improve the modulation recognition performance of FH signals, achieving an overall accuracy improvement of more than 13%
compared with using only the original samples, and exhibiting superior effectiveness relative to conventional data augmentation methods.
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