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Abstract: To address the limited generalization ability of traditional network asset identification methods based on static fingerprint rules and
discriminative models in complex and open environments, this paper proposes an HTTP/HTTPS network asset device type identification method
based on instruction fine-tuning of a large language model. A multi-source data collection scheme with multi-platform label aggregation is de-
signed to construct the original network asset dataset. A data preprocessing strategy that prioritizes key feature retention is applied to reduce re-
dundant noise in model inputs. Multiple heterogeneous features, including HTTP/HTTPS response bodies, response headers, SSL certificates,
ports, and protocols, are further integrated to construct a unified serialized representation. Based on this representation, the LoRA technique is
employed to perform parameter-efficient fine-tuning on the LLaMA-3-8B-Instruct model, enabling the model to learn the semantic associations
between network asset characteristics and device types. Experimental results on a test dataset containing 380 000 real-world network assets
demonstrate that the proposed method maintains stable performance under highly imbalanced samples and long-tail device scenarios, achieving
a Weighted F1-score of 0.959 1, which significantly outperforms the unfine-tuned base model. In addition, the model inference throughput is
improved by 62. 81% . These results verify the effectiveness and practicality of the proposed method for large-scale automated network asset de-
vice identification.

Key words: network asset identification; large language models; instruction tuning; multi-source heterogeneous features

2026 4R S (45 RS589 W) | 1



¥FMiE: www. pcachina. com

0 35I&

BEERAy . B PERERAR S | AR iR S5
WKL IETE 7 T2 T8 T SR 28 & 1T 2% BR 455
o, RIE ML A SRR B R AR S I A
KHEYIRE, HZ R I IR A OC & B W 45 5[]
KN N v | D O B G 8 s RN P e i PV =
I RIE AT HERG . A SRR, X 45 2 R4 |
B4 RS PEAL DL el I AT 48 TAE A R X,
HAT, MBIk 22 I T 5 848 8UFE M)
VERCHY T, ZOrETEC FZER R P o th R I R
I, AR & RN T 985 W 1E W 3Rk P o e, 4
AR, ZAKRR AR, TESCPR TN 48 5T
HERIR B2 1. 2R B & IR E IRk, &
Je, ARVRE., ER2FE T AR L, H HT-
TP/HTTPS M3k . HTML BT 2544 & SSL uE-3 ¥ nl g
fAfEESR, PEURSURIERIE TAER F R, Hik, %
TER Bl STR VS H 353530, B 00 4% 15 4481 ) T 1
/MU S TUTH, B JavaScript ZhA N2 N 45,
T EE GE Y FE T A S HER) DT BC 1Y) vk M AR BUA K
PUIME R 8=, Wi mai il s i, 2
FNTIREHT i BE 12, e LUPRGEE & BT A s,
B — 2 B RRAE AR AR OR T AR, A0 O AT AR Bk X
Favicon FI 6, Banner 5 8 7 B9 01 [ & SUHE
B, FEEETHRAE R 7 R B ERR AR

BEXT LRI, A SO T R ORIE F R A
FEATOE 2 B 4 B PR A R AL A s, DASE R
HTTP/HTTPS PS8 5 7 v 1) 5 25 S B e Ak IR0
FIFH R 5 B A5 R ) SRR S B SCHE R RE
BB R UT 55 A M1 SRR S A AT 45, EL AR
a5, ALFEBETIEWT .

(1) T -FEZERESZVFEREGHEEM
W 2 ¢ PR AR 6. b S Sh RIS b B
Wr ML A, JRRLG 2R 3 I 4 B I 4 6 R 45
B, MET AR AR W] RE T Y 4% BT
PR

(2) WEIh T —Fl i 1] KO8 5 A 7 9 22 4 S5 4 R AIE
fil A5 Prompt' ™ A HESR W . 1T 19 4% B 7 B 7E 25 4
T AXFNE SR b B B A, A SCHR R AR 4G 1
{61 HTTP/HTTPS Body 545444k SSL UiE45 . Header
SR, o O R OISR IE B T 5 — P A AL Rk, IF
IS ISy Prompt iﬁﬁ“, B 22 PR AR E BB Sk R
& BT H A R SR ATE R,

(3) BRERIFHIUE 75T KB 5 R P 28 45 11

2| 2026 4EES 5 (A 45 35 589 1)

P, ASCE LLaMA™ 2 51 4558 JH R 5 A 5
AT R BT 55, /D & T e SRR AR 1Y
AT, IR AR T SR 2 5] X 4% B 7R R IE
WRARRZ M E LRI OC R, LR ERY, %l
BAMLBERS A SN E T R S &R, TR X R
TR R B A R R B R Az AR BE S, B
TR T BERAE 2 5% = U s T A R

1 HHxIE

Bt 25 IO 4% RIS A ™ R A B IR 285 158 4 28 80 ) S I =
B, I PER  A 2 05T FR U B B i ER 0 9K B
(IR R A A ST AR AR U L N A Ay =X
AN, FEA[ R =38, F T HR S8 S0P 4 H00) T i
ik BTG E T R, DR TIRE
5 SRR
1.1 ETESIBSENMN LA %

FE T A TS SO (1 R U] DG PR Ty 3 o o R 485 % 7
PEATHRM , FRECHAE UM 3 ok B v 22 5% Hh A AR
fiE, IR XS REAE LU (0% SR 7 2 SURAEA, A
MSEBIRTBE = 2R B, BRI A% DA 43 =By
Br, RRRHEAREL, I A R ICE, FERRE
ARUB B, 30 R 3 sh 50 5 1k sh BRI AR 25 A 1
FOREEH PRSP BRREE B . S RIE o ) H bR 3
PLA R RRE IR R, AR 3R 1] %) i 157 R 4 W7 H Ar
PLAPIRE | E R ol iR 55 251 Bl sh #8000 RN &
PATMECE AL, 83 W T 9453, A AT AR 2 0 5k
P LR HESR RN B 7= 38 2k = 2 FR 0 R st R A 4
G977, AT DA AL R RO 1 AE B PR
HTTP/HTTPS W )i 3k 5 0 3 AR N 25 . TLS/SSL ik 45
B L) Bl AR S A (B 55 2 Fh i SRR AIE . AE 7 by
BB, BEFE BN BARSE = I RRAE (5 B SR A =
DX A3 BE AARFAE K LWL AR HEAL 1B # R 2, ATT
RS CRRIE— AT WG R RS BUE,
FEA FRVCHCRT By, PR35 | 40 5 i SR A A AR DU 3 5
AR SUFE R RN AT TS, A B A e R 4 AE A h
TR TR SCRLIN 2R G0 R Hh R0 D0 322 A ) % 1
IR, AV RRARTE R,

1.2 BEFESEHBFINIRANFZE

FETARGAL a8 2% > BT 7 2538 2 DA D) 45 i £ 5
MRS A T B ISR AR RIS SRR, I X ik 4
RRAESEATARE AL A 3, AR J5 4 Ak 3L 10 5000 A Sk D11 25
B, AT R m AL | LR | AN DLt
IR e S N 2 R B b i (2 SN T
PO A R AT 43 2, il X AR T W PR AR AT



MESERRE

Network and Information Security

WoBt 2z o] BB RE S 7 2] O [R] i A5 2R AU TR AR 25 [R] vh
Mo AR 2257, ITTEARFN BT 7 b S SR F

Lit" AR —Fh A b s HE SUHE SR, X R R A
IR EATEIAL, 8k W M %, JeCHUH N
WL, FEA I GG A | D AR R R T M SRR
ARARSL, BT TAEd s, JE A R G0 IR %
BRI BoR Al HLETR . Miettinen ™ 2542 4 T
— AN T WAERMPH S ZLBERE, RE
P B8 18 U R (Y TC I B B, 4R 23 Ry
fiE, AL, S, A HEY 1P A, A EEHL
AT 50240 . Sivanathan ™ S48 H T —Fi
T RIE B P M B A5 7 RAE SR, HBL RS
BrBebllasss 2] o 2REE0E, 458 MG REN 2SR
PRSI BN
1.3 ETREZIMNIRGGZE

L TARGE AR 2 ] Tk, B TR > iy Uil
TEJEI RE WS B, W B
HZWAHIEAE 2T RE ) . DRIl 2 N 2 1) 22 R AR 42 M
55, BERETE ISR 7 v DAk B80S 5 AR I T Ak 3 17
P g 22 2] HAA P PE R b e o, DA X A
TTBCHHRHIE s B U 50 F R B, SEBL T i
T A3 25 )2 R IE 25 [ B o ) o AR, BRI Z Ah, IR
Ji 2 I FEAR S5 M AL J3 91 B Ay T BAT RAR I #
REAE AT R 10 28 Bp LA AT e SCARH8 20 rh iy K R B AR
BRRGT E N FER, ek Tieg ik R R E
FRIE R PE

Kotak "' &8558 1K ToT 5245 ) 00 £ 388 {5 2 o 4 ey
A EIR, IR CNN #7402, S0l 75 Tl fE AT
HIBRE A SR, %R H N LA TR, R
AR I3 AN TE] ToT P48, I 3CHE AR 03 A 19 46 I,
Dong" "™ SEHE T —FhEEF VR 24 2 1 ToT Wi A8 80N
S5, dE I B I 45 38 A % I 8] e 0 A ik O A%
LSTM BRI rp AT 5, (HARERIRRAE A 377 ) AN [A] 15 4
TERLFA) AT AR, JFFEfL & NAT/VPN &5 315
W26 TR PR v X o R TRl i A A, S8 T 3 1Y

FEFHRM »
W 2% >[P . il
//// P
<::::} B AN
S o 24 i »| HTI
IR B ) B gkt Rryae

mw%?\\\
%Eg%.1MMJ Fofa > A S

BRI MR,
1.4 NG

RUE EIR=ROmE S AR s TS T —E
AIRR, (EEATTAE T X 21T H £ 52 4% Y 0 2% 25 ) 3¢ 7
W, A — LA R A, k= )R A0TE SCRAE S OT
B AR HERIRE ) . TR ARG oSS it R IR A 22
P2, ARG b 45 R AR e TR T AR
MR TR IEAT ISR, UL T HHRIE S BB
WIS, TG FLAE BRAR 48 SO 5 108 S0, T X
KW ™ FREA B & S R A H O] (Y 45 Bond
X SEAGERY K] fpfe = 36 P A SRR M AR A 8 R
2 HiEWESLE
2.1 BREWESSHT

AT —EMEG ZERESZFERENE
PEWCERIR R, 1 R, %A Rl 3 S RIS
URITARZS G, ARICAE R 5 L v A 1y )
KGR

TEESEMBYBE, LL Nmap MAZO51%, Xt Hix
028 A3 5 IR 55 BRBE A4, SRR B 28 R 5
5 R IS B, AL TP Mk | P 1, PRk
B S D SRR 55 BRAE B, DRI R G
AR, Wl WEWT AR S SR I A A B8R FE, TE R 2%
NGAHE Zeek Tt o3BT TH X529 24 38 15 B0
PEATHAR S AT, DT PR3 5 2 41 4 X Lk B A st e
BT, ARERAN BRI AR A SV B AR, TR
el b, AL AZFEBAER G LS, LI
FEGE P HDL SRR IE S ) R AR A, RIDRE 3 sh BRI SR A
B 1P Hidik it #2328 & Shodan, Censys, DayDaymap 55
RIZE BT 2 5, ARBOCLIR M B ae 2 | b 555
R RIEE . FIA A B AR 45 R Al EAF 7 A —
F ), ASCEE T R T AR B AL ) 4% S
BN ARIEA TG I L HER R A, Wik bR
BEATINEGT 4, I IS 3 Fie s AR A A e 28 445
R, NI 5B AR A HET P A — Bk, 5 2
RN B AT 5 i Bodls S

fRIEARAE

' AR
)

B 2 5 Bl 2 IR AR S AR ARG A BR AR

2026 FEEE S WI(SH 45 BREF S80 M) | 3



¥FMiE: www. pcachina. com

J IR IR AR vh ST it B, BB X 3
— B x, K AINZ 5 R By e AR RGN
Lo=1{l, by, -, Lto B kAT G 08RG EE
Hw,, HF, Sw, =1, XNFAEEBRERZ T, HINk
1841 Score (T) THHEANTF .

Score(T) = 2 w, » II(l,=T) (1)

Hep, () MERRE, MFE kRBIMIRE L,
5 r—sntEe, wSEo,

IR BRI B i AR T A A 0% 7 ) B 2K
RIBRTE «

T" = argm;ixScore( T) (2)

At b AR A T A 1 e I 4% 7 A
HZAZRNAE B, 5642 5 1552 10 S al
WASEE . N2/ HTTP/ HTTPS 38 H. N 45 A K 4%
WEY 5T SSLE {5 858, i, #aFBm
HTTP/HTTPS Wi 44 ( Body) H.A kK B ik 50,
THB 4y Skt 7 Bt , 40 HTTP/HTTPS i 37 3k ( Header)
FNIE B B HLA Ak i g i feoe v, HLR By
m=E 1 iR,

F1 R M R TR R,
Hlm e g KHEF B il
CEIA IP, Port 192.168.1.1, 80, 443
k)2 Protocol TCP
N HJZE HTTP/HTTPS Header Server, WWW-Authenticate
N2 HTTP/HTTPS Body HTML/JS W%
LA SSL iE subject. CN, issuer
VRS TR ASUS, 4%
P IbRg)R BT BRI B, LB

(a) Token W URTHFE N e (FEAELC: 10000 )
B2 TG 9 250 T4 Y Token THFE S 5 1 37 45 B2 B2 4 AT

4 | 2026 55 WI(EE 45 & B 589 H)

R T E TN R B A A i A BB o &
HARF R, ASCNFEHEHRE & T BEALAIER 10 000
SR BT PEREA ) X HA Body, Header &z SSL iiFE 455
BZI1) token THFENG BLIEATEEIT 204, IF2E— 285 mm i7 fA
F-BONFRI A RO 5 25 M W 7S AT AR R AR 4y,
GeitEE R aniE 2 frs .,

K2 (a) /R TAE 10 000 25 )5 45 W 4 %5 7 K di
W, REFBF-1Y token WHFE S HE M, AT LAWLEL
F], Body 7EH& ARG A by P 4 X 3= S HA, K token
THAE S HL Rk 87.5% 3 #IHLZ T, Header Fl SSL iE-1S
F-BL token g7 LA AIUH 4. 1% F1 8. 4% , X—&53
R, e B N 06 B AR AR A DL T
Body 7 IH#E K &t token T, M7 S BCH A ¢ B
BAem AKEE Z BRI g i L R 58 e Bk, NI ZEn)
B B I R VAR UG

Fik— ARG Body FELNFR ARG B, A
SO H AR5 A AT T AR SR, WE 2 (b) BF
Ro SRR, A Body HAUH 54.8% M &l SUAME
A HA 4529 Yk HIML RS S5 4540 s . T
HTML A% E 2055 T oM ie g, 6= 52k i ik &%
FEBUFFE, X BB N A4 B T i A B o i A (e
P, AN, Gaip FE4RSEE BR Body AYF-34 R 45 L ik 3
T 31.5% , BVARURAD T 68.5% , 3% —% i i 4 2
(A7 77 i UE B T T 2 o) 1 AR £ A6 ™ E A SLTTAR
2.2 HiE4hIE

AT 2. 1 5 X R E i 4 R B HTTP/HTTPS
Body, Header LK SSLAE (434 Al LA L, Body 1
JRREdE T e T R ARKE, (HHNEE SR
SRR N TUAR (S ., T Header A1 SSL iE 5 F Bt

11958 WEFE LY. 42.5%; R4 31.5%
(T100.0% )
6554
(54.8% )
/7 5 404
/ (45.2%\ ) s
// &\ (31.5%)
)\
// &x
| 72\ &
AR SRR HTMLARSE  Gup/ R4S

(b) Wi o {45 L E



MESERRE

Network and Information Security

IR token (5 HBHE, HIEEREE SR o288 5 EAH
KNP CHEREAE . PRI, 5 AN 0 X 43 b Yo J5 0 B 2R 4 7
BT, e BB A O PR G . B XX — )
B, ARSCHR T — P G BRI A S R B8 14 B 40 i Ak 3
s, e A Z BRI A TR I E B
FEXHIEAT B3 B 1 TUAR N A T 48 S5 4887
2.2.1 ETHEMLBTRSEXEERN HTTP/HTTPS
i) )z {2 &b 22 41, 1

WFTSCo AT ATk, HTTP/HTTPS Body 38 5 0 & 5¢
BRI U N ZE, 70 SRR 0 28 08 7= 40 b o 4l 1 R 22
FEMBL, SR, Body WEBFIRHEZ: T K& IEA KN
2, BN GRS bR LS | AR 2R LA R A
XENBEAMMUEBICARE &, 1 H 535 &R 5 1
FOGHERLSS . #7 ELA%HKE Body Fi ABAY, 25 50 7647 BREY
K EATR T35 Header . SSL i 4545 & M (8 7 B
B R SCES ], [RIES 51 A TG SRR AE AR Y 1 ) i) it
B2, UL, #TXF Body oAb BEAT DAEL A BRI 75 15 5tk
FEIRIOHA E S TR, T R R, A
T —E IR AUT S5 1 Z R EERIAL Body kb
WKLk, HAARAEAE 3 B, TEIZTK 4B HRE
PEEUN B, A TR AR HIARI Body B4 46 ki X 4 BE 1Y
WRIRE, ARSCIFAEXT A DOM 37 5251770 25 S 4%
B, MR TUE TS B IR 3¢ A5 R DL B G
B LR RFZ )2, X Body #4745 #4940 R AIE
L,

TETUE CE B2, R <title > iR BA K &
BN < meta > FRZE, T 3K 0T 10 A O HE SR

TR TR R A A RS 15 B AEIAA 15 B IR
JETT, PRI G| SR AR 5 O B N R A
7 i 308 2ok PR 7% B ALt 0 DL 1% 30 P T 28 LA R e
OIS . BT A H O R B - e e S R AR
SR FHIAS AL, sl G A8 52 3] g 2 30 s 1 A 5 5
F IS TCI A TP e, DA T [ R R 7 2 X A58 7
AR, A AL SR A, E A e B I R Y R
gy, IERAMNIEITTA WA T BRI T
PIHERNSCARAF JUER o B i BT I 19 2 L2540 B %
PO T A B D RERL SR AN B2 B S X0 AN ) B
RBUM R R LA PR AE . 75 2 BHRS i A &)
JRTE, PRECE A BT MEZREE A L LI N R BE AR 4
58 KR EAe . st 42 07 2Lk & 2 e 1 2 18] f)
PR OC AR, TETE R 1A HH A T A R AR SR AR
BATES A | SRR MRS E Ve, [, Jaad i g S &1
AR SE IO B, BE— LA e, 7 bt mi A
HEPRZ I, $2HC CSS KUK I Favicon SRR,
XTGP AL AR A B A RS/ UT B h KU
MEES I, BA —E NS E, f&a,
TE R SCAAE B2 T, A1 1k i M 52 0 % 1E SC AP R
FLE R W T R AR IR B A TS £ R R SO B
B, BRI BARAE B P BT & HE ), (HGE
PRV R RS, A w0 R 2
FREURHIE,

RS AR RFAE 2SRRI, RO 2R ELAY HT-
ML Wi A2 T by — 08 SCT I | 4 = o AR i
B, AR BERRAR TR A TRy, SE

iy ARG 15 ARG -
THUEBL ] 2. MU :

Ky i A Body & 15 MRS
FEBRHTMLI GhR4E

!

5 R R
YRS O HMEARFEI «

I
|
|
|
]
:
: 3JHAHERL
|
|
|
I
|
|
|
|
|
|
|

4R BRARPREL: BRAThRIEL

7RG BRE title A2 meta HR4
S ICHESCAIREIL . TR AL copyrightnl £ H-SF &
9.CSS/EIRHENL: I CSS HEFZHI Favicon

TEIREE =T EIMIAE, SRR

BRIV . e PR R
HEHL iframe FlI frame 1) sre

v

108 yE 1% -

I
|
I
|
|
|
|
|
|
I
|
I
I
|
I
|
I
I
I
i
AT RIS 25 A — DR T L ol TS
| .
I
|
|
i
[

|

|

: VLA g e, BERRME 2 i
|

|

{ W B AR AR 3

PEL 3 AR 45 A f Ak R R el

2026 4E5H 5 WI(SE 45 BEE SO W) | 5



¥FMiE: www. pcachina. com

TRIRIRE % 3R AR TOIR S B o E MR R IR A R AL
S
2.2.2 ETFEZBH HTTP/HTTPS kLER4SHEIREX
HTTP/ HTTPS Header J&iHU5 I 4% ¢ ™ 6 1 1 S 1
Wi, Hrp Server, WWW-Authenticate %5 7 B FE B
PeREE TR B S B fE B, AR, J5h Sk
PRECE A R S SR U F B i 2 B, X
SeF BRAE AN R oK 1] 5 AR AL, o i He i AR 2
FHEEAOCHE AR, R E RS W, B
HNMEEGE R E L, FTRESA 45 A E X Header,
1 X-Juniper-Security, 3%/ Bt [ {H /& Juniper & Y
AP, AR 5, R RE 2 T ok 46 5C B
FAOIE, PRI, ABEHCR H R A B IR SR m, BTk

KACPR R B A Fe sU LB, ADIC S B B AR e s HLAA
T BN BN R 2 Fis
%2 ZAEFHE
M 7 255 LR =7 B R 5] SRR A

Date, Last-Modified Pt >R I ] B At 2% 4k L5
B[R R v %

J e 24 B TCP/HTTP 4:

Expires, Age

Connection, Keep-Alive,

k2 RAS Content-Length TR, 32 W45 30 55 5 1
Transfer-Encoding K, BRI B
, T B 2 R AR
X . Via, X-Forwarded-For, . P
] PR CDN = f £ 35 5 2% 15 &,
CF-Ray, X-Real-IP . s .
T g A U
. AT BEAIL A B0 e A B 4
e ETag, X-Session-ID, . .
PR WL BT RS, 0
X-CSRF-Token S
Gyl ATE KM
X-Frame-Options il H B Web %2 4T H
LRk X-XSS-Protection , XA AL, HERZE Web

X-Content-Type-Options RS EFEHE

2.2.3 ETF X. 509 fFHTHYIED S8R

FE HTTPS ¥ 5t F, SSL/TLS UEA5J2 M 45 9% 7= [ 41
FHOE, s TEmEn S I E S R0,
JEL 4R B IE 5 B0 38 % L PEM B¢ DER k& X AEAE, T
BRI, e — P AL AF, = 18 AT
P, AL, ARSCRTE T 3T X509 A5 i ) g AT A B
B AESE R A A TIE 1 B e A 5 fb i By -l
HE G Subject TEA5REAT AN Tssuer §IF A5 00 & 7 W
%L FE ., Subject FBLEL B R T A 1Yl 1 7 EK
FHL, SRR R IR P B IEYE o Issuer $5 78 T HIE
FEESE, 16 T Y, KRERSHEH /A%
ZWIEFS, HEHS Issuer 5 Subject #HJA], X A B 5 & —
FRSRAFOCH B A TR BURRIE . X TR 7B, BN S AL

6 | 2026 455 5 W (5 45 & B 589 )

HECH I SRR E B, A SCTE kb 31 Be i A7
Gi—iduk, LAY D MR R AR AR 2 S 5 R A T
Zoat FRANFES, SSL UE A3 RFAE KR iR Subject |
Issuer S Country Bl I &5 MIfb SCAR R B, 5
HTTP/HTTPS Header F1 Body 45 iF— [F] ¥4 £ 45 — (A6 1Y
AT,
3 XIWIIE
3.1 HiIEEMESXRNELE

Wt 2R FR AR, SRR 4 B R R B 4
Ak M1 HTTP/HTTPS Header, Body K SSL iF 4545 %
TERHE AR . SRMT, DL LLaMA-3 SHfRER
(A A B B R AR i 2 3 T 7 81 - 78 Xk
TTINZRAY, Jouk ELEEAL B R S 0T B . 56 Tk
ARSCAESLIG B B 5| AT 2R e, IR b 35 1R
TEAIE B Alpaca A8 IR S, FH LA S 5 S i )|
25 TEAE, Alpaca # W ZrHEAS B Instruction . Input
A1 Output =40 2B, 43591 %k 17 145 A& PR AT 55 il ik
ZVRGE RIS AR TR R AR R A Y

R T B UE RIS AR T A A PR AR FEREAS J5 R X
EMLE RS Sz LR S, ARLEE T A
A e B A ) SE IR R AR S R A U R R, SR
PEFER T, 25 I\ LS A R D 42 3 e P e T
600 #4355 1 B AT EREAAE AR SO I 2k 4, %4
EFETET Asus. Fortinet, Cisco ZFER) T M B&H #% .
Bl i PO ARAGSk S O R, BTEAE I
AN PR 5 AR R S A R SR TE B R
SUCIRIE, SR T 7S AR A R A T 45 A BT Y
B, SCOGMIE T A0 38 7 ARREAR By KRR I 4E
T WAL PR R I 2 R 0 — B, R
T IR EASIF 5 $2 Y A T A B ORI A R RIS I S R
AR, AR BOG 38 1 A MERAREAR AT T
WAL AH R R P B AR, T LA, X TAR B difi
RMARABE i, REWIHATIRUEILIE T, T H
BT, AERIRY SRR T T, ASHFgE ik
LLaMA-3-8B-Instruct fENJEERIRL | SR LoRA $ A
TISHCHRAOA , 82 VR s W25 2 801 0 ARRR
M, 7EHsKEA 32 GB WAFHY GPU V- b o8 AL 1)
SUGE RGNSk, T RUE T A A R IE T
(AT B PR S AL e
3.2 LWERNS

AR IR ¥ 55 B DL B Precision. Recall #1 F1-
score VEA EZIFH 8 AR, T A IEMREAS T, SEERA
IERIFEARSCH TP, SEBRA TUREAECH FP; FO A 17



MESERRE

Network and Information Security

AIREAS T SEBRON IERIREASEC FN, SEBR A B REAS
0 TN,

TR YA RE I 1 ] PR Ak e 7 455 U 7 4% 28 0] 18] 1) ) 51
075, BN TR AN [ B A 2R B IR B AN S
NAFERET o

FE 7% ( Precision ) fiif 2455 7 F500 Sk e — 250 B 1
AEEE

TP
TP + FP (3)

13 1153 ( Recall ) 7 2 455 75 X6 35 512 208 1 B A 1) 7 75
REJT,
Recall =

Precision =

TP

TP + FN )

F1-score 52 Precision 5 Recall BYJEFIEY), H T4
HIPMEAIPERE

Precision x Recall

Precision + Recall

i piline LR PN VAN ESR S EFith

F1-score =2 x

(5)
IERE30)

AT ) 2 i TRV A R T B SR ME LU . P B
AR SO P T R B BUREAS 7 b DL S A 2 A 1Y
ZREPEX AN K, SEECT 15 N EARERERNT
RIS RGP 4 5185 23045 10 TR
LR LLaMA-3-8 B J e #5870 55 22 118 A i A AR 1
TEMNAR TR VEFE RSS2

H &4 FE 5 Al5, FEEFXTRT 14 T R a9 o
PATS5, RAHIIA LLaMA-3-8B SR 528554
PO J R TR 3 IR A2 3, X M R I (L I 7
99% VA b, 3XUEHY, — 77 T B AR A RUAS By HL 45 Ak Y
WIHRHESREICGRE 71, Sy — 7, FRiEL R BEEE S
SRR B AL I R AR T AT 55 R AR BT, AR
FEPERTRIAE AL JH AR A, AR A8 IA B 5 SR 5 AU A
VT HR K-, SRTT, FEALEE Chipspoint_ NVR iX —4%F
FE MY, A2 T A i A 5 80 3% B S W A 1) A A
KRG, BRI, HEEBAAE Chipspoint_ NVR X}
MR H FEAT 5903578 0, 3¢ B8 AU 7E 4 3 o 2

ASUS _router UK 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.0%
DrayTek_router |- 0.0% QIIGZAY 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 1.0
ylek
TP-LINK _router | 0.0% JOXGZY 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0%
Mikro-Tik_router |-0.0% | 0.0% 100.0% 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0%
0.8
Cisco_vpn [-0.0% | 0.0% | 0.0% B 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0%
Synology_router |-0.0% [ 0.0% | 0.0% | 0.0% 100.0% 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0%
Fortinet_firewall |- 0.0% .0% .0% .0% .0% 100.0% .0% .0% .0% .0% .0% .0% .0%
inet_fi 11 [-0.0% | 0.0% | 0.0% | 0.0% | 0.0% 0.0% | 0.0% | 0.0% | 0.0 0.0% | 0.0% | 0.0% 06
°
<
j SonicWALL _firewall |- 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% JOXGZY 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0%
]
&
Alibaba_WAF |-0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% 100.0% 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 04
Zscaler_firewall |-0.0% [ 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% 100.0% 0.0% | 0.0% | 0.0% | 0.0%
Avtech_IP_camera [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% 100.09 0.0% | 0.0% | 0.0%
402
3CX_phone [-0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% 100.0¢ 0.0% | 0.0%
ZTE _router |-0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% 100.0% 0.0%
Ubiquiti_router f~0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 0.0% 0.0
Chipspoint NVR |-0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% 0.0%
1 1 1 1 1 1 1 1 1 1 1 1 1
o £ o8 o D D D > @ o o
CANC N R R e
%§ \l-’> *,? oS S s %3 N & >/ N & Ars (() &7 &7
& & § T @y & e 8§
RS e & & WS S
FT® s & 8 W@ R
%Qo v
Predicted Label

P4 JEREBRTE 15 A RS LRI IBAERE
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ASUS_router QIR 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0%
DrayTek_router |- 0.0% [QIUUKGZ 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 1.0
TP-LINK router {0.0% IOOXZA 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0%
Mikro-Tik_router | 0.0% | 0.0% | 0.0% BOK 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0%
0.8
Cisco_vpn [-0.0% | 0.0% | 0.0% 0.2% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0%
Synology _router | 0.0% | 0.0% | 0.0% 100.0% 0.0% | 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0%
Fortinet_firewall |- 0.0% | 0.0% | 0.0% | 0.0% | 0.0% EEPAZE 0.0% | 0.8% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% 0.6
E
;'—J‘ SonicWALL _firewall | 0.0% | 0.0% | 0.0% | 0.0% | 0.3% | 0.0% 99.7% 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0%
£
&
Alibaba WAF [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% 100.09 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 0.4
Zscaler_firewall |-0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% XA 0.0% | 0.0% | 0.0% [ 0.0% | 0.0%
Avtech_IP_camera |- 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 100.0% 0.0% [ 0.0% | 0.0%
402
3CX_phone |-0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% 100.0% 0.0% | 0.0%
ZTE _router |0.0% | 0.0% | 0.0% | 0.0% | 0.1% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 99.9%
Ubiquiti_router |- 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% | 0.0% | 0.0% | 0.0% 100.0% — 0.0
Chipspoint NVR | 0.0% | 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% [ 0.0% | 0.0% | 0.0% 100.0%
1 L 1 1 L 1 L 1 1 L 1 L 1
g ¢ & & & & & & & & & & & &L
$ 3 ¢ & o 3 & & o « & 3 &8 \?
%\3% <F \@E' <& ¥ \o";\ & & e S «J& (\.}{O _ &\}\ AQ.°&
w @i Q’\) ) \¢° N & 44?’ Vy ép 7 \SO\ &
Q N KS =) <9 & 45 & )
S
Predicted Label
El5 I JE RERITE 15 A R A TR A

R BERHEATREA T iz 2, X — 4 R UL, Xf
TR &, bR ST G H AT 55 BE T AU L
X3, HAEA S B RA AR A S AR

1 RZ IR ) FE L AT, Chipspoint_ NVR J&
TR RARAE, SR 44 AR I ] I i
b IR, 7R B = S S AR E LT
BE PR SO ) T 2B B0 BT O E | e g R
)R e A SRRl e B RO A S
TRAFR,

MILZ T, 484 O o D B AR A,
5| PRI 26 08 W48 05 P FRAE 55 F, ¥ Chipspoint _
NVR X —FE bR A A A oA v il J5 7
B IR F] 100% Hfirh A8, KPR T g i
NZZ P A ARPAE 232 R T B 4 2 M) A R A G
F, e T D A RE ) ) o B U A U
RE I AT BT R

F3ME A4 T ARZHIAK LLaMA-3-8B J&

8 | 2026 4FEE 5 WI( 2R 45 B AES 589 M)

BB 5 2255 4 BOM 5 10 BB 43K 15 4T BT A6
B Precision. Recall, Fl-score., FEASEUH 455
k3 R EEEAL 1S A kg LR

R K= PEJCIES FLM BEARRUR
ASUS_ router 0.998 4 0.997 4 0.997 9 43 084
DrayTek_ router 1.000 0 0.8265 0.905 0 30 926
TP_ LINK_ router 0.978 7 0.934 4 0.956 0 14 185
MikroTik_ router 0.999 2 1.000 0 0.999 6 3767
Cisco_ vpn 0.9959 0.7555 0.859 2 11279
Synology_ router 0.999 3 0.984 3 0.991 8 9 055
Fortinet_ firewall 0.974 6 0.408 1 0.575 3 35961
SonicWALL_ firewall ~ 0.999 7 0. 960 6 0.979 8 10 692
Alibaba_ WAF 0.999 6 0.852 4 0.920 2 16 285
Zscaler_ firewall 1.000 O 0.999 5 0.999 8 4 247
Avtech_IP_camera  0.941 4 0.999 8 0.969 7 5353
3CX_ phone 1.000 0 0.987 8 0.993 8 1799
ZTE_ router 0.997 9 0.994 4 0.996 2 1 440
Ubiquiti_ router 0.950 4 0.9312 0.940 7 1 686
Chipspoint_ NVR 0. 000 0 0. 000 0 0.000 0 35 508
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R4 BORBAREAE 15 AT Wik LIRE SR
IR Uit ES FEJIES FLOp 8 RS

ASUS_ router 0.998 7 0.997 6 0.998 2 43 084
DrayTek_ router 0.999 8 0.965 8 0.9825 30 926
TP_ LINK_ router 0.974 8 0.9353 0.954 6 14 185
MikroTik_ router 0.997 9 0.999 2 0.998 5 3767
Cisco_vpn 0.943 2 0. 866 8 0.903 4 11 279
Synology_ router 0.998 9 0.977 6 0.988 1 9 055
Fortinet_ firewall 0.947 7 0.807 2 0.871 8 35 961
SonicWALL_ firewall 0. 999 9 0.972 8 0.986 2 10 692
Alibaba_ WAF 0.977 9 0.994 4 0.986 1 16 285
Zscaler_ firewall 1.000 0 0.994 8 0.997 4 4247
Avtech_IP_ camera 0.943 4 0.9531 0.948 2 5353
3CX_phone 1.000 0 0.998 3 0.999 2 1 799
ZTE_ router 0.870 5 0.994 4 0.928 4 1 440
Ubiquiti_ router 0.948 2 0.934 2 0.941 1 1 686
Chipspoint_ NVR 0.998 2 0.9329 0.964 5 35 508

A IR AR TR TR R B A AR A B30 i 4 A e JiE
AREH, BN ASUS_ router FEAS I 15 43 084 4%, 1
ZTE_router {7 1 440 25, TEXFIFOLT, & HERH]
Macro F1-score XJ 4525 AT 8 A, /NEEARZE I 1Y
PERBIE BN B A B LG b R, DT ek B8 52 i) o A 1
25, MR LA S f AR U 7E KA ) 2% ¢ 7 01 )
SPSERR RN, I, AR SCFE SR PEREIEAl 5] A
Weighted F1-score 1E & FE VRN 805, LB N2 W8 b A
SRR A 3 A AN B S A R 2R A U g

Weighted F1-score 745251 F1-score &R I, 5l
AZNEEAR A ACE AT INACR A, Hog LR .

Weighted-F1 = i % - Fl, (6)
Hr ¢ RN D, n, RRH | BOFEAREE,
N= Y n HIREREARE, F1, 5 0 KRR F1-
score 5

ZHAN 1S, REMIM Y LLaMA-3-8B J JA £52 7l
TEMHREE Y Weighted Fl-score y 0.743 0, TMiZ&454
TR IS FIAR Y Weighted F1-score #2728 0.959 1, SZEL
T 21.61% NZAEXTPERESR TL, X4 KRR, Tk
AN R A R e R 7 5 K R A A T S R % T
ARG, 38 SR B R A B AT A AE ]
R BRI D R BT AR A R AR A T SN S
FERYREAL ) 25 O R RN R e 1, FE R WP 5K

FEZ M 2 18] S B S 4 (R SR MR RE

Kl 6 R T ARZ MM LLaMA-3-8B i Jis 5 1 &5
ZFR AR I BB R Y 4 B R B e, AR
5 000 Z&RFiC S FATE], DUEREET 20 4~ 5 000 45 A0 [E]
Wt

45 A r
L] 1 \\ ,I
\ n I\ [ 1
\ FAY ! A !
ok N Sy om0 N i
. A A A U g \ /
- LN L] \ ‘w \ /
> ' \ [
% W .
—- 35} H —o— JLJEfIHY
B -
i)
30 b=
o '\ /.\
25 = o .. _®. o—e
\._./ .\./.T./ o T. \;_._.§./ |
| 1 1 1

2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
AEERHEX (FEIRS 0005% )

6 Ry i T

SRR, REMIHE Base LLaMA-3-8B #i7
SERHERRE N 24. 46 /s, TS A8 A TE 5 AR R
SERHEEE IR TE 2 39,82 £%/s, SEIL T 62. 81% I
PSR, RS R, 15RO AR ARSE
FOMEERFFRY , S 7E SE PR i 5 vp W R T T
B B AR AR, R RIS I 45 9% 7= 1 sh IR BT 55 4
HETHE S R RE

SEA R P 5 4 BRI T T A S 5 45 SR T LR
W, IR AR T TR TR & 2 N 45 0 =R )
RS R FIBIRE T, 050 T A R A 2
Y FIAIERCR, NP RGBSR T A ) S

A, ARG R B LLaMA-3-8B S5ir4F R
I R 28 5% = PR A PR AE 2R R AT T X LG, SRR S
Fi, Hdbs < =7 RS SRR IZ TG bR AERT I SCHER
KA R o X E e & B RIS 7R A S 24 3 530) o A 5 A B
AN AR s ] 3 P T AR HESE
4 ZHig

AR SCE XL G 0 45 5% 7= 0 O ¥k 78 52 2% 534 I 4%
ISR RIS TR 72 AR T AS 2 DA B DA
B RBI IR, $ T —Fp TR 5 R RS 4
TR B PRI 246 % = T A 2R AL TRU I i, A R 2 TR
LHZVFAREMWEIBER R, JF4 6 IR
SR BE B TR AL FEAE WS SZEL T XF HTTP/HTTPS i
A Ry Sk K SSLAIE A8 SR RRIE I A A S Rk
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A5 WA EZARMETZRF R AT
5T SRR/ R TEHURHIE S HERA R % BN AT B 8]/ ms
ToTSentinel 12! BEMLARAK + ZHFE 2] tiebreak HME P, D, 1P 81.5 157.7
HomeMole! ' REALARA b By ) I 7 9 N L1 84.5 —
HomeMole! '] i) LSTM YRS, AERE . RN, T, 92.1 —
ToTDevID!'®! PSR RN, BT KA, 1P, HRL 83.3 —
TRIAR 1Y LLaMA-3-8B SSLE . WA . maRisk | TP %5 93.8 25.1

TEMCIERN [, 3% 25 PN A 55 A8 S 4 2 3K 3l 1 A ik

Kol CHRARAT 55, R LoRA H A X I K 5 4

RIEAT SR SO0, R B B8 7 /D e v o R AR T

FEARZRAT T 27 2] W 8 B8 P R 5 A 8 B 2 ] i B

BRI FR

SLYRAE R R, 5RO A AR A, HE A

Tl J OB TR DR A 52 ) 2% T ) Bl 4 | I 5 42

TETRARGI R, JUHAER T R RIS 15 A5 S Al

LRI R R B SRR S, I, 7R

FEFHRUN MR AR A [R] I JF R 5 ABAMERR T8, 7Edit

HIEAY R T RERR TR &E, BRERHFNT

PRI

L5 TR, ASSCRAIE T RIHE 5 A AUTE [ 28 55 7 55

BUIMESS h TR SO0, 2% 2 ] 22 5 22 42
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