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Privacy-preserving multi-party authorization scheme for decentralized identity

Mu Hanxiang, Wan Changsheng
(School of Cyber Science and Engineering, Southeast University, Nanjing 211189, China)

Abstract: To address the challenge that existing decentralized identity schemes struggle to balance privacy protection and protocol compatibility
in multi-party authorization, a Decentralized Multi-party Authorization Scheme with Anonymous Authentication (DMSAA) is proposed. Con-
structed based on bilinear pairings, the scheme employs compact multi-signatures to achieve efficient authorization and utilizes zero-knowledge
set membership proofs to realize anonymous identity verification from users to authorities. To resolve protocol compatibility issues, an " Interac-
tive Verifiable Presentation" structure is designed to encapsulate zero-knowledge proof parameters within W3C standard credentials. Security a-
nalysis demonstrates that the scheme satisfies unforgeability and anonymity under the random oracle model. Theoretical and experimental analy-

ses indicate that the size of the final authorization credential generated by the scheme is constant, and the system overhead exhibits good scal-

ability.
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