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Abstract. Privilege escalation vulnerabilily detection and mining is an important topic in traditional Web application security. Due to its wide
coverage, deep concealment, and lack of fixed traffic characteristics, privilege escalation vulnerabilities have always been a difficult point in
the governance of Web application vulnerabilities. Currently, the common Web privilege escalation vulnerability mining methods in the industry
mainly rely on passive detection plugins combined with manual mining. The principle of the current passive detection plugins is mostly to re-
place with high-privilege or same-privilege account credentials, and then use the length of the returned traffic packet as the basis for determi-
ning whether there is a vulnerability. Although this method can save some manual testing costs, it can only detect shallow privilege escalation
vulnerabilities, and for parameter-level privilege escalation vulnerabilities, it still relies on manual testing. Based on large model technology,
this paper proposes a passive deep Web privilege escalation vulnerability detection method, aiming to automatically identify the meaning of pa-
rameter names and the characteristics of parameter values through large models, dynamically generate test parameters for sending, and use mul-
tiple dimensions such as the length and specific content of the returned traffic packet as the basis for vulnerability judgment. After testing, this
method can detect deeper privilege escalation vulnerabilities and effectively save manual mining costs.
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