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Abstract: The rapid proliferation of Internet of Things (IeT)devices has brought new security challenges to critical infrastructure networks.
The use of covert channels in IoT communication protocols toleak sensitive data and enable remote control poses a serious threat to critical in-
frastructure networks. This paper analyzes the method“ef\constructing covert channels in the IoT CoAP protocol and builds multiple covert chan-
nels using different fields of the protocol. The security challenges posed by the covertness of these channels are verified in an experimental envi-
ronment. This research has revealed the seturity threats in the IoT environment, providing technical support for IoT security protection.
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