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Abstract: The vulnerability mining of industrial control protocol mainly has the problems of insufficient protocol semantic understanding and
single mutation strategy. A fuzzing test method of industrial control protocol-CTARFuzz based on deep feature and reinforcement learning is pro-
posed. This method extracts protocol structure and context features through CTCA-Net model, and introduces attention mechanism to strengthen
key fields, so as to improve test case diversity and acceptance rate. Combined with the Actor-Critic reinforcement learning model, the output
characteristics of the CTCA-Net model are used to drive the Actor network to select the mutation strategy to generate use cases. The Critic net-
work realizes the adaptive optimization of the mutation strategy according to the dynamic optimization strategy of the device feedback. The ex-
periment is verified by Modbus TCP, EtherNet/IP and S7Comm protocols on the attack and defense drill range of typical energy enterprise in-
dustrial scenes. The results show that the abnormal triggering rate of CTARFuzz is better than other methods, and has a high acceptance rate
and diversity. It triggers abnormalities in multiple devices in the range, which verifies the applicability and effectiveness of CTARFuzz.
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