Specification
of the
Bluetooth®
System

Specification Volume 0

Master Table of
Contents

& Compliance
Requirements

€3 Bluetooth



BLUETOOTH SPECIFICATION Version 4.2 [Vol 0] page 2

€3 Bluetooth’

Revision History

The Revision History is shown in the [Vol 0] Part C, Appendix.
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The persons who contributed to this specification are listed in the [Vol 0] Part C,
Appendix.

Web Site

This specification can also be found on the official Bluetooth web site:
https://www.bluetooth.org/en-us/specification/adopted-specifications

Disclaimer and Copyright Notice

This disclaimer applies to all draft specifications and final specifications adopted by the
Bluetooth SIG Board of Directors (both of which are hereinafter referred to herein as a
Bluetooth “Specification”). Your use of this Specification in any way is subject to your
compliance with all conditions of such use, and your acceptance of all disclaimers and
limitations as to such use, contained in this Specification. Any user of this Specification is
advised to seek appropriate legal, engineering or other professional advice regarding the use,
interpretation or effect of this Specification on any matters discussed in this Specification.

Use of Bluetooth Specifications and any related intellectual property is governed by the
Promoters Membership Agreement among the Promoter Members and Bluetooth SIG (the
“Promoters Agreement”), certain membership agreements between Bluetooth SIG and its
Adopter and Associate Members, including, but not limited to, the Membership Application, the
Bluetooth Patent/Copyright License Agreement and the Bluetooth Trademark License
Agreement (collectively, the “Membership Agreements”) and the Bluetooth Specification Early
Adopters Agreements (1.2 Early Adopters Agreements) among Early Adopter members of the
unincorporated Bluetooth SIG and the Promoter Members (the “Early Adopters Agreement”).
Certain rights and obligations of the Promoter Members under the Early Adopters Agreements
have been assigned to Bluetooth SIG by the Promoter Members.

Use of the Specification by anyone who is not a member of Bluetooth SIG or a party to an Early
Adopters Agreement (each such person or party, a “Member”) is prohibited. The use of any
portion of a Bluetooth Specification may involve the use of intellectual property rights ("IPR"),
including pending or issued patents, or copyrights or other rights. Bluetooth SIG has made no
search or investigation for such rights and disclaims any undertaking or duty to do so. The legal
rights and obligations of each Member are governed by the applicable Membership
Agreements, Early Adopters Agreement or Promoters Agreement. No license, express or
implied, by estoppel or otherwise, to any intellectual property rights are granted herein.

Any use of the Specification not in compliance with the terms of the applicable Membership
Agreements, Early Adopters Agreement or Promoters Agreement is prohibited and any such
prohibited use may result in (i) termination of the applicable Membership Agreements or Early
Adopters Agreement and (ii) liability claims by Bluetooth SIG or any of its Members for patent,
copyright and/or trademark infringement claims permitted by the applicable agreement or by
applicable law.
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THE SPECIFICATION IS PROVIDED “AS I1S” WITH NO WARRANTIES WHATSOEVER,
INCLUDING ANY WARRANTY OF MERCHANTABILITY, NONINFRINGEMENT, FITNESS
FOR ANY PARTICULAR PURPOSE, SATISFACTORY QUALITY, OR REASONABLE SKILL
OR CARE, OR ANY WARRANTY ARISING OUT OF ANY COURSE OF DEALING, USAGE,
TRADE PRACTICE, PROPOSAL, SPECIFICATION OR SAMPLE.

Each Member hereby acknowledges that products equipped with the Bluetooth wireless
technology ("Bluetooth Products") may be subject to various regulatory controls under the laws
and regulations applicable to products using wireless non licensed spectrum of various
governments worldwide. Such laws and regulatory controls may govern, among other things,
the combination, operation, use, implementation and distribution of Bluetooth Products.
Examples of such laws and regulatory controls include, but are not limited to, airline regulatory
controls, telecommunications regulations, technology transfer controls and health and safety
regulations. Each Member is solely responsible for the compliance by their Bluetooth Products
with any such laws and regulations and for obtaining any and all required authorizations,
permits, or licenses for their Bluetooth Products related to such regulations within the
applicable jurisdictions. Each Member acknowledges that nothing in the Specification provides
any information or assistance in connection with securing such compliance, authorizations or
licenses. NOTHING IN THE SPECIFICATION CREATES ANY WARRANTIES, EITHER
EXPRESS OR IMPLIED, REGARDING SUCH LAWS OR REGULATIONS.

ALL LIABILITY, INCLUDING LIABILITY FOR INFRINGEMENT OF ANY INTELLECTUAL
PROPERTY RIGHTS OR FOR NONCOMPLIANCE WITH LAWS, RELATING TO USE OF
THE SPECIFICATION IS EXPRESSLY DISCLAIMED. To the extent not prohibited by law, in no
event will Bluetooth SIG or its Members or their affiliates be liable for any damages, including
without limitation, lost revenue, profits, data or programs, or business interruption, or for
special, indirect, consequential, incidental or punitive damages, however caused and
regardless of the theory of liability, arising out of or related to any furnishing, practicing,
modifying, use or the performance or implementation of the contents of this Specification, even
if Bluetooth SIG or its Members or their affiliates have been advised of the possibility of such
damages. BY USE OF THE SPECIFICATION, EACH MEMBER EXPRESSLY WAIVES ANY
CLAIM AGAINST BLUETOOTH SIG AND ITS MEMBERS OR THEIR AFFILATES RELATED
TO USE OF THE SPECIFICATION.

If this Specification is an intermediate draft, it is for comment only. No products should be
designed based on it except solely to verify the prototyping specification at SIG sponsored IOP
events and it does not represent any commitment to release or implement any portion of the
intermediate draft, which may be withdrawn, modified, or replaced at any time in the adopted
Specification.

Bluetooth SIG reserves the right to adopt any changes or alterations to the Specification it
deems necessary or appropriate.

Copyright © 1999-2014. The Bluetooth word mark and logos are owned by Bluetooth SIG, Inc.
All copyrights in the Bluetooth Specifications themselves are owned by Ericsson AB, Lenovo
(Singapore) Pte. Ltd., Intel Corporation, Microsoft Corporation, Motorola Mobility, LLC, Nokia
Corporation and Toshiba Corporation. Other third-party brands and names are the property of
their respective owners.

02 December 2014
Bluetooth SIG Proprietary



MASTER TABLE OF
CONTENTS

This table of contents (TOC) covers the
entire Bluetooth Specification.

In addition each volume has a TOC and
each part of a volume is preceded by a
detailed TOC.

Bluetooth SIG Proprietary



BLUETOOTH SPECIFICATION Version 4.2 [Vol 0, Part A] page 5

Master Table of Contents ea Blue tOO th®

THE BLUETOOTH SPECIFICATION MASTER TABLE OF
CONTENTS

In the following Master Table of Contents:
« The TOC for each Volume starts at the top of a page.

* The Volume number in black is followed by the Volume name in red.

Note: Each Volume is a self contained book and is equipped with a TOC of its own.

» A Volume contains one or more Parts (A, B, etc.); each Part can be viewed
independently and has its own TOC.

Red or blue text on the following pages indicates hypertext links that take you
directly to the indicated section, on condition that you have access to a
complete specification.
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6.39 Secure Connections Host Support ..........ccceeeviiiiiiiiiiiiiiieeeeeeee 502
6.40 Authenticated Payload Timeout............ccccvvvvviiiiis 503
6.41 Extended Page Timeout .........ccccoooiiiiiiiiiiiiiiiice e 503
6.42 Extended Inquiry Length..........coooiiiiiiiiiis 503
7 HCI Commands and EVeNts ..., 504
7.1 Link Control Commands .........ccooeeeeiiiiiiiiiiiiiceee e 504
7.1.1  Inquiry Command.........ccoeeiiiiiiiiiiiiiee 505

7.1.2 Inquiry Cancel Command ...............coooeiiiiiiiiiiiiiieeeeee. 507

7.1.3 Periodic Inquiry Mode Command................cccuvvvurenen. 508

7.1.4  Exit Periodic Inquiry Mode Command......................... 511

7.1.5 Create Connection Command ...........cccceeeeiieeeeeeeenen.n. 512
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7.1.6

71.7

7.1.8

7.1.9

7.1.10
7.1.11
7.1.12
7.1.13
7.1.14
7.1.15
7.1.16
7.1.17
7.1.18
7.1.19
7.1.20
7.1.21
7.1.22
7.1.23
7.1.24
7.1.25
7.1.26
7.1.27
7.1.28
7.1.29
7.1.30
7.1.31

7.1.32
7.1.33
7.1.34
7.1.35

7.1.36
7.1.37
7.1.38
7.1.39
7.1.40
7.1.41
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Disconnect Command...............ccceeeiiieeeiieeeeieeeeeeeeeeeens 515
Create Connection Cancel Command........................ 516
Accept Connection Request Command...................... 518
Reject Connection Request Command....................... 520
Link Key Request Reply Command...........cccccceeeeennn. 521
Link Key Request Negative Reply Command............. 523
PIN Code Request Reply Command .......................... 524
PIN Code Request Negative Reply Command........... 526
Change Connection Packet Type Command.............. 527
Authentication Requested Command ......................... 530
Set Connection Encryption Command........................ 532
Change Connection Link Key Command.................... 534
Master Link Key Command..............cccuvviiiiiiieeeennenennn. 535
Remote Name Request Command.................cc.......... 537
Remote Name Request Cancel Command................. 539
Read Remote Supported Features Command ........... 541
Read Remote Extended Features Command............. 542
Read Remote Version Information Command............ 544
Read Clock Offset Command ...........ccccceeeiiviieeeeennnnn. 545
Read LMP Handle Command.............cccceeeiveieeeeennnnnn. 546
Setup Synchronous Connection Command................ 548

Accept Synchronous Connection Request Command 552
Reject Synchronous Connection Request Command. 556

IO Capability Request Reply Command ..................... 557
User Confirmation Request Reply Command............. 560
User Confirmation Request Negative Reply

CoMMANG ... 561
User Passkey Request Reply Command.................... 562
User Passkey Request Negative Reply Command .... 563
Remote OOB Data Request Reply Command............ 564
Remote OOB Data Request Negative Reply

ComMMANd ... 566
IO Capability Request Negative Reply Command...... 567
Create Physical Link Command.................ccccuvvvninnnee. 568
Accept Physical Link Command .............cccccoiiiininnns 570
Disconnect Physical Link Command.............ccccccoee... 572
Create Logical Link Command...............ccccccvviviiinnnnen. 574
Accept Logical Link Command ...........ccccccoeeiiiiiiiinnes 576
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7.1.42 Disconnect Logical Link Command................ccceeeeeeee. 578
7.1.43 Logical Link Cancel Command ............ccccccvviiiiirnnnnnen. 579
7.1.44 Flow Spec Modify Command...............cccccvviiiiiiinnnnn. 581
7.1.45 Enhanced Setup Synchronous Connection

CoMMANG ...t 583
7.1.46 Enhanced Accept Synchronous Connection Request

ComMMANd ... 593
7.1.47 Truncated Page Command..............coooiiiiiiiiiiinnnennen. 600
7.1.48 Truncated Page Cancel Command................cccuveeeeee. 602
7.1.49 Set Connectionless Slave Broadcast Command ........ 604
7.1.50 Set Connectionless Slave Broadcast Receive

CoMMANd ... 608
7.1.51 Start Synchronization Train Command....................... 612
7.1.52 Receive Synchronization Train Command.................. 613
7.1.53 Remote OOB Extended Data Request Reply

CoMMANG ... 615
Link Policy Commands .........cccooveeeeeeeiiiieeeeeeiee e 617
7.2.1  Hold Mode Command...........coooviviiiiiiiiiiiiie e 617
7.2.2 Sniff Mode Command .............coooviiiiiiiiiiiiiie e 620
7.2.3 Exit Sniff Mode Command ...............iiiiiiieieeeeeeeen. 623
7.2.4 Park State Command.............cooovviiiiiiiiiii e 624
7.2.5 Exit Park State Command.............cccccccciiiiiiiinn 626
7.26 QoS Setup Command............coevrriiiiiiiiiiiiiee e 627
7.2.7 Role Discovery Command .............ooeeiiiiiiiiniiiiiiieeeee. 629
7.2.8 Switch Role Command ... 630
7.2.9 Read Link Policy Settings Command.................c........ 632
7.2.10 Write Link Policy Settings Command...............c.ceeeee.e. 634
7.2.11 Read Default Link Policy Settings Command.............. 636
7.2.12 Write Default Link Policy Settings Command ............. 637
7.2.13 Flow Specification Command ............cccceeeiviieiieennnnnn. 638
7.2.14 Sniff Subrating Command...............oooeciiiiiiiiiiieeee, 640
Controller & Baseband Commands ................ccccceiiiiiiiiiiennee. 642
7.3.1 Set Event Mask Command ..............ooooiiiiiiiiiiiiiineee. 642
7.3.2 Reset Command.........cooooeiiiiiiiiiiii e 645
7.3.3 Set Event Filter Command...............oooociiiiiiiiiiiieeee, 646
7.3.4  Flush Command...........ooooiiiiiiii e 652
7.3.5 Read PIN Type Command.............oooeeiiiiiiiiiiiiiiieeeee. 654
7.3.6  Write PIN Type Command...............cooooiiiiiiiiiiiiiieeee. 655
7.3.7 Create New Unit Key Command............cccccuvvviviinnennen. 656
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7.3.8

7.3.9

7.3.10
7.3.11
7.3.12
7.3.13
7.3.14
7.3.15
7.3.16
7.3.17
7.3.18
7.3.19
7.3.20
7.3.21
7.3.22
7.3.23
7.3.24
7.3.25
7.3.26
7.3.27
7.3.28
7.3.29
7.3.30
7.3.31
7.3.32
7.3.33
7.3.34
7.3.35
7.3.36
7.3.37
7.3.38
7.3.39
7.3.40
7.3.41
7.3.42
7.3.43
7.3.44
7.3.45
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Read Stored Link Key Command ............cccccvvvneennnn. 657
Write Stored Link Key Command...........cccccccoeeiiiiinnes 658
Delete Stored Link Key Command..............ccccevvvieeennn. 661
Write Local Name Command..............coooevvvvviennnnnnnn. 663
Read Local Name Command.........cccceeeeeeeeeiiiiiiiiiennnns 664
Read Connection Accept Timeout Command............. 665
Write Connection Accept Timeout Command............. 666
Read Page Timeout Command ...............ccoevvevvvinnnnnns 667
Write Page Timeout Command...........cccceeeeiiiiiiiiinnes 668
Read Scan Enable Command ...............cccccoevrivininnnns 669
Write Scan Enable Command.............cccccvvvviiiiiiennn. 670
Read Page Scan Activity Command.............ccccccee.... 671
Write Page Scan Activity Command......................... 673
Read Inquiry Scan Activity Command ...........cc........... 674
Write Inquiry Scan Activity Command......................... 676
Read Authentication Enable Command...................... 677
Write Authentication Enable Command...................... 678
Read Class of Device Command...............cccceevvvernnnes 679
Write Class of Device Command...........cccccoeeeeeeeeenn... 680
Read Voice Setting Command..........ccccccceeiiiiiniiinnes 681
Write Voice Setting Command.............cccccoeiiiiiiiines 682
Read Automatic Flush Timeout Command................. 683
Write Automatic Flush Timeout Command................. 685

Read Hold Mode Activity Command............ccccceeeennn. 689
Write Hold Mode Activity Command ...............cceeeeee. 690
Read Transmit Power Level Command...................... 691

Read Synchronous Flow Control Enable Command .. 693
Write Synchronous Flow Control Enable Command... 694

Set Controller To Host Flow Control Command.......... 695
Host Buffer Size Command ...............ccoooovviieiiinennnnnnn. 697
Host Number Of Completed Packets Command ........ 699
Read Link Supervision Timeout Command ................ 701
Write Link Supervision Timeout Command................. 703
Read Number Of Supported IAC Command............... 705
Read Current IAC LAP Command..............cccoovvuunnn.... 706
Write Current IAC LAP Command ...........ccccceeeeeeeennn. 707
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7.3.46
7.3.47
7.3.48
7.3.49
7.3.50
7.3.51
7.3.52
7.3.53
7.3.54
7.3.55
7.3.56
7.3.57
7.3.58
7.3.59
7.3.60
7.3.61

7.3.62
7.3.63
7.3.64
7.3.65
7.3.66
7.3.67
7.3.68
7.3.69
7.3.70
7.3.71
7.3.72
7.3.73
7.3.74
7.3.75
7.3.76
7.3.77
7.3.78
7.3.79
7.3.80
7.3.81
7.3.82
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Set AFH Host Channel Classification Command........ 709
Read Inquiry Scan Type Command...........ccccccceveeennn. 711
Write Inquiry Scan Type Command.................ccceeeee 712
Read Inquiry Mode Command..............uueeeeeeeeiiineennnnn. 713
Write Inquiry Mode Command .............ccoceiiiiiiiinnenen. 714
Read Page Scan Type Command ..............cceevvevennnns 715
Write Page Scan Type Command ...........cccccceeeeennnnne. 716

Read AFH Channel Assessment Mode Command..... 717
Write AFH Channel Assessment Mode Command..... 718

Read Extended Inquiry Response Command............. 720
Write Extended Inquiry Response Command............. 721
Refresh Encryption Key Command............cccccceeeeeenn. 722
Read Simple Pairing Mode Command........................ 723
Write Simple Pairing Mode Command........................ 724
Read Local OOB Data Command.............cccceevvveeennnnn. 726
Read Inquiry Response Transmit Power Level

CoMMANG ...t 728
Write Inquiry Transmit Power Level Command .......... 729
Send Keypress Notification Command ....................... 730

Read Default Erroneous Data Reporting Command... 732
Write Default Erroneous Data Reporting Command... 733

Enhanced Flush Command ..............cccceiieiieeee 734
Read Logical Link Accept Timeout Command............ 736
Write Logical Link Accept Timeout Command............ 737
Set Event Mask Page 2 Command................ccc....... 738
Read Location Data Command................cc.cceeevvvnnnnns 740
Write Location Data Command............cccceeveeeiieeeeeen... 741
Read Flow Control Mode Command........................... 742
Write Flow Control Mode Command........................... 743
Read Enhanced Transmit Power Level Command..... 744
Read Best Effort Flush Timeout Command ................ 746
Write Best Effort Flush Timeout Command ................ 747
Short Range Mode Command ...............cccoeeiviiiiiinnnnn, 748
Read LE Host Support Command ...............cccccoeeee. 749
Write LE Host Support Command............ccccceeeeeeeeen.. 750
Set MWS Channel Parameters Command.................. 751
Set External Frame Configuration Command............. 753
Set MWS Signaling Command .................ccooeeevvviennnns 756
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7.4

7.5
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7.3.83 Set MWS Transport Layer Command..............c.c.ceee.ee. 761
7.3.84 Set MWS Scan Frequency Table Command.............. 762
7.3.85 Set MWS_PATTERN Configuration Command.......... 764
7.3.86 Set Reserved LT_ADDR Command ...............ceeeeeee. 766
7.3.87 Delete Reserved LT_ADDR Command...................... 768
7.3.88 Set Connectionless Slave Broadcast Data Command 769
7.3.89 Read Synchronization Train Parameters Command .. 771
7.3.90 Write Synchronization Train Parameters Command... 773
7.3.91 Read Secure Connections Host Support Command .. 775
7.3.92 Write Secure Connections Host Support Command... 776
7.3.93 Read Authenticated Payload Timeout Command....... 778
7.3.94 Write Authenticated Payload Timeout Command....... 780
7.3.95 Read Local OOB Extended Data Command .............. 782
7.3.96 Read Extended Page Timeout Command .................. 784
7.3.97 Write Extended Page Timeout Command .................. 785
7.3.98 Read Extended Inquiry Length Command.................. 786
7.3.99 Write Extended Inquiry Length Command.................. 787
Informational Parameters ............cccooeiiiiiiiiiiin 788
7.4.1 Read Local Version Information Command ................ 788
7.4.2 Read Local Supported Commands Command ........... 790
7.4.3 Read Local Supported Features Command ............... 791
7.4.4 Read Local Extended Features Command................. 792
7.4.5 Read Buffer Size Command ............ccccceeeiiiiiieneeennnnnn. 794
746 Read BD_ADDR Command..........ccccccceiiiiiiieneeneaaaaenn. 796
7.4.7 Read Data Block Size Command ...........cccccceeeeeeeee. 797
7.4.8 Read Local Supported Codecs Command ................. 799
Status Parameters ...........eceieiiiiiiiii e 801
7.5.1 Read Failed Contact Counter Command.................... 801
7.5.2 Reset Failed Contact Counter Command................... 803
7.5.3 Read Link Quality Command..............cccccovriiiiirinnnnnn. 804
7.54 Read RSSICommand .........cccoovivmiiiiiiiiiiie e 806
7.5.5 Read AFH Channel Map Command ........................... 808
7.5.6 Read Clock Command...........cccoeevviriiiiiiiiiieeeeeeeeeeee 810
7.5.7 Read Encryption Key Size Command........................ 812
7.5.8 Read Local AMP Info Command ...........ccccceeeeeeeneenn.n. 814
7.5.9 Read Local AMP ASSOC Command.......................... 819
7.5.10 Write Remote AMP ASSOC Command..................... 822
7.5.11 Get MWS Transport Layer Configuration Command .. 824
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7.5.12 Set Triggered Clock Capture Command..................... 826
7.6  Testing Commands..........oooiiiiiiiiiiiiii e 829
7.6.1 Read Loopback Mode Command ...........cccccceeeeeeeennnn. 829
7.6.2 Write Loopback Mode Command ...........ccccccceeeeeeenen. 831
7.6.3 Enable Device Under Test Mode Command .............. 834
7.6.4 Write Simple Pairing Debug Mode Command............. 835
7.6.5 Enable AMP Receiver Reports Command.................. 837
7.6.6 AMP TestEnd Command............cccceeeeeeieiiineceeeeeeeen, 838
7.6.7 AMP Test Command.........cccccoeeeeriiiiiiiieeeeece e, 839
7.6.8 Write Secure Connections Test Mode Command....... 840
7.7 EVENIS .. 843
7.7.1  Inquiry Complete Event..............ooovmriiiiiiiiieeeee 843
7.7.2 Inquiry Result Event.........cccccoooiiiiiiiii e, 844
7.7.3 Connection Complete Event........ccccccoeevvviviiieiieiinnnnnnn. 846
7.7.4 Connection Request Event..........ccocoeeeeiiiiiiiieiieiiennnnnn. 848
7.7.5 Disconnection Complete Event..............ccovveiriirnnnnnnn. 849
7.7.6 Authentication Complete Event...............cceeeireinnnnnnn. 850
7.7.7 Remote Name Request Complete Event.................... 851
7.7.8 Encryption Change Event..........cccovvviiiiiiiieeeee, 852
7.7.9 Change Connection Link Key Complete Event........... 854
7.7.10 Master Link Key Complete Event.........ccccccoeeeeiiiinnn. 855

7.7.11 Read Remote Supported Features Complete Event .. 856
7.7.12 Read Remote Version Information Complete Event... 857

7.7.13 QoS Setup Complete Event.............ccoccciiiiiiiiiieeeee. 859
7.7.14 Command Complete Event...........cccuvvieeeiiieenn 861
7.7.15 Command Status Event.................ccoiiiiiiiiiiee 862
7.7.16 Hardware Error Event ... 864
7.7.17 Flush Occurred Event ... 865
7.7.18 Role Change Event............cccoooriimiiiiiiiiice e 866
7.7.19 Number Of Completed Packets Event...................... 867
7.7.20 Mode Change Event............ccoovvmiiiiiiiiiiciieeee e 869
7.7.21 Return Link Keys Event .........cccoooiiiiiiiiiiiiiieeeeeee, 871
7.7.22 PIN Code Request Event............ooovvvviiiiiiiiieeeeennenn, 872
7.7.23 Link Key Request Event.............cooovviiiiiiiiiiiiiiiiieen, 873
7.7.24 Link Key Notification Event..............ccccoeeeeiiieen 874
7.7.25 Loopback Command Event...............ccceeeeeiiieeienennnnn. 876
7.7.26 Data Buffer Overflow Event ..............ccccooiiiiiiiiiieeee. 877
7.7.27 Max Slots Change Event .............oovviiiiiiiiiiee 878
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7.7.28
7.7.29
7.7.30
7.7.31
7.7.32
7.7.33
7.7.34
7.7.35
7.7.36
7.7.37
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7.7.39
7.7.40
7.7.41
7.7.42
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7.7.44
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7.7.50
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7.7.53
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7.7.57
7.7.58
7.7.59
7.7.60
7.7.61
7.7.62
7.7.63
7.7.64
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Read Clock Offset Complete Event............................ 879
Connection Packet Type Changed Event................... 880
QoS Violation Event..............ccoooiiiiiiiiiie 882
Page Scan Repetition Mode Change Event ............... 883
Flow Specification Complete Event ............................ 884
Inquiry Result with RSSI Event..........cccccccooiiiiiis 886
Read Remote Extended Features Complete Event.... 888
Synchronous Connection Complete Event................. 890
Synchronous Connection Changed Event.................. 892
Sniff Subrating Event ... 894
Extended Inquiry Result Event...........cccccccciiiniiis 896
Encryption Key Refresh Complete Event................... 899
IO Capability Request Event..........cccccccveiiiiiiiin 900
IO Capability Response Event............ccccceeeveeieeeeneen. 901
User Confirmation Request Event ........................o. 903
User Passkey Request Event............ccccviiiiiin. 904
Remote OOB Data Request Event.......................... 905
Simple Pairing Complete Event..............ccoooiiinns 906
Link Supervision Timeout Changed Event.................. 907
Enhanced Flush Complete Event ................cccooeeee. 908
User Passkey Notification Event............ccccccceee. 909
Keypress Notification Event............ccccvviiiiiiiin. 910
Remote Host Supported Features Notification Event. 911
Physical Link Complete Event ...........cccccvveieiinn. 912
Channel Selected Event ...........ccccooiiiiiiiiiiiiiiiiis 913
Disconnection Physical Link Complete Event............. 914
Physical Link Loss Early Warning Event.................... 915
Physical Link Recovery Event.............cccovviviiiiiinnnn. 916
Logical Link Complete Event ...........ccccevvvieiiiiiiinnnnnnn. 917
Disconnection Logical Link Complete Event............... 918
Flow Spec Modify Complete Event.................c.o....... 919
Number Of Completed Data Blocks Event.................. 920
Short Range Mode Change Complete Event.............. 922
AMP Status Change Event ...........cccccoiiiiinn, 923
AMP Start Test Event ... 925
AMP Test End Event..........ooooiiiiiceeeeeee 926
AMP Receiver Report Event..........ccccccceiiiiiiiienien 927
LEMeta Event ... 929
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7.7.66 Triggered Clock Capture Event..............cccccvviiiiiinenen. 950
7.7.67 Synchronization Train Complete Event....................... 951
7.7.68 Synchronization Train Received Event....................... 952
7.7.69 Connectionless Slave Broadcast Receive Event........ 954
7.7.70 Connectionless Slave Broadcast Timeout Event........ 956
7.7.71 Truncated Page Complete Event...............ccccvvvrrnnnen. 957
7.7.72 Slave Page Response Timeout Event........................ 958
7.7.73 Connectionless Slave Broadcast Channel Map Change
BVeNt. .o 959
7.7.74 Inquiry Response Notification Event.......................... 960
7.7.75 Authenticated Payload Timeout Expired Event........... 961
LE Controller Commands ..........ccoooeviiiiiiiiiiiiicc e 962
7.8.1 LE Set Event Mask Command...........ccccceevviiiiieennenn.n. 962
7.8.2 LE Read Buffer Size Command...........cccceeeveeeiiennnnn. 964
7.8.3 LE Read Local Supported Features Command.......... 966
7.8.4 LE Set Random Address Command..................cc....... 967
7.8.5 LE Set Advertising Parameters Command ................. 968
7.8.6 LE Read Advertising Channel Tx Power Command... 972
7.8.7 LE Set Advertising Data Command ...............ccceeeeeeee. 973
7.8.8 LE Set Scan Response Data Command..................... 974
7.8.9 LE Set Advertise Enable Command ........................... 975
7.8.10 LE Set Scan Parameters Command........................... 977
7.8.11 LE Set Scan Enable Command ..........cccceeeveeeeiiieennenn. 980
7.8.12 LE Create Connection Command..........cccccceeeeeeeeeen.n. 982
7.8.13 LE Create Connection Cancel Command................... 987
7.8.14 LE Read White List Size Command.................cceeee.. 988
7.8.15 LE Clear White List Command.............ccccceeeeeeeeeneeen.n. 989
7.8.16 LE Add Device To White List Command..................... 990
7.8.17 LE Remove Device From White List Command ......... 992
7.8.18 LE Connection Update Command ................ceeeeeee. 993
7.8.19 LE Set Host Channel Classification Command........... 996
7.8.20 LE Read Channel Map Command..............ccccceeeeeenn. 997
7.8.21 LE Read Remote Used Features Command .............. 999
7.8.22 LE Encrypt Command...........cccooviiiiiiiiiiiiiiiiiiie 1000
7.8.23 LERand Command ...........cccceeeeiiiiiiiiieeieeeeiiee e 1002
7.8.24 LE Start Encryption Command .............cccccviviiiinnnnnn. 1003
7.8.25 LE Long Term Key Request Reply Command.......... 1005
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7.8.27
7.8.28
7.8.29
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7.8.32

7.8.33
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7.8.39
7.8.40
7.8.41
7.8.42
7.8.43
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LE Long Term Key Request Negative Reply
CommaNd ........oooeiiie s 1007
LE Read Supported States Command...................... 1008
LE Receiver Test Command..........ccccoeeeeiviieeeenennnnen. 1012
LE Transmitter Test Command...........ccccoeeeeeeeennnn.n. 1013
LE Test End Command...............oovvviiiiiiieeeeeeeeeeee, 1015
LE Remote Connection Parameter Request Reply
Command ..........oiiiii 1016
LE Remote Connection Parameter Request Negative
Reply Command ... 1019
LE Set Data Length Command..............ceevveeeiiennnnnn. 1021

LE Read Suggested Default Data Length Command1023
LE Write Suggested Default Data Length Command 1025

LE Read Local P-256 Public Key Command ............ 1027
LE Generate DHKey Command............ccccveeeeeennenen. 1028
LE Add Device to Resolving List Command ............. 1029
LE Remove Device From Resolving List Command. 1031
LE Clear Resolving List Command............cccccceeenen. 1033
LE Read Resolving List Size Command................... 1034

LE Read Peer Resolvable Address Command......... 1035
LE Read Local Resolvable Address Command........ 1037

LE Set Address Resolution Enable Command ......... 1039
LE Set Resolvable Private Address Timeout

COMMAN .. 1040
LE Read Maximum Data Length Command ............. 1041

Appendix A Deprecated Commands, Events and Configuration

Parameters ... 1043
A.1 Read Page Scan Mode Command ...........cccccevueeriiieeeninnnnnn. 1044
A.2 Write Page Scan Mode Command ..........ccccceeeeiiiiieeeennnnene. 1045
A.3 Read Page Scan Period Mode Command ...........cccccccoeeen... 1046
A.4 Write Page Scan Period Mode Command .............ccccccoe..... 1047
A.5 Add SCO Connection Command ........ccccccuvvumiiiiriieieeeeeeeennn. 1048
A.6 Page Scan Mode Change Event ............cccooiiiiiiiiiiinnnnns 1050
A.7 Read Country Code Command ............ccccuvvmimiiieiiieieeinieennnn. 1051
A.8 Read Encryption Mode Command ............cccceeeeeieeeeeeeennennnn. 1052
A.9 Write Encryption Mode Command ...........ccccceeviieiiiieiinnnnnnnn. 1053
A.10 Deprecated Parameters ... 1054

A.10.1 Encryption Mode ..........ccccimiiiiiiiiie 1054

A.10.2Page Scan Mode .........ccccuvviiiiiiiiiiiiieeeeeeeeee 1054
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Part F
MESSAGE SEQUENCE CHARTS
1 TN 0o 18 [o3 o o ISP 1061
1.1 NOtAtION e 1061
1.2 FIow Of CONErOl .....eviiiiiiiiiiiiieeeeeeee e 1062
1.3 EXample MSC.... .o 1062
2 Services Without Connection ReqUEST...........cuvvvviiiiiiiiieeeeeeeeenn, 1063
2.1  Remote Name Request...........oooiiiiiiiiiiiiiiii e, 1063
2.2 0ONne-time INQUINY ..ooooviiiiiiiieee e 1065
2.3 Periodic INQUINY .......eiiieec e 1067
3 ACL Connection Establishment and Detachment ..................... 1069
3.1 Connection SetUP ......oooiiiiii s 1070
4 Optional Activities After ACL Connection Establishment ......... 1078
4.1  Authentication Requested ............ooooviiiiiiiiiiiiiiiiiiieee e, 1078
4.2  Simple Pairing Message Sequence Charts ............cccccceeeenen. 1080
4.2.1 Optional OOB Information Collection........................ 1081
4.2.2 Enable Simple Pairing and Secure Connections ...... 1082
4.2.3 Connection Establishment ...............cccccoini, 1083
4.2.4 L2CAP Connection Request for a Secure Service ... 1084
4.2.5 Optional OOB Information Transfer .......................... 1084
4.2.6 Start Simple Pairing .........cccoooeeeeeeiiiiiiiiis 1085
4.2.7 10 Capability EXChange ..., 1086
4.2.8 Public Key Exchange.........ccooooeeiiiiiiiiiiii, 1087
4.2.9 Authentication ............ooovviiiiiiiii 1087
4.2.10 Numeric COMPAriSON .........uuuuuuuiiiieeaeeeeeeeeeeeeeeeeeannnnns 1088
4.2.11 Numeric Comparison Failure on Initiating Side......... 1089
4.2.12 Numeric Comparison Failure on Responding Side... 1090
4.213 Passkey Entry ..., 1091
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1 INTRODUCTION

The Bluetooth Qualification Program Reference Document (PRD) is the
primary reference document for the Bluetooth Qualification Program and
defines its requirements, functions, and policies. The PRD is available on the
Bluetooth Web site.

Passing the Bluetooth Qualification Process demonstrates a certain measure
of compliance and interoperability, but because products are not tested for
every aspect of this Bluetooth Specification, qualification does not guarantee
compliance. Passing the Bluetooth Qualification Process only satisfies one
condition of the license grant. The Member has the ultimate responsibility to
ensure that the qualified product complies with this Bluetooth Specification and
interoperates with other products.
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2 SCOPE

This part of the specification defines some fundamental concepts used in the
Bluetooth Qualification Program.
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3 DEFINITIONS

Bluetooth Qualification Process — The process defined in the Bluetooth
Qualification Program Reference Document (PRD) to qualify a design used in
implementations of Bluetooth wireless technology.

Bluetooth Qualification Program — The Bluetooth Qualification Process
together with other related requirements and processes.

3.1 TYPES OF BLUETOOTH PRODUCTS

Bluetooth Product — Any product containing an implementation of Bluetooth
wireless technology. Bluetooth Products as defined herein may require
enabling technology external to Bluetooth Scope, as defined by the Patent and
Copyright License Agreement, to become functional (e.g. power supply,
technology capable of running executable code, etc.). Enabling technology is
not part of any of the Bluetooth Product type definitions and is not included in
the Bluetooth License grant.

All Bluetooth Products shall be one of the following:

+ Bluetooth End Product

* Bluetooth Host Subsystem Product

» Bluetooth Controller Subsystem Product

 Bluetooth Profile Subsystem Product

* Bluetooth Component Product

* Bluetooth Development Tool

+ Bluetooth Test Equipment.

Table 3.1 defines abbreviations for the different Core Configurations defined in
Section 4 on page 82.

Section
Abbreviation Explanation Reference
BR CC Bluetooth Basic Rate Core Configuration Section 4.1
EDR CC Bluetooth Enhanced Data Rate Core Configuration Section 4.2
HS CC High Speed Bluetooth Core Configuration Section 4.3
LE CC Bluetooth Low Energy Core Configuration Section 4.4
BR and LE Bluetooth Basic Rate and Low Energy Combined Core Section 4.5
Combined CC Configuration
HCI CC Host Controller Interface Core Configuration Section 4.6
Table 3.1: Core Configuration abbreviations
Definitions 02 December 2014
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Using the abbreviations in Table 3.1 the following tables define Bluetooth
product types in terms of Core Configurations. For the respective Core
Configuration, the letter “M” indicates that it is mandatory to claim support, “O”
indicates that it is optional to claim support, “P” indicates that it is optionally
permitted to claim only partial support of the Core Configuration, “I” indicates
that the Core Configuration is inherently included in the combined Core
Configuration, “X” indicates that support for the Core Configuration shall not be
claimed.

3.1.1 Bluetooth End Product

A Bluetooth End Product is a Bluetooth product that claims to implement one or
more Core Configurations, in compliance with the required parts of the
Specification, and in accordance with the mandatory requirements as defined
herein. Complementary products for Bluetooth End Products are limited to only
Bluetooth Profile Subsystem Products.

The Bluetooth End Product types are defined in Table 3.2.

BR and LE
BR CC EDR CC | HSCC Combined CC | LE CC HCI CC
BR End Product M P P X X O
EDR End Product M M P X X O
HS End Product M M M X X 0]
LE End Product X X X X M @)
EanaSr('jolc_iEct I P P M I ©
End Product oM v o
llgr?da;?olc_iﬁct I M M M ! ©

Table 3.2: Required configuration per Bluetooth End Product type

3.1.2 Bluetooth Subsystem Product

A Bluetooth Subsystem Product is a Bluetooth product that claims to
implement only a portion of the Specification, in compliance with such portion
of the Specification, and in accordance with the mandatory requirements as
defined herein. Bluetooth Subsystem Products can be qualified solely for
distribution; the use of Bluetooth wireless technology in Bluetooth Subsystem
Products requires such Bluetooth Subsystem Products to be combined with
one or more complementary products such that the resulting combination
satisfies the requirements of a Bluetooth End Product. Complementary
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products used in combinations are limited to those complementary products
specified in each of the product definitions.

There are three types of Bluetooth Subsystem Products defined:
1. Bluetooth Host Subsystem Product

2. Bluetooth Controller Subsystem Product

3. Bluetooth Profile Subsystem Product.

A Bluetooth Subsystem Product shall be one of these types.

3.1.2.1 Bluetooth Host Subsystem Product

The required configuration for each Bluetooth Host Subsystem Product type is
listed in Table 3.3.

BR and LE
BRCC HS CC Combined CC LECC
Host Parts | Host Parts Host Parts Host Parts | HCI CC
BR/EDR Host
Subsystem Product M P X X M
HS Host
Subsystem Product M M X X M
LE Host
Subsystem Product X X X M M
BR/EDR and LE Host
Subsystem Product I i i l L
HS and LE Host
Subsystem Product I M M I M

Table 3.3: Required configuration per Bluetooth Host Subsystem Product type

A Bluetooth Host Subsystem Product may contain, in addition to the required
Core Configuration Host parts (as defined in Table 3.3), all the mandatory
requirements defined in one or more of the protocols and profiles above HCI.
Protocols below HCI required by the Core Configuration Controller parts (as
defined in Table 3.4) shall be excluded from the Host Subsystem Product.
Complementary products for Bluetooth Host Subsystem Products are limited to:

a) Bluetooth Controller Subsystem Products that implement and use
the HCI ([Vol. 2] Part E) for communication between the
subsystems; and

b) Bluetooth Profile Subsystem Products when the Bluetooth Host
Subsystem is combined with a Bluetooth Controller Subsystem
Product.
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3.1.2.2 Bluetooth Controller Subsystem Product

The required configuration for each Bluetooth Controller Subsystem Product
type is listed in Table 3.4.

BR and LE
BR CC EDR CC HS CC Combined CC LE CC
Controller | Controller | Controller Controller Controller | HCI
Parts Parts Parts Parts Parts CcC

BR Controller
Subsystem M P P X X M
Product

EDR Control-
ler Subsys- M M P X X M
tem Product

HS Controller
Subsystem M M M X X M
Product

HS only Con-
troller Subsys- X X M X X M
tem Product

LE Controller
Subsystem X X X X M M
Product

BR and LE
Controller | M
Subsystem
Product

EDR and LE
Controller
Subsystem
Product

HS and LE
Controller
Subsystem
Product

Table 3.4: Required configuration per Bluetooth Controller Subsystem Product type

A Bluetooth Controller Subsystem Product shall be limited to the Controller
parts of the Core Configurations. Protocols and Profiles above HCI required by
the Core Configuration Host parts (as defined in Table 3.3) shall be excluded
from the Controller Subsystem Product. Complementary products for Bluetooth
Controller Subsystem Products are limited to Bluetooth Host Subsystem
Products that implement and use the HCI ([Vol. 2] Part E) for communication
between the subsystems.
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3.1.2.3 Bluetooth Profile Subsystem Product

A Bluetooth Profile Subsystem Product is a Bluetooth product that claims to
implement, at a minimum, all the mandatory requirements defined in one or
more of the profile or service specifications. Complementary products for
Bluetooth Profile Subsystem Products are limited to:

a) Bluetooth Host Subsystem Products when combined with a
Bluetooth Controller Subsystem Product; and

b) Bluetooth End Products.

3.1.3 Bluetooth Component Product

A Bluetooth Component Product is a Bluetooth product that claims to
implement, at a minimum, all the mandatory requirements, if any, of either one
or more of any of the protocol and profile or service parts of the Specification in
compliance with such portion of the Specification. Bluetooth Component
Products can be qualified solely for distribution and the use of the Bluetooth
wireless technology in Bluetooth Component Products require such Bluetooth
Component Products to be incorporated in Bluetooth End Products or
Bluetooth Subsystem Products. A product that meets the requirements of a
Bluetooth End Product or Bluetooth Subsystem product may be qualified as a
Bluetooth Component Product if a manufacturer determines that further
integration is necessary prior to qualifying the product as a Bluetooth End
Product or Bluetooth Subsystem Product.

3.1.4 Bluetooth Development Tool

A Bluetooth Development Tool is a Bluetooth product intended to facilitate the
development of new Bluetooth designs. Bluetooth Development Tools can be

qualified solely for distribution and the use of the Bluetooth wireless technology
in development of new Bluetooth Products.

3.1.5 Bluetooth Test Equipment

A Bluetooth Test Equipment is a Bluetooth product intended to facilitate the
testing of new Bluetooth Products. Bluetooth Test Equipment can be qualified
solely for distribution and the use of the Bluetooth wireless technology in
testing of new Bluetooth Products. Where necessary, Bluetooth Test
Equipment may deviate from the Specification in order to fulfill the test
purposes in the Bluetooth Test Specifications.
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4 CORE CONFIGURATIONS

This section defines the set of features that are required for a product to be
qualified to a specification name. The Core Specification version number is
simply the version number of the specification itself.

Specification names differ from Core Specification version numbers in that
products are marked based on meeting requirements for a Core Configuration
together with the mixing requirements (see [Vol. 1] Part D, Section 1).

Each Core Configuration is defined by a set of parts and individual features of
the Core Specification that shall be supported to allow the configuration name
to be used. The configuration requirements imposed on a device may depend
on the profiles that it supports.

4.1 BASIC RATE CORE CONFIGURATION

This section specifies compliance requirements for the “Basic Rate” Core
Configuration.

To claim support to the “Basic Rate” Core Configuration, an implementation
must support a set of Required Features, according to the details in Table 4.1
and Table 4.2.

Host Part:

Layer Required Features

L2CAP ([Vol. 3] Part A) L2CAP Signaling Channel (CID 0x0001) and all mandatory
features associated with it

SDP ([Vol. 3] Part B) All mandatory features
ATT ([Vol. 3] Part F) If ATT is supported, all mandatory features
GATT ([Vol. 3] Part G) GATT is mandatory when ATT is supported. When supported,

all mandatory features

GAP ([Vol. 3] Part C) All mandatory features in sections 2 through 8 and section 15

Table 4.1: BR Core Configuration Host requirements

Controller Part:

Layer Required Features

RF ([Vol 2] Part A) All mandatory features
BB ([Vol 2] Part B) All mandatory features
LMP ([Vol 2] Part C) All mandatory features

Table 4.2: BR Core Configuration Controller requirements
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4.2 ENHANCED DATA RATE CORE CONFIGURATIONS

This section specifies compliance requirements for the “Enhanced Data Rate”
Core Configuration.

Table 4.3 defines three categories of Transport Requirements that shall be
satisfied subject to the following rules:

» A Bluetooth product shall support category 1 whenever it supports
asynchronous transports for the profiles it incorporates.

+ A Bluetooth product shall support category 2 whenever it supports
asynchronous transports with multislot ACL packets for the profiles it
incorporates.

» A Bluetooth product shall support category 3 whenever it supports eSCO
synchronous transports for the profiles it incorporates.

A multi-profile product shall support all applicable categories in order to claim
support for the Enhanced Data Rate Core Configuration.

Controller Part Host Part
Category LMP Features L2CAP Feature
No. Transport Requirements Supported Bits Required
1 EDR for asynchronous Enhanced Data Rate None
transports (single slot) ACL 2 Mb/s mode (25)
AND

Enhanced Data Rate
ACL 3 Mb/s mode (26)

2 EDR for asynchronous 3-slot Enhanced Data None
transports (multi-slot) Rate ACL packets (39)
AND

5-slot Enhanced Data
Rate ACL packets (40)

3 EDR for synchronous trans- | Enhanced Data Rate None
ports eSCO 2 Mb/s mode (45)

Table 4.3: EDR Core Configuration requirements

Note: No additional requirements are stated on the support of 3-EV3, 2-EV5
and 3-EV5 packets.
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4.3 HIGH SPEED CORE CONFIGURATION

This section specifies compliance requirements for the “High Speed” Core
Configuration.

To claim support to the “High Speed” Core Configuration, an implementation
must support a set of Required Features, according to the details in Table 4.4
and Table 4.5.

Host Part:

Layer Required Features

L2CAP ([Vol. 3] Part A) Enhanced Retransmission Mode (L2CAP extended features
mask number 3)

Fixed Channels (L2CAP extended features mask number 7)
AMP Manager Fixed Channel (CID 0x0003)
AMP Channel Creation and Handling ([Vol. 3] Part A, Section 9)

A2MP ([Vol. 3] Part E) All mandatory features

Table 4.4: HS Core Configuration Host requirements

Controller Part:

Layer Required Features

802.11 PAL ([Vol. 5] Part A) | All mandatory features

Table 4.5: HS Core Configuration Controller requirements
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4.4 LOW ENERGY CORE CONFIGURATION

This section specifies compliance requirements for the “Low Energy” Core
Configuration.

To claim support to the “Low Energy” Core Configuration, an implementation
must support a set of Required Features, according to the details in Table 4.6
and Table 4.7.

Host Part:

Layer Required Features

L2CAP ([Vol. 3] Part A) If the GAP Peripheral or Central role is supported, L2ZCAP LE
Signaling Channel (CID 0x0005) and all mandatory features
associated with it

GAP ([Vol. 3] Part C) All mandatory features for at least one of the LE GAP roles
(Broadcaster, Observer, Peripheral or Central) in sections 9-12
and section 15

ATT ([Vol. 3] Part F) If the GAP Peripheral or Central role is supported, all manda-
tory features

GATT ([Vol. 3] Part G) GATT is mandatory when ATT is supported. When supported,
all mandatory features

SM ([Vol. 3] Part H) If the GAP Peripheral or Central role is supported, all manda-
tory features

Table 4.6: LE Core Configuration Host requirements

Controller Part:

Layer Required Features
PHY ([Vol. 6] Part A) All mandatory features
LL ([Vol. 6] Part B) All mandatory features

Table 4.7: LE Core Configuration Controller requirements
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4.5 BASIC RATE AND LOW ENERGY COMBINED CORE
CONFIGURATION

This section specifies compliance requirements for the “Basic Rate and Low
Energy Combined” Core Configuration.

To claim support for the “Basic Rate and Low Energy” Core Configuration, an
implementation must support a set of Required Features, according to the
details inTable 4.8 and Table 4.9.

Host Part:

Layer Required Features

L2CAP ([Vol. 3] Part A) All L2CAP requirements in the BR CC and LE CC

SDP ([Vol. 3] Part B) All mandatory features

GAP ([Vol. 3] Part C) All GAP requirements in the BR CC and LE CC
AND
All requirements in sections 13, 14 and 15

ATT ([Vol. 3] Part F) All ATT requirements in the LE CC

GATT ([Vol. 3] Part G) All GATT requirements in the LE CC

SM ([Vol. 3] Part H) All SM requirements in the LE CC

Table 4.8: BR and LE Combined Core Configuration Host requirements

Controller Part:

Layer Required Features
RF ([Vol. 2] Part A) All RF requirements in the BR CC
BB ([Vol. 2] Part B) All BB requirements in the BR CC
LMP ([Vol 2] Part C) All LMP requirements in the BR CC
AND
LMP feature bits 38 and 65 shall be set
PHY ([Vol. 6] Part A) All mandatory features in the LE CC
LL ([Vol. 6] Part B) All mandatory features in the LE CC

Table 4.9: BR and LE Combined Core Configuration Controller requirements
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4.6 HOST CONTROLLER INTERFACE CORE
CONFIGURATION

This section specifies compliance requirements for the “Host Controller
Interface” Core Configuration.

To claim support for the “Host Controller Interface” Core Configuration, an
implementation must support a set of Required Features, according to the
details in Table 4.10.

Layer Required Features

HCI ([Vol. 2] Part E) All the supported features in the implementation shall be
compliant to the Host Controller Interface.

Table 4.10: HCI Core Configuration requirements
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1 REVISION HISTORY

Beginning with v1.2 of the Core System Package the core Bluetooth
specification documents, protocols and profiles were transferred to a new
partitioning comprising volumes and individual profile specifications are each
contained in an individual document instead of the two volumes (Core and
Profiles) used in v1.1.

For more detailed information about changes between versions published
before v1.2, please see the Appendix | “Revision History” in v1.1.

1.1 [VOL 0] MASTER TOC & COMPLIANCE REQUIREMENTS

1.1.1 Bluetooth Compliance Requirements

Rev Date Comments

4.2 Dec 02 2014 Incorporated errata

4.1 Dec 03 2013 Clarifications for allowable complementary subsystems.
Updated to support Low Energy, ATT, and GATT support for

4.0 June 30 2010 BR/EDR, and to enable High Speed Controller Subsys-
tems.

Updated to include support for the Alternative MAC/PHY

Sl LA 2200 feature and High Speed Core Configuration.

v2.1 + EDR | July 26 2007 No content changes. Updates to the Table of Contents.

This version of the specification is intended to be a sepa-
rate Bluetooth Specification that has all the functional char-
v2.0 + EDR | Oct 15 2004 acteristics of the v1.2 Bluetooth Specification that adds the
Enhanced Data Rate (EDR) feature which required
changes to Volume 0, Part A, Master Table of Contents.

This Part was moved from the Core volume. No content

vi2 Nov 05 2003 changes have been made to this document since v1.1.
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1.2 [VOL 1] ARCHITECTURE & TERMINOLOGY OVERVIEW

Rev

Date

Comments

4.2

4.1

4.0

3.0+ HS

v2.1 + EDR

v2.0 + EDR

v1.2

Dec 02 2014

Dec 03 2013

June 30 2010

April 21 2009

July 26 2007

Oct 15 2004

Nov 05 2003

Updated to include architectural aspects of new features
added. Incorporated errata.

Updated to include architectural aspects of new features
added to CSA2, CSA3, CSA4 and v4.1.

Updated to support Low Energy. and ATT and GATT over
BR/EDR.

Updated to integrate the Alternate MAC/PHY and Unicast
Connectionless Data features.

Added definitions for new features: Encryption Pause and
Resume, Erroneous Data reporting, Extended Inquiry
Response, Link Supervision Timeout Event, Packet Bound-
ary Flag, Secure Simple Pairing, Sniff Subrating.

This version of the specification is intended to be a separate
Bluetooth Specification that has all the functional characteris-
tics of the v1.2 Bluetooth Specification that adds the
Enhanced Data Rate (EDR) feature which incorporates
changes to Volume 1, Part B, Acronyms and Abbreviations.

New volume with informational content. This volume will
always be updated in parallel with the Core System volumes.

Revision History
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1.3 [VOLS 2, 3, 5, 6 & 7] CORE SYSTEM PACKAGE

Rev Date Comments

* New features added in 4.2:
- LE Data Packet Length Extension
- LE Secure Connections
4.2 Dec 02 2014 - Link Layer Privacy
- Link Layer Extended Scanner Filter Policies

* Errataforv2.0 + EDR, v2.1 + EDR, v3.0+ HS +4.0 + 4.1
(ESRO08). See also [Vol 1] Part C, Section 8.2.

* New features added and changes made in 4.1:
- CSA 2 features
- CSA 3 features
- CSA 4 features
- Secure Connections
- Train Nudging & Generalized Interlaced Scan
- Low Duty Cycle Directed Advertising
- 32-bit UUID Support in LE
4.1 Dec 03 2013 - LE Dual Mode Topology
- Piconet Clock Adjustment
- Removal of At Least One New Feature
- LE L2CAP Connection Oriented Channel Support
- LE Privacy v1.1
- LE Link Layer Topology
- LE Ping
 Errata for v2.0 + EDR, v2.1 + EDR, v3.0 + HS + 4.0
(ESR05, ESR06 and ESR07)

* New features added in 4.0:
4.0 June 30 2010 -Low Energy
* Errata for v2.0 + EDR, v2.1 + EDR, v3.0 + HS

* New features added in 3.0 + HS:
-AMP Manager Protocol (A2MP)
-Enhancements to L2CAP for AMP
-Enhancements to HCI for AMP
-Enhancements to Security for AMP

3.0 +HS April 21 2009 -802.11 Protocol Adaptation Layer
* Enhanced Power Control

-Unicast Connectionless Data
-HCI Read Encryption Key Size command
-Generic Test Methodology for AMP

-Enhanced USB and SDIO HCI Transports
» Errata for v2.0 + EDR and v2.1 + EDR
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Rev

Date

Comments

v2.1+ EDR

v2.0 + EDR

v1.2

1.1

1.0B

July 26 2007

Aug 01 2004

Nov 05 2003

Feb 22 2001

Dec. 1 1999

* New features added in 2.1 + EDR:
-Encryption Pause and Resume
-Erroneous Data Reporting
-Extended Inquiry Response
-Link Supervision Timeout Changed Event
-Non-Flushable Packet Boundary Flag
-Secure Simple Pairing
-Sniff Subrating

-Security Mode 4
» Updates to IEEE language in Volume 2, Part H, Security

e Errata for v2.0 + EDR

This version of the specification is intended to be a separate
Bluetooth Specification. This specification was created by
adding EDR and the errata.

New features added in v1.2:

- Architectural overview

- Faster connection

- Adaptive frequency hopping

- Extended SCO links

- Enhanced error detection and flow control
- Enhanced synchronization capability

- Enhanced flow specification

The Core System Package now comprises two volumes
and the text has gone through a radical change both in
terms of structure and nomenclature. The language is also
more precise and is adapted to meet the IEEE standard.

The following parts are moved from the Core System Pack-
age to other volumes or were deprecated:

RFCOMM [vol 7], Object Exchange (IrDA Interoperability)
[vol 8], TCS [vol 9], Interoperability Requirements for Blue-
tooth as a WAP Bearer [vol 6], HCI USB Transport Layer
[vol4], HCI RS232 Transport Layer [vol 4], HCI UART Trans-
port Layer [vol 4], Bluetooth Compliance Requirements [vol
0], Optional Paging Schemes [deprecated]

The specification was updated with Errata items previously
published on the web site. The Bluetooth Assigned Num-
bers appendix was lifted out from the specification to allow
continuous maintenance on the web site.

The specification was updated with Errata items previously
published on the web site and was revised from a linguistic
point of view.

The following parts were added:

Interoperability Requirements for Bluetooth as a WAP
Bearer, Test Control Interface, Sample Data (appendix),
Bluetooth Audio (appendix), Baseband Timers (appendix)
and Optional Paging Scheme (appendix)
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Rev Date Comments
The first version of the Bluetooth Specification published on
1.0a July 26 1999 | the public web site.
Added part: Bluetooth Compliance Requirements.
The following parts were added:
Service Discovery Protocol (SDP), Telephony Control Spec-
1.0 draft July 051999 ification (TCS), Bluetooth Assigned Numbers (appendix)
and Message Sequence Charts (appendix)
The following parts were added:
0.9 April 30 1999 | IrDA Interoperability, HCI RS232 Transport Layer, HCI
UART Transport Layer and Test Mode
The following parts were added:
0.8 Jan 21 1999 | Radio Specification, L2CAP, RFCOMM, HCI & HCI USB
Transport Layer
07 Oct 19 1998 This first version only included Baseband and Link Manager
Protocol

1.4 [VOL 4] TRANSPORT LAYERS

Rev Date Comments
4.2 Dec 02 2014 | Incorporated errata
4.1 Dec 03 2013 | Incorporated errata
June 30
4.0 2010 Incorporated errata
Aoril 21 Updated the USB and SDIO HCI Transport protocols for high
3.0 + HS 2809 speed, support composite BR/IEDR + AMP devices, and to
include errata.
v2.1 + EDR July 26 2007 | Added this volume to the specification

Revision History
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Ayse Findikli
Robert Hulvey
Shawn Ding
Henrik Hedlund
Robin Heydon
Simon Kingston
Steven Singer
Steven Wenham
Selim Aissi
Penny Chen
Mattias Edlund
Josh Benaloh
Andy Glass
Peter Hauser
Joby Lafky
Kristin Lauter
Dan Simon

Don Stanwyck
Yacov Yacobi
Gideon Yuval
Greg Muchnik

N Asokan

Philip Ginzboorg
Kaniji Kerai

Noel Lobo
Kaisa Nyberg
Paivi Ruuska
Dominique Everaere
Reinhard Meindl

Atheros
Broadcom
Broadcom
CSR
CSR
CSR
CSR
CSR
Intel

Intel
Infineon
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Motorola
Nokia
Nokia
Nokia
Nokia
Nokia
Nokia
NXP
NXP
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Joel Linsky Qualcomm
Terry Bourk Qualcomm
Guido Bertoni ST
Tim Howes Symbian
Amihai Kidron Texas Instruments
Eran Reuveni Texas Instruments
Shimojo Yoshimitsu Toshiba
Version 1.2
Tom Siep Bluetooth SIG Inc.

Robin Heydon (section owner)
Simon Morris

Jan Aberg

Christian Gehrmann

Joel Linsky

John Mersh

CSR

CSR
Ericsson
Ericsson
Silicon Wave
TTPCom

Previous versions

Todor Cooklev

Toru Aihara
Chatschik Bisdikian
Nathan Lee

Kris Fleming

Greg Muchnik
David E. Cypher
Thomas Busse
Dong Nguyen (Section Owner)
Fujio Watanabe
Christian Johansson

3Com Corporation
IBM Corporation
IBM Corporation
IBM Corporation
Intel Corporation
Motorola, Inc.
NIST

Nokia Corporation
Nokia Corporation
Nokia Corporation
Telefonaktiebolaget LM Ericsson

Tobias Melin Telefonaktiebolaget LM Ericsson
Mary A. DuVal Texas Instruments
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2.3.7 Part G: Sample Data

Version 4.1

€3 Bluetooth’

John Padgette
Prasanna Desai
Farooq Hameed
Robert Hulvey

Erik Rivard

Mayank Batra

lan Jones

Sean Mitchell

Ross O'Connor
Steven Singer
Dishant Srivastava
Steven Wenham
Marcel Holtmann
Josselin De La Broise
Lily Chen

Kaisa Nyberg
Tsuyoshi Okada
Joel Linsky
Cameron McDonald
Brian A. Redding
Jean-Philippe Lambert
Clive D. W. Feather
Kyong-Sok Seo
Andrew Estrada
Masahiko Seki

Alon Cheifetz

Alon Paycher

Accenture

Broadcom

Broadcom

Broadcom

Broadcom

CSR

CSR

CSR

CSR

CSR

CSR

CSR

Intel

Marvell

NIST

Nokia

Panasonic Corporation
Qualcomm Atheros
Qualcomm Atheros
Qualcomm Atheros
RivieraWaves
Samsung Electronics
Samsung Electronics Co. Ltd
Sony Corporation
Sony Corporation
Texas Instruments
Texas Instruments

Rod Kimmell X6D, Inc.
Version 3.0 + HS
Kevin Hayes Atheros
Robert Hulvey Broadcom
Yao Wang IVT
Joel Linsky Qualcomm
John Saad Qualcomm
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Version 2.1 + EDR

€3 Bluetooth’

Ayse Findikli Atheros
Robert Hulvey Broadcom
Shawn Ding Broadcom
Robin Heydon CSR
Simon Kingston CSR
Steven Singer CSR
Steven Wenham CSR
Selim Aissi Intel
Penny Chen Intel
Josh Benaloh Microsoft
Andy Glass Microsoft
Peter Hauser Microsoft
Joby Lafky Microsoft
Kristin Lauter Microsoft
Dan Simon Microsoft
Don Stanwyck Microsoft
Yacov Yacobi Microsoft
Gideon Yuval Microsoft
Greg Muchnik Microsoft
N Asokan Nokia
Philip Ginzboorg Nokia
Kanji Kerai Nokia
Noel Lobo Nokia
Kaisa Nyberg Nokia
Arto Palin Nokia
Paivi Ruuska Nokia
Dominique Everaere NXP
Reinhard Meind| NXP
Guido Bertoni ST
Eran Reuveni Texas Instruments
Shimojo Yoshimitsu Toshiba

Version 1.2

‘ Joel Linsky Silicon Wave

Previous versions

Thomas Miiller
Thomas Sander
Joakim Persson (Section Owner)

Nokia Corporation
Nokia Corporation
Telefonaktiebolaget LM Ericsson

Contributors
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2.3.8 Part H: Security Specification

Version 4.2

€3 Bluetooth’

Sriram Hariharan
Angel Polo

Mayank Batra

Joe Decuir

Giriraj Goyal

Robin Heydon

Harish Balasubramaniam
Marcel Holtmann

Yao Wang

Frank Berntsen

David Engelien-Lopes
Rasmus Abildgren
Joel Linsky

Brian A. Redding
Jason Hillyard

Apple

Broadcom

CSR

CSR

CSR

CSR

Intel

Intel

IVT Corporation
Nordic Semiconductor
Nordic Semiconductor
Samsung Electronics
Qualcomm Atheros
Qualcomm Atheros
Wicentric

Version 4.1

John Padgette
Prasanna Desai
Robert Hulvey

Erik Rivard

Mayank Batra

lan Jones

Sean Mitchell

Ross O'Connor
Steven Singer

Steven Wenham
Marcel Holtmann
Josselin De La Broise
Lily Chen

Kaisa Nyberg

Joel Linsky

Cameron McDonald
Jean-Philippe Lambert
Clive D. W. Feather
Alon Cheifetz

Alon Paycher

Accenture
Broadcom
Broadcom
Broadcom

CSR

CSR

CSR

CSR

CSR

CSR

Intel

Marvell

NIST

Nokia

Qualcomm Atheros
Qualcomm Atheros
RivieraWaves
Samsung Electronics
Texas Instruments
Texas Instruments
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Version 3.0 + HS
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Phil Hough Anritsu
Edward Harrison Anritsu
Kevin Hayes Atheros
Shawn Ding Broadcom
Robert Hulvey Broadcom
Yao Wang IVT
Mark Braun Motorola
Kaisa Nyberg Nokia
John Saad Qualcomm
Joel Linsky Qualcomm
Eran Reuveni TI
Version 2.1 + EDR
Ayse Findikli Atheros
Robert Hulvey Broadcom
Shawn Ding Broadcom
Henrik Hedlund CSR
Robin Heydon CSR
Simon Kingston CSR
Steven Singer CSR
Steven Wenham CSR
Selim Aissi Intel
Penny Chen Intel
Josh Benaloh Microsoft
Andy Glass Microsoft
Peter Hauser Microsoft
Joby Lafky Microsoft
Kristin Lauter Microsoft
Dan Simon Microsoft
Don Stanwyck Microsoft
Yacov Yacobi Microsoft
Gideon Yuval Microsoft
Greg Muchnik Microsoft
Mattias Edlund Infineon
N Asokan Nokia
Philip Ginzboorg Nokia
Kaniji Kerai Nokia
Noel Lobo Nokia
Kaisa Nyberg Nokia
Arto Palin Nokia
Paivi Ruuska Nokia
Dominique Everaere NXP
Reinhard Meindl NXP
Joel Linsky QUALCOMM
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Terry Bourk QUALCOMM

Guido Bertoni ST

Amihai Kidron Texas Instruments

Eran Reuveni Texas Instruments

Shimojo Yoshimitsu Toshiba
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2.4 [VOL 3] CORE SYSTEM PACKAGE, HOST

€3 Bluetooth’

2.4.1 Part A: Logical Link Control and Adaptation Protocol Specification

Version 4.2

Sriram Hariharan
Angel Polo

Mayank Batra

Joe Decuir

Giriraj Goyal

Robin Heydon

Harish Balasubramaniam
Marcel Holtmann

Yao Wang

Frank Berntsen

David Engelien-Lopes
Rasmus Abildgren
Joel Linsky

Brian A. Redding
Jason Hillyard

Apple

Broadcom

CSR

CSR

CSR

CSR

Intel

Intel

IVT Corporation
Nordic Semiconductor
Nordic Semiconductor
Samsung Electronics
Qualcomm Atheros
Qualcomm Atheros
Wicentric

Version 4.1

Leonid Eidelman

Ash Kapur

Angel Polo

Mayank Batra

Chris Church

Giriraj Goyal

Robin Heydon

Tim Howes

Neil Stewart

Harish Balasubramaniam
Magnus Eriksson
Oren Haggai

Marcel Holtmann
Robert Hughes

Yao Wang

Josselin De La Broise
Anindya Bakshi
Shwetha Madadik
Krishna Singala
Niclas Grangqyvist

Joel Linsky

Brian A. Redding
Jean-Philippe Lambert

Broadcom
Broadcom
Broadcom
CSR

CSR

CSR

CSR

CSR

CSR

Intel

Intel

Intel

Intel

Intel

IVT

Marvell
Mindtree
Mindtree
Mindtree
Polar
Qualcomm Atheros
Qualcomm Atheros
RivieraWaves
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Rasmus Abildgren Samsung Electronics
Jason Hillyard Wicentric

Version 4.0
Xavier Boniface Alpwise
Alexandre Gimard Alpwise
Ash Kapur Broadcom
Robert Hulvey Broadcom
Joe Decuir CSR
Laurence Jupp CSR
Magnus Sommansson CSR
Robin Heydon CSR
Dave Suvak iAnywhere
James Dent Nokia
James Steele Nokia
Jonathan Tanner Nokia
Kaniji Kerai Nokia
Miika Laaksonen Nokia
Steve Davies Nokia
Tim Howes Nokia
David Lopes Nordic Semiconductor
Brian A. Redding Qualcomm
Joel Linsky Qualcomm
Terry Bourk Qualcomm
Andy Estrada Sony
Karl Torvmark Texas Instruments

Version 3.0 + HS

Victor Zhodzishsky
Angel Polo

Ash Kapur

Robert Hulvey

Ken Steck

Dave Suvak

Yao Wang

Jacques Chassot
Nathan Sherman
Sandy Spinrad

Doug Clarke

Kaniji Kerai

Ana Donezar Ibanez
Joel Linksy

Andy Estrada
Dominique Everaere

Broadcom
Broadcom
Broadcom
Broadcom
CSR
iAnywhere
IVT
Logitech
Microsoft
Microsoft
Nokia
Nokia
Parrot
Qualcomm
Sony
ST-NXP Wireless

Contributors
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Version 2.1 + EDR

€3 Bluetooth’

Ayse Findikli
Robert Hulvey
Shawn Ding
Robin Heydon
Simon Kingston
Steven Singer
Steven Wenham
Selim Aissi
Penny Chen
Dave Suvak
Josh Benaloh
Andy Glass
Peter Hauser
Joby Lafky
Kristin Lauter
Dan Simon

Don Stanwyck
Yacov Yacobi
Gideon Yuval
Greg Muchnik

N Asokan

Philip Ginzboorg
Kaniji Kerai

Noel Lobo

Kaisa Nyberg
Dominique Everaere
Javier del Prado Pavon
Reinhard Meindl
Joel Linsky

Terry Bourk

Tim Howes
Jorgen van Parijs
Amihai Kidron
Shimojo Yoshimitsu

Atheros
Broadcom
Broadcom
CSR

CSR

CSR

CSR

Intel

Intel
iAnywhere
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Nokia
Nokia
Nokia
Nokia
Nokia
NXP

NXP

NXP
QUALCOMM
QUALCOMM
Symbian
ST

Texas Instruments
Toshiba

Version 1.2

Tom Siep

Carsten Andersen (section owner)
Jennifer Bray

Jan Aberg

Martin van der Zee

Sam Ravnborg

Stefan Agnani

Steve McGowan

Bluetooth SIG Inc.
CSR

CSR

Ericsson

Ericsson

Ericsson

Ericsson

Intel Corporation

Contributors
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Joby Lafky Microsoft
Doron Holan Microsoft
Andy Glass Microsoft
Brian A. Redding Motorola
Jurgen Schnitzler Nokia
Thomas Miiller Nokia
Rob Davies Philips
Terry Bourk Silicon Wave
Michael Hasling Tality

Previous versions

Jon Burgess

Paul Moran

Doug Kogan
Kevin D. Marquess
Toru Aihara
Chatschik Bisdikian
Kris Fleming

Uma Gadamsetty
Robert Hunter
Jon Inouye

Steve C. Lo
Chunrong Zhu
Sergey Solyanik
David E. Cypher
Nada Golmie
Thomas Busse
Rauno Makinen
Thomas Miiller
Petri Nykanen
Peter Ollikainen
Petri O. Nurminen
Johannes Elg
Jaap Haartsen
Elco Nijboer
Ingemar Nilsson
Stefan Runesson
Gerrit Slot

Johan Soérensen
Goran Svennarp
Mary A. DuVal
Thomas M. Siep
Kinoshita Katsuhiro

3Com Corporation
3Com Corporation
Extended Systems
Hyper Corporation
IBM Corporation
IBM Corporation
Intel Corporation
Intel Corporation
Intel Corporation
Intel Corporation
Intel Corporation
Intel Corporation

Microsoft Corporation

NIST

NIST

Nokia Corporation
Nokia Corporation
Nokia Corporation
Nokia Corporation
Nokia Corporation
Nokia Corporation

Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson

Texas Instruments
Texas Instruments
Toshiba Corporation

Contributors
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€3 Bluetooth’

2.4.2 Part B: Service Discovery Protocol (SDP)

Version 4.1

Joakim Linde
Robert Hulvey
Angel Polo
Mayank Batra
Tim Howes
Jonathan Tanner
Magnus Eriksson
Krishna Singala
Niclas Granqyvist
Joel Linsky

Brian A. Redding
Rasmus Abildgren

Apple

Broadcom
Broadcom

CSR

CSR

CSR

Intel

Mindtree

Polar

Qualcomm Atheros
Qualcomm Atheros
Samsung Electronics

Version 2.1 + EDR

Robin Heydon
Mattias Edlund
Paivi Ruuska

Arto Palin

Joel Linsky

Terry Bourk

Amihai Kidron
Shimojo Yoshimitsu

CSR

Infineon

Nokia

Nokia
QUALCOMM
QUALCOMM
Texas Instruments
Toshiba

Previous versions

Ned Plasson

John Avery

Jason Kronz
Chatschik Bisdikian
Parviz Kermani
Brent Miller

Dick Osterman

Bob Pascoe

Jon Inouye
Srikanth Kambhatla
Jay Eaglstun

Dale Farnsworth (Section Owner)
Jean-Michel Rosso
Jan Grénholm

Kati Rantala
Thomas Miiller
Johannes Elg
Kazuaki Iwamura

3Com Corporation
Convergence
Convergence

IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
IBM Corporation
Intel Corporation
Intel Corporation
Motorola, Inc.
Motorola, Inc.
Motorola, Inc.

Nokia Corporation
Nokia Corporation
Nokia Corporation
Telefonaktiebolaget LM Ericsson
Toshiba Corporation

Contributors
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2.4.3 Part C: Generic Access Profile

Version 4.2

€3 Bluetooth’

Sriram Hariharan
Angel Polo

Mayank Batra

Joe Decuir

Giriraj Goyal

Robin Heydon
Jonathan Tanner
Harish Balasubramaniam
Marcel Holtmann

Yao Wang

Frank Berntsen

David Engelien-Lopes
Rasmus Abildgren
Joel Linsky

Brian A. Redding
Jason Hillyard

Apple

Broadcom

CSR

CSR

CSR

CSR

CSR

Intel

Intel

IVT Corporation
Nordic Semiconductor
Nordic Semiconductor
Samsung Electronics
Qualcomm Atheros
Qualcomm Atheros
Wicentric

Version 4.1

John Padgette
Joakim Linde
Prasanna Desai
Farooq Hameed
Robert Hulvey
Angel Polo

Erik Rivard
Mayank Batra
Joe Decuir
Giriraj Goyal

Tim Howes

lan Jones

Sean Mitchell
Krishnan Nair
Ross O'Connor
Steven Singer
Dishant Srivastava
Neil Stewart
Jonathan Tanner
Steven Wenham
Harish Balasubramaniam
Magnus Eriksson
Oren Haggai
Marcel Holtmann

Accenture
Apple
Broadcom
Broadcom
Broadcom
Broadcom
Broadcom
CSR

CSR

CSR

CSR

CSR

CSR

CSR

CSR

CSR

CSR

CSR

CSR

CSR

Intel

Intel

Intel

Intel
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€3 Bluetooth’

Robert D. Hughes
Josselin De La Broise
Huanchun Ye

Alain Michaud
Krishna Singala

Lily Chen

Steve Davies

Kaisa Nyberg

David Engelien-Lopes
Tsuyoshi Okada
Niclas Grangqvist

Joel Linsky

Cameron McDonald
Brian A. Redding
Jean-Philippe Lambert
Rasmus Abildgren
Clive D. W. Feather
Kyong-Sok Seo
Andrew Estrada
Masahiko Seki
Abelardo Gonzales
Alon Cheifetz

Alon Paycher

Intel

Marvell

MediaTek

Microsoft

Mindtree

NIST

Nokia

Nokia

Nordic Semidonductor
Panasonic Corporation
Polar

Qualcomm Atheros
Qualcomm Atheros
Qualcomm Atheros
RivieraWaves
Samsung Electronics
Samsung Electronics
Samsung Electronics Co. Ltd
Sony Corporation
Sony Corporation

ST

Texas Instruments
Texas Instruments

Jason Hillyard Wicentric
Rod Kimmell X6D, Inc.
Version 4.0
Alexandre Gimard Alpwise
Xavier Boniface Alpwise
Mike Tsai Atheros
John Padgette Booz Allen Hamilton
Ash Kapur Broadcom
Norbert Grunert Broadcom
Robert Hulvey Broadcom
Shawn Ding Broadcom
Burch Seymour Continental Automotive
Joe Decuir CSR
Magnus Sommansson CSR
Nick Hunn CSR
Robin Heydon CSR
Steven Wenham CSR
David Suvak iAnywhere
Chiu-Mien Chi ISSC
Anindya Bakshi MindTree
Ashok Kelur MindTree
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John Barr Motorola
Michael Russell Motorola
James Dent Nokia
James Steele Nokia
Jonathan Tanner Nokia
Kanji Kerai Nokia
Miika Laaksonen Nokia
Steve Davies Nokia
Tim Howes Nokia
David Lopes Nordic Semiconductor
Brian A. Redding Qualcomm
Joel Linsky Qualcomm
Terry Bourk Qualcomm
Harsha Master Sasken
Len Ott Socket Mobile
Frédéric Virot ST Ericsson
Geert Sonck ST Ericsson
Par-Gunnar Hjalmdahl ST Ericsson
Aaron Atlas Texas Instruments
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Version 3.0 + HS

€3 Bluetooth’

Robert Hulvey Broadcom

Ken Steck CSR

Jacques Chassot Logitech

Nathan Sherman Microsoft

Sandy Spinrad Microsoft

Kanji Kerai Nokia

Joel Linksy Qualcomm

Andy Estrada Sony
Version 2.1 + EDR

Robin Heydon CSR

Mattias Edlund Infineon

Paivi Ruuska Nokia

Arto Palin Nokia

Joel Linsky QUALCOMM

Terry Bourk QUALCOMM

Shimojo Yoshimitsu Toshiba
Version 1.2

Jennifer Bray CSR

Alexander Thoukydides CSR

Christian Gehrmann Ericsson

Henrik Hedlund Ericsson

Jan Aberg Ericsson

Stefan Agnani Ericsson

Thomas Muller Nokia

Joel Linsky Silicon Wave

Terry Bourk Silicon Wave

Katsuhiro Kinoshita Toshiba

Previous versions

Ken Morley
Chatschik Bisdikian
Jon Inouye

Brian A. Redding
David E. Cypher
Stephane Bouet
Thomas Miiller
Martin Roter
Johannes Elg
Patric Lind (Section Owner)
Erik Slotboom
Johan Sérensen

3Com Corporation

IBM Corporation

Intel Corporation

Motorola, Inc.

NIST

Nokia Corporation

Nokia Corporation

Nokia Corporation
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson

Contributors
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2.4.4 Part D: Test Support

Version 3.0 + HS
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Phil Hough Anritsu
Edward Harrison Anritsu
Angus Robinson Anritsu
Kevin Hayes Atheros
Stratos Chatzikyriakos Artimi
Shawn Ding Broadcom
Robert Hulvey Broadcom
Yao Wang IVT
Joe Decuir CSR
Mark Braun Motorola
Joel Linsky Qualcomm
Eran Reuveni TI

Version 1.2
Emilio Mira Escartis Cetecom
Robin Heydon CSR
Jennifer Bray CSR
Stefan Agnani (section owner) Ericsson
Terry Bourk Silicon Wave
Joel Linsky Silicon Wave
Michael Hasling Tality

Previous versions [Test Mode]

Jeffrey Schiffer

David E. Cypher

Daniel Bencak

Arno Kefenbaum

Thomas Miller (Section Owner)
Roland Schmale

Fujio Watanabe

Intel Corporation

NIST

Nokia Corporation
Nokia Corporation
Nokia Corporation
Nokia Corporation
Nokia Corporation

Stefan Agnani Telefonaktiebolaget LM Ericsson
Marten Mattsson Telefonaktiebolaget LM Ericsson
Tobias Melin Telefonaktiebolaget LM Ericsson
Lars Nord Telefonaktiebolaget LM Ericsson
Fredrik To6orn Telefonaktiebolaget LM Ericsson
John Mersh TTPCom

Ayse Findikli Zeevo, Inc.
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Previous versions [Test Control Interface]

Mike Feldman

Thomas Miiller

Stefan Agnani (Section Owner)
Marten Mattsson

Dan Sénnerstam

Motorola, Inc.

Nokia Corporation
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson
Telefonaktiebolaget LM Ericsson

2.4.5 Part E: AMP Manager Protocol

Version 3.0 + HS

Kevin Hayes
Robert Hulvey
Dave Suvak
Yao Wang
Doug Clark
Kaisa Nyberg
James Steele
Joel Linsky
John Saad

Atheros
Broadcom
iAnywhere
IVT

Nokia
Nokia
Nokia
Qualcomm
Qualcomm

2.4.6 Part F: Attribute Protocol Specification

Version 4.1

Joakim Linde
Robert Hulvey
Angel Polo
Mayank Batra
Tim Howes
Jonathan Tanner
Magnus Eriksson
Krishna Singala
Niclas Granqyvist
Joel Linsky

Brian A. Redding
Rasmus Abildgren

Apple

Broadcom
Broadcom

CSR

CSR

CSR

Intel

Mindtree

Polar

Qualcomm Atheros
Qualcomm Atheros
Samsung Electronics

Version 4.0

Alexandre Gimard Alpwise
Xavier Boniface Alpwise
Ash Kapur Broadcom
Norbert Grunert Broadcom
Srikanth Uppala Broadcom
Burch Seymour Continental Automotive
Joe Decuir CSR
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€3 Bluetooth’

Magnus Sommansson
Nick Hunn

Robin Heydon
Morgan Lindqvist
Dave Suvak
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Marcel Holtmann
Anindya Bakshi
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Juha Salokannel
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Miika Laaksonen
Paivi Ruuska
Steve Davies
Tim Howes
David Lopes
Niclas Grangqyvist
Brian A. Redding
Joel Linsky
Terry Bourk
Harsha Master
Len Oftt
Par-Gunnar Hjalmdahl
Aaron Atlas

CSR

CSR

CSR

Ericsson
iAnywhere
Intel

Intel

MindTree
Motorola
Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nordic Semiconductor
Polar
Qualcomm
Qualcomm
Qualcomm
Sasken
Socket Mobile
ST Ericsson
Texas Instruments
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Version 4.1
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Version 4.0

€3 Bluetooth’

Alexandre Gimard
Xavier Boniface
Ash Kapur
Norbert Grunert
Srikanth Uppala
Mats Andersson
Burch Seymour
Joe Decuir
Laurence Jupp
Magnus Sommansson
Nick Hunn

Robin Heydon
Dave Suvak
Marcel Holtmann
Anindya Bakshi
Krishna Shingala
Daidi Zhong
James Dent
James Steele
Jonathan Tanner
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David Lopes
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Broadcom
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CSR

CSR

CSR

CSR

iAnywhere

Intel
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MindTree
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Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nokia

Nordic Semiconductor
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Niclas Granqvist Polar
Brian A. Redding Qualcomm
Joel Linksy Qualcomm
Terry Bourk Qualcomm
Par-Gunnar Hjalmdanhl ST Ericsson
Aaron Atlas Texas Instruments
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2.4.8 Part H: Security Manager Specification

Version 4.2
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Angel Polo
Mayank Batra
Joe Decuir
Giriraj Goyal
Robin Heydon
Jonathan Tanner

Marcel Holtmann
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Apple
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CSR
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Intel
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Samsung Electronics
Qualcomm Atheros
Qualcomm Atheros
Wicentric

Version 4.0

Alexandre Gimard
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Web Site

This specification can also be found on the official Bluetooth web site:
https://www.bluetooth.org/en-us/specification/adopted-specifications

Disclaimer and Copyright Notice

This disclaimer applies to all draft specifications and final specifications adopted by the
Bluetooth SIG Board of Directors (both of which are hereinafter referred to herein as a
Bluetooth “Specification”). Your use of this Specification in any way is subject to your
compliance with all conditions of such use, and your acceptance of all disclaimers and
limitations as to such use, contained in this Specification. Any user of this Specification is
advised to seek appropriate legal, engineering or other professional advice regarding the use,
interpretation or effect of this Specification on any matters discussed in this Specification.

Use of Bluetooth Specifications and any related intellectual property is governed by the
Promoters Membership Agreement among the Promoter Members and Bluetooth SIG (the
“Promoters Agreement”), certain membership agreements between Bluetooth SIG and its
Adopter and Associate Members, including, but not limited to, the Membership Application, the
Bluetooth Patent/Copyright License Agreement and the Bluetooth Trademark License
Agreement (collectively, the “Membership Agreements”) and the Bluetooth Specification Early
Adopters Agreements (1.2 Early Adopters Agreements) among Early Adopter members of the
unincorporated Bluetooth SIG and the Promoter Members (the “Early Adopters Agreement”).
Certain rights and obligations of the Promoter Members under the Early Adopters Agreements
have been assigned to Bluetooth SIG by the Promoter Members.

Use of the Specification by anyone who is not a member of Bluetooth SIG or a party to an Early
Adopters Agreement (each such person or party, a “Member”) is prohibited. The use of any
portion of a Bluetooth Specification may involve the use of intellectual property rights ("IPR"),
including pending or issued patents, or copyrights or other rights. Bluetooth SIG has made no
search or investigation for such rights and disclaims any undertaking or duty to do so. The legal
rights and obligations of each Member are governed by the applicable Membership
Agreements, Early Adopters Agreement or Promoters Agreement. No license, express or
implied, by estoppel or otherwise, to any intellectual property rights are granted herein.

Any use of the Specification not in compliance with the terms of the applicable Membership
Agreements, Early Adopters Agreement or Promoters Agreement is prohibited and any such
prohibited use may result in (i) termination of the applicable Membership Agreements or Early
Adopters Agreement and (ii) liability claims by Bluetooth SIG or any of its Members for patent,
copyright and/or trademark infringement claims permitted by the applicable agreement or by
applicable law.
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THE SPECIFICATION IS PROVIDED “AS I1S” WITH NO WARRANTIES WHATSOEVER,
INCLUDING ANY WARRANTY OF MERCHANTABILITY, NONINFRINGEMENT, FITNESS
FOR ANY PARTICULAR PURPOSE, SATISFACTORY QUALITY, OR REASONABLE SKILL
OR CARE, OR ANY WARRANTY ARISING OUT OF ANY COURSE OF DEALING, USAGE,
TRADE PRACTICE, PROPOSAL, SPECIFICATION OR SAMPLE.

Each Member hereby acknowledges that products equipped with the Bluetooth wireless
technology ("Bluetooth Products") may be subject to various regulatory controls under the laws
and regulations applicable to products using wireless non licensed spectrum of various
governments worldwide. Such laws and regulatory controls may govern, among other things,
the combination, operation, use, implementation and distribution of Bluetooth Products.
Examples of such laws and regulatory controls include, but are not limited to, airline regulatory
controls, telecommunications regulations, technology transfer controls and health and safety
regulations. Each Member is solely responsible for the compliance by their Bluetooth Products
with any such laws and regulations and for obtaining any and all required authorizations,
permits, or licenses for their Bluetooth Products related to such regulations within the
applicable jurisdictions. Each Member acknowledges that nothing in the Specification provides
any information or assistance in connection with securing such compliance, authorizations or
licenses. NOTHING IN THE SPECIFICATION CREATES ANY WARRANTIES, EITHER
EXPRESS OR IMPLIED, REGARDING SUCH LAWS OR REGULATIONS.

ALL LIABILITY, INCLUDING LIABILITY FOR INFRINGEMENT OF ANY INTELLECTUAL
PROPERTY RIGHTS OR FOR NONCOMPLIANCE WITH LAWS, RELATING TO USE OF
THE SPECIFICATION IS EXPRESSLY DISCLAIMED. To the extent not prohibited by law, in no
event will Bluetooth SIG or its Members or their affiliates be liable for any damages, including
without limitation, lost revenue, profits, data or programs, or business interruption, or for
special, indirect, consequential, incidental or punitive damages, however caused and
regardless of the theory of liability, arising out of or related to any furnishing, practicing,
modifying, use or the performance or implementation of the contents of this Specification, even
if Bluetooth SIG or its Members or their affiliates have been advised of the possibility of such
damages. BY USE OF THE SPECIFICATION, EACH MEMBER EXPRESSLY WAIVES ANY
CLAIM AGAINST BLUETOOTH SIG AND ITS MEMBERS OR THEIR AFFILATES RELATED
TO USE OF THE SPECIFICATION.

If this Specification is an intermediate draft, it is for comment only. No products should be
designed based on it except solely to verify the prototyping specification at SIG sponsored IOP
events and it does not represent any commitment to release or implement any portion of the
intermediate draft, which may be withdrawn, modified, or replaced at any time in the adopted
Specification.

Bluetooth SIG reserves the right to adopt any changes or alterations to the Specification it
deems necessary or appropriate.

Copyright © 1999-2014. The Bluetooth word mark and logos are owned by Bluetooth SIG, Inc.
All copyrights in the Bluetooth Specifications themselves are owned by Ericsson AB, Lenovo
(Singapore) Pte. Ltd., Intel Corporation, Microsoft Corporation, Motorola Mobility, LLC, Nokia
Corporation and Toshiba Corporation. Other third-party brands and names are the property of
their respective owners.
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1 GENERAL DESCRIPTION

Bluetooth wireless technology is a short-range communications system
intended to replace the cable(s) connecting portable and/or fixed electronic
devices. The key features of Bluetooth wireless technology are robustness, low
power consumption, and low cost. Many features of the core specification are
optional, allowing product differentiation.

There are two forms of Bluetooth wireless technology systems: Basic Rate
(BR) and Low Energy (LE). Both systems include device discovery, connection
establishment and connection mechanisms. The Basic Rate system includes
optional Enhanced Data Rate (EDR) Alternate Media Access Control (MAC)
and Physical (PHY) layer extensions. The Basic Rate system offers
synchronous and asynchronous connections with data rates of 721.2 kb/s for
Basic Rate, 2.1 Mb/s for Enhanced Data Rate and high speed operation up to
54 Mb/s with the 802.11 AMP. The LE system includes features designed to
enable products that require lower current consumption, lower complexity and
lower cost than BR/EDR. The LE system is also designed for use cases and
applications with lower data rates and has lower duty cycles. Depending on the
use case or application, one system including any optional parts may be more
optimal than the other.

Devices implementing both systems can communicate with other devices
implementing both systems as well as devices implementing either system.
Some profiles and use cases will be supported by only one of the systems.
Therefore, devices implementing both systems have the ability to support the
most use cases.

The Bluetooth core system consists of a Host and one or more Controllers. A
Host is a logical entity defined as all of the layers below the non-core profiles
and above the Host Controller Interface (HCI). A Controller is a logical entity
defined as all of the layers below HCI. An implementation of the Host and
Controller may contain the respective parts of the HCI. Two types of Controllers
are defined in this version of the Core Specification: Primary Controllers and
Secondary Controllers.

An implementation of the Bluetooth Core has only one Primary Controller
which may be one of the following configurations:

» a BR/EDR Controller including the Radio, Baseband, Link Manager and
optionally HCI.

* an LE Controller including the LE PHY, Link Layer and optionally HCI.

» acombined BR/EDR Controller portion and LE controller portion (as
identified in the previous two bullets) into a single Controller. This
configuration has only one Bluetooth device address shared by the
combination in the combined Controller.
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A Bluetooth core system may additionally have one or more Secondary
Controllers described by the following configuration:

+ an Alternate MAC/PHY (AMP) Controller including an 802.11 PAL (Protocol
Adaptation Layer), 802.11 MAC and PHY, and optionally HCI.

Host
LE BR/EDR BR/EDR
Controller Controller Controller Oontroller

Figure 1.1: Bluetooth Host and Controller Combinations: (from left to right): LE Only Primary
Controller, BR/EDR only Primary Controller, BR/EDR Primary Controller, with one AMP Secondary
Controller, and BR/EDR with multiple AMP Secondary Controllers

e . D
Host Host Host
) i
BR/EDR LE BR/EDR L= AMP BR/EDR AMP
Controller | Controller Controller | Controller Controller Controller Controlle Controllers

Figure 1.2: Bluetooth Host and Controller Combinations (from left to right): BR/IEDR and LE
Primary Controller, BR/EDR and LE Primary Controller with one AMP Secondary Controller, and
BR/EDR and LE Primary Controller with multiple AMP Secondary Controllers

This volume of the specification provides an overview of the Bluetooth system
architecture, communication topologies and data transport features. The text in
this volume of the specification should be treated as informational and used as
a background and for context-setting.

1.1 OVERVIEW OF BR/EDR OPERATION

The Basic Rate / Enhanced Data Rate (BR/EDR) radio (physical layer or PHY)
operates in the unlicensed ISM band at 2.4 GHz. The system employs a
frequency hopping transceiver to combat interference and fading and provides
many FHSS carriers. Basic Rate radio operation uses a shaped, binary
frequency modulation to minimize transceiver complexity. The symbol rate is 1
megasymbol per second (Ms/s) supporting the bit rate of 1 megabit per second
(Mb/s) or, with Enhanced Data Rate, a gross air bit rate of 2 or 3Mb/s. These
modes are known as Basic Rate and Enhanced Data Rate respectively.

During typical operation a physical radio channel is shared by a group of
devices that are synchronized to a common clock and frequency hopping
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pattern. One device provides the synchronization reference and is known as
the master. All other devices synchronized to a master’s clock and frequency
hopping pattern are known as slaves. A group of devices synchronized in this
fashion form a piconet. This is the fundamental form of communication in the
Bluetooth BR/EDR wireless technology.

Devices in a piconet use a specific frequency hopping pattern, which is
algorithmically determined by certain fields in the Bluetooth address and clock
of the master. The basic hopping pattern is a pseudo-random ordering of the 79
frequencies, separated by 1 MHz, in the ISM band. The hopping pattern can be
adapted to exclude a portion of the frequencies that are used by interfering
devices. The adaptive hopping technique improves Bluetooth co-existence with
static (non-hopping) ISM systems when they are co-located.

The physical channel is sub-divided into time units known as slots. Data is
transmitted between Bluetooth devices in packets that are positioned in these
slots. When circumstances permit, a number of consecutive slots may be
allocated to a single packet. Frequency hopping takes place between the
transmission or reception of packets. Bluetooth technology provides the effect
of full duplex transmission through the use of a Time-Division Duplex (TDD)
scheme.

Above the physical channel there is a layering of links and channels and
associated control protocols. The hierarchy of channels and links from the
physical channel upwards is physical channel, physical link, logical transport,
logical link and L2CAP channel. These are discussed in more detail in Section
3.3 to Section 3.6 but are introduced here to aid the understanding of the
remainder of this section.

Typically within a physical channel, a physical link is formed between a master
device and slave devices. Exceptions to this include Inquiry scan and Page
scan physical channels, which have no associated physical link. The physical
link provides bidirectional packet transport between the master and slave
devices, except in the case of a Connectionless Slave Broadcast physical link.
In that case, the physical link provides a unidirectional packet transport from
the master to a potentially unlimited number of slaves. Since a physical
channel could include multiple slave devices, there are restrictions on which
devices may form a physical link. There is a physical link between each slave
and the master. Physical links are not formed directly between the slaves in a
piconet.

The physical link is used as a transport for one or more logical links that
support unicast synchronous, asynchronous and isochronous traffic, and
broadcast traffic. Traffic on logical links is multiplexed onto the physical link by
occupying slots assigned by a scheduling function in the resource manager.

A control protocol for the baseband and physical layers is carried over logical
links in addition to user data. This is the link manager protocol (LMP). Devices
that are active in a piconet have a default asynchronous connection-oriented
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logical transport that is used to transport the LMP protocol signaling. For
historical reasons this is known as the ACL logical transport. With the
exception of Connectionless Slave Broadcast devices, the primary ACL logical
transport is the one that is created whenever a device joins a piconet.
Connectionless Slave Broadcast devices may join the piconet purely to listen
to Connectionless Slave Broadcast packets. In that case, a Connectionless
Slave Broadcast logical transport is created (also called a CSB logical
transport) and no ACL logical transport is required. For all devices, additional
logical transports may be created to transport synchronous data streams when
required.

The Link Manager function uses LMP to control the operation of devices in the
piconet and provide services to manage the lower architectural layers (radio
layer and baseband layer). The LMP protocol is only carried on the primary
ACL logical transport and the default broadcast logical transport
(LT_ADDR=0).

Above the baseband layer the L2CAP layer provides a channel-based
abstraction to applications and services. It carries out segmentation and
reassembly of application data and multiplexing and de-multiplexing of multiple
channels over a shared logical link. LZCAP has a protocol control channel that
is carried over the default ACL logical transport. Application data submitted to
the L2CAP protocol may be carried on any logical link that supports the L2ZCAP
protocol.

1.2 OVERVIEW OF BLUETOOTH LOW ENERGY OPERATION

Like the BR/EDR radio, the LE radio operates in the unlicensed 2.4 GHz ISM
band. The LE system employs a frequency hopping transceiver to combat
interference and fading and provides many FHSS carriers. LE radio operation
uses a shaped, binary frequency modulation to minimize transceiver
complexity. The symbol rate is 1 megasymbol per second (Ms/s) supporting the
bit rate of 1 megabit per second (Mb/s).

LE employs two multiple access schemes: Frequency division multiple access
(FDMA) and time division multiple access (TDMA). Forty (40) physical
channels, separated by 2 MHz, are used in the FDMA scheme. Three (3) are
used as advertising channels and 37 are used as data channels. A TDMA
based polling scheme is used in which one device transmits a packet at a
predetermined time and a corresponding device responds with a packet after a
predetermined interval.

The physical channel is sub-divided into time units known as events. Data is
transmitted between LE devices in packets that are positioned in these events.
There are two types of events: Advertising and Connection events.

Devices that transmit advertising packets on the advertising PHY channels are
referred to as advertisers. Devices that receive advertising packets on the
advertising channels without the intention to connect to the advertising device
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are referred to as scanners. Transmissions on the advertising PHY channels
occur in advertising events. At the start of each advertising event, the
advertiser sends an advertising packet corresponding to the advertising event
type. Depending on the type of advertising packet, the scanner may make a
request to the advertiser on the same advertising PHY channel which may be
followed by a response from the advertiser on the same advertising PHY
channel. The advertising PHY channel changes on the next advertising packet
sent by the advertiser in the same advertising event. The advertiser may end
the advertising event at any time during the event. The first advertising PHY
channel is used at the start of the next advertising event.

1 1
1 1
| Advertising Event d
) }
1 1
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Figure 1.3: Advertising Events

LE devices may fulfill the entire communication in the case of unidirectional or
broadcast communication between two or more devices using advertising
events. They may also use advertising events to establish pair-wise bi-
directional communication between two or more devices using data channels.

Devices that need to form a connection to another device listen for connectable
advertising packets. Such devices are referred to as initiators. If the advertiser
is using a connectable advertising event, an initiator may make a connection
request using the same advertising PHY channel on which it received the
connectable advertising packet. The advertising event is ended and connection
events begin if the advertiser receives and accepts the request for a
connection be initiated. Once a connection is established, the initiator becomes
the master device in what is referred to as a piconet and the advertising
device becomes the slave device. Connection events are used to send data
packets between the master and slave devices. In connection events, channel
hopping occurs at the start of each connection event. Within a connection
event, the master and slave alternate sending data packets using the same
data PHY channel. The master initiates the beginning of each connection event
and can end each connection event at any time.
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Figure 1.4: Connection Events

Devices in a piconet use a specific frequency hopping pattern, which is
algorithmically determined by a field contained in the connection request sent
by an initiating device. The initiating device provides the synchronization
reference known as a hop interval. The hopping pattern used in LE is a
pseudo-random ordering of the 37 frequencies in the ISM band. The hopping
pattern can be adapted to exclude a portion of the frequencies that are used by
interfering devices. The adaptive hopping technique improves Bluetooth co-
existence with static (non-hopping) ISM systems when these are co-located
and have access to information about the local radio environment, or detected
by other means.

Above the physical channel there are concepts of links, channels and
associated control protocols. The hierarchy is physical channel, physical link,
logical transport, logical link and L2CAP channel. These are discussed in more
detail in Section 3.3 to Section 3.6 but are introduced here to aid the
understanding of the remainder of this section.

Within a physical channel, a physical link is formed between a master and each
slave. Direct physical links between slaves in a piconet are not supported.
Slaves are permitted to have physical links to more than one master at a time.
A device is permitted to be master and slave at the same time. Role changes
between a master and slave device are not supported at this time.

The physical link is used as a transport for one or more logical links that
support asynchronous traffic. Traffic on logical links is multiplexed onto the
physical link assigned by a scheduling function in the resource manager.

A control protocol for the link and physical layers is carried over logical links in
addition to user data. This is the link layer protocol (LL). Devices that are active
in a piconet have a default LE asynchronous connection logical transport (LE
ACL) that is used to transport the LL protocol signaling. The default LE ACL is
the one that is created whenever a device joins a piconet.

The Link Layer function uses the LL protocol to control the operation of devices
in the piconet and provide services to manage the lower architectural layers
(PHY and LL).
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Just as in BR/EDR, above the link layer the L2ZCAP layer provides a channel-
based abstraction to applications and services. It carries out fragmentation and
de-fragmentation of application data and multiplexing and de-multiplexing of
multiple channels over a shared logical link. L2ZCAP has a protocol control
channel that is carried over the primary ACL logical transport.

In addition to L2CAP, LE provides two additional protocol layers that reside on
top of L2CAP. The Security Manager protocol (SMP) uses a fixed L2CAP
channel to implement the security functions between devices. The other is the
Attribute protocol (ATT) that provides a method to communicate small amounts
of data over a fixed L2ZCAP channel. The Attribute protocol is also used by
devices to determine the services and capabilities of other devices. The
Attribute protocol may also be used over BR/EDR.

1.3 OVERVIEW OF AMP OPERATION

Alternate MAC/PHYs (AMP) are secondary Controllers in the Bluetooth core
system. The BR/EDR radio, the primary radio, is used to perform discovery,
association, connection establishment, and connection maintenance. Once an
L2CAP connection has been established between two devices over the BR/
EDR radio, the AMP Managers can discover the AMPs that are available on
the other device. When an AMP is common between the two devices, the Core
system provides mechanisms for moving data traffic from BR/EDR Controller
to an AMP Controller.

Each AMP consists of a Protocol Adaptation Layer (PAL) on top of a MAC and
PHY. The PAL is responsible for mapping the Bluetooth protocols and behavior
(as specified by HCI) to the specific protocols of the underlying MAC and PHY.

L2CAP channels may be created on, or moved to, an AMP. L2ZCAP channels
may also be moved back to the BR/EDR radio when those capabilities are not
necessary or when the AMP physical link has a link supervision timeout. A link
supervision timeout on an ACL link connecting two BR/EDR devices forces a
disconnection of all AMP physical links between those devices.

AMPs may be enabled or disabled as needed in order to minimize power
consumption in the system.
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1.4 NOMENCLATURE

Where the following terms appear in the specification they have the meaning

given in Table 1.1.

Active Slave Broadcast (ASB)

Ad Hoc Network

Advertiser

Advertising Event

AMP

AMP Controller

BD_ADDR

Beacon Train

Bluetooth

Bluetooth Baseband

Bluetooth Clock

Bluetooth Controller

Bluetooth Device

The Active Slave Broadcast logical transport that is
used to transport L2CAP user traffic to all active
devices in the piconet over the BR/EDR Controller. See
Section 3.5.4.4

A network typically created in a spontaneous manner.
An ad hoc network requires no formal infrastructure
and is limited in temporal and spatial extent.

A Bluetooth low energy device that broadcasts adver-
tising packets during advertising events on advertising
channels

A series of between one and three advertising packets
on different advertising channels sent by an advertiser.

Alternate Media Access Controller (MAC) and Physical
Layer (PHY) or Alternate MAC/PHY.

A term referring to AMP PHY, AMP MAC, Protocol
Adaptation Layer, and HCI layers.

The Bluetooth device Address, BD_ADDR, is used to
identify a Bluetooth device.

A pattern of reserved slots within a basic or adapted
piconet physical channel. Transmissions starting in
these slots are used to resynchronize parked devices.

Bluetooth is a wireless communication link, operating in
the unlicensed ISM band at 2.4 GHz using a frequency
hopping transceiver. It allows real-time AV and data
communications between Bluetooth Hosts. The link
protocol is based on time slots.

The part of the Bluetooth system that specifies or
implements the medium access and physical layer pro-
cedures to support the exchange of real-time voice,
data information streams, and ad hoc networking
between Bluetooth Devices.

A 28 bit clock internal to a BR/EDR Controller sub-sys-
tem that ticks every 312.5us. The value of this clock
defines the slot numbering and timing in the various
physical channels.

A generic term referring to a Primary Controller with or
without a Secondary Controller.

A device that is capable of short-range wireless com-
munications using the Bluetooth system.

Table 1.1: Nomenclature
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Bluetooth Device Address

BR/EDR

BR/EDR Controller

BR/EDR Piconet Physical Chan-
nel

BR/EDR/LE

C-plane

Channel

Connect (to service)

Connectable device

Connected devices

Connecting

Connection

Connection establishment

Connection Event

Connectionless Slave Broadcast
(CSB)

A 48 bit address used to identify each Bluetooth
device.

Bluetooth basic rate (BR) and enhanced data rate
(EDR).

A term referring to the Bluetooth Radio, Baseband, Link
Manager, and HCI layers.

A Channel that is divided into time slots in which each
slot is related to an RF hop frequency. Consecutive
hops normally correspond to different RF hop frequen-
cies and occur at a standard hop rate of 1600 hops/s.
These consecutive hops follow a pseudo-random hop-
ping sequence, hopping through a 79 RF channel set,
or optionally fewer channels when Adaptive Frequency
Hopping (AFH) is in use.

Bluetooth basic rate (BR), enhanced data rate (EDR)
and low energy (LE).

Control plane

Either a physical channel or an L2CAP channel,
depending on the context.

The establishment of a connection to a service. If not
already done, this also includes establishment of a
physical link, logical transport, logical link and L2CAP
channel.

A BR/EDR device in range that periodically listens on
its page scan physical channel and will respond to a
page on that channel. An LE device that is advertising
using a connectable advertising event.

Two BR/EDR devices and with a physical link between
them.

A phase in the communication between devices when
a connection between the devices is being established.
(Connecting phase follows after the link establishment
phase is completed.)

A connection between two peer applications or higher
layer protocols mapped onto an L2CAP channel.

A procedure for creating a connection mapped onto a
channel.

A series of one or more pairs of interleaving data pack-
ets sent between a master and a slave on the same
physical channel.

A feature that enables a master to broadcast informa-
tion to an unlimited number of slaves.

Table 1.1: Nomenclature
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Connectionless Slave Broadcast
Receiver

Connectionless Slave Broadcast
Transmitter

Controller

Coverage area

Creation of a secure connection

Creation of a trusted relationship

Device discovery

Discoverable device

Discoverable Mode

Discovery procedure

HCI

Host

Initiator

A Bluetooth device that receives broadcast information
from a Connectionless Slave Broadcast Transmitter.
The device is a slave of the piconet.

A Bluetooth device that sends Connectionless Slave
Broadcast messages for reception by one or more
Connectionless Slave Broadcast receivers. The device
is the master of the piconet.

A collective term referring to all of the layers below HCI.

The area where two Bluetooth devices can exchange
messages with acceptable quality and performance.

A procedure of establishing a connection, including
authentication and encryption.

A procedure where the remote device is marked as a
trusted device. This includes storing a common link key
for future authentication, or pairing, when a link key is
not available.

A procedure for retrieving the Bluetooth device
address, clock, class-of-device field and used page
scan mode from discoverable devices.

A BR/EDR device in range that periodically listens on
an inquiry scan physical channel and will respond to an
inquiry on that channel. An LE device in range that is
advertising with a connectable or scannable advertising
event with a discoverable flag set in the advertising
data. This device is in the discoverable mode.

A Bluetooth device that is performing inquiry scans in
BR/EDR or advertising with a discoverable or connect-
able advertising event with a discoverable flag set in
LE.

A Bluetooth device that is carrying out the inquiry pro-
cedure in BR/EDR or scanning for advertisers using a
discoverable or connectable advertising event with a
discoverable flag set in LE.

The Host Controller Interface (HCI) provides a com-
mand interface to the baseband controller and link
manager and access to hardware status and control
registers. This interface provides a uniform method of
accessing the Bluetooth baseband capabilities.

A logical entity defined as all of the layers below the
non-core profiles (e.g.Volume 3) and above the Host
Controller Interface (HCI). A Bluetooth Host attached to
a Bluetooth Controller may communicate with other
Bluetooth Hosts attached to their Controllers as well.

A Bluetooth low energy device that listens on advertis-
ing channels for connectable advertising events to form
connections.

Table 1.1: Nomenclature
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Inquiring device

Inquiry

Inquiry scan

Interoperability

Isochronous data

Known device

L2CAP
L2CAP Channel

L2CAP Channel establishment

LE
Link

Link establishment

Link key

LMP authentication

LMP pairing

Logical link

Logical transport

Name discovery

Packet

A BR/EDR device that is carrying out the inquiry proce-
dure. This device is performing the discovery proce-
dure.

A procedure where a Bluetooth device transmits inquiry
messages and listens for responses in order to dis-
cover the other Bluetooth devices that are within the
coverage area.

A procedure where a Bluetooth device listens for inquiry
messages received on its inquiry scan physical channel.

The ability of two or more systems or components to
exchange information and to use the information that
has been exchanged.

Information in a stream where each information entity
in the stream is bound by a time relationship to previ-
ous and successive entities.

A Bluetooth device for which at least the BD_ADDR is
stored.

Logical Link Control and Adaptation Protocol

A logical connection on L2CAP level between two devices
serving a single application or higher layer protocol.

A procedure for establishing a logical connection on
L2CAP level.

Bluetooth low energy (LE)
Shorthand for a logical link.

A procedure for establishing the default ACL link and
hierarchy of links and channels between devices.

A secret key that is known by two devices and is used
to authenticate the link.

An LMP level procedure for verifying the identity of a
remote device.

A procedure that authenticates two devices and cre-
ates a common link key that can be used as a basis for
a trusted relationship or a (single) secure connection.

The lowest architectural level used to offer independent
data transport services to clients of the Bluetooth system.

Shared acknowledgement protocol and link identifiers
between different logical links.

A procedure for retrieving the user-friendly name (the
Bluetooth device name) of a connectable device.

Format of aggregated bits that are transmitted on a
physical channel.

Table 1.1: Nomenclature
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Page The initial phase of the connection procedure where a
device transmits a train of page messages until a
response is received from the target device or a time-
out occurs.
Page scan A procedure where a device listens for page messages

Paging device

Paired device

Parked device

Passkey

Physical Link

Piconet

Piconet Master

Piconet Slave

PIN

PMP

Scanner

Scatternet

Physical Channel

Profile Broadcast Data (PBD)

received on its page scan physical channel.

A Bluetooth device that is carrying out the page proce-
dure.

A Bluetooth device for which a link key has been cre-
ated (either before connection establishment was
requested or during connecting phase).

A device operating in a basic mode piconet that is syn-
chronized to the master but has given up its default
ACL logical transport.

A 6-digit number used to authenticate connections
when Secure Simple Pairing is used.

Characterized by synchronized occupancy of a
sequence of RF carriers by one or more devices. A
number of physical channel types exist with character-
istics defined for their different purposes.

A Baseband or Link Layer level connection between
two devices.

A collection of devices occupying a shared physical
channel where one of the devices is the Piconet Master
and the remaining devices are connected to it.

The BR/EDR device in a piconet whose Bluetooth
Clock and Bluetooth Device Address are used to define
the piconet physical channel characteristics.

Any BR/EDR device in a piconet that is not the Piconet
Master, but is connected to the Piconet Master.

A user-friendly number that can be used to authenti-
cate connections to a device before pairing has taken
place.

A Participant in Multiple Piconets. A device that is con-
currently a member of more than one piconet, which it
achieves using time division multiplexing (TDM) to

interleave its activity on each piconet physical channel.

A logical link that carries data from a Connectionless
Slave Broadcast Transmitter to one or more
Connectionless Slave Broadcast Receivers.

A Bluetooth low energy device that listens for advertis-
ing events on the advertising channels.

Two or more piconets that include one or more devices
acting as PMPs.

Table 1.1: Nomenclature
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Service discovery

Service Layer Protocol

Silent device

Synchronization Scan Physical
Channel

Synchronization Train

The Parked Slave Broadcast
(PSB)

U-plane

Unknown device

Procedures for querying and browsing for services
offered by or through another Bluetooth device.

A protocol that uses an L2CAP channel for transporting
PDUs.

A Bluetooth enabled device appears as silent to a
remote device if it does not respond to inquiries made
by the remote device.

A physical channel that enables a slave device to
receive synchronization train packets from a master
device.

A series of packets transmitted on a set of fixed fre-
quencies that deliver sufficient information for a receiv-
ing device to start receiving corresponding
Connectionless Slave Broadcast packets or to recover
the current piconet clock after missing a Coarse Clock
Adjust.

The Parked Slave Broadcast logical transport that is
used for communications between the master and
parked devices. These communications may also be
received by active devices. See Section 3.5.4.5.

User plane

A Bluetooth device for which no information (Bluetooth
Device Address, link key or other) is stored.

Table 1.1: Nomenclature
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2 CORE SYSTEM ARCHITECTURE

The Bluetooth Core system consists of a Host, a Primary Controller and zero or
more Secondary Controllers. A minimal implementation of the Bluetooth BR/
EDR core system covers the four lowest layers and associated protocols
defined by the Bluetooth specification as well as one common service layer
protocol; the Service Discovery Protocol (SDP) and the overall profile
requirements are specified in the Generic Access Profile (GAP). The BR/EDR
Core system includes support of Alternate MAC/PHYs (AMPs) including an
AMP Manager Protocol and Protocol Adaptation Layers (PALs) supporting
externally referenced MAC/PHYs. A minimal implementation of a Bluetooth LE
only core system covers the four lowest layers and associated protocols
defined by the Bluetooth specification as well as two common service layer
protocols; the Security Manager (SM) and Attribute Protocol (ATT) and the
overall profile requirements are specified in the Generic Attribute Profile
(GATT) and Generic Access Profile (GAP). Implementations combining
Bluetooth BR/EDR and LE include both of the minimal implementations
described above.

A complete Bluetooth application requires a number of additional service and
higher layer protocols that are defined in the Bluetooth specification, but are
not described here. The core system architecture is shown in Figure 2.1.
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Figure 2.1: Bluetooth core system architecture

Figure 2.1 shows the Core blocks, each with its associated communication
protocol. Link Manager, Link Controller and BR/EDR Radio blocks comprise a
BR/EDR Controller. An AMP PAL, AMP MAC, and AMP PHY comprise an AMP
Controller. Link Manager, Link Controller and LE Radio blocks comprise an LE
Controller. L2ZCAP, SDP and GAP blocks comprise a BR/EDR Host. L2CAP,
SMP, Attribute protocol, GAP and Generic Attribute Profile (GATT) blocks
comprise an LE Host. A BR/IEDR/LE Host combines the set of blocks from
each respective Host. This is a common implementation involving a standard
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physical communication interface between the Controller and the Host.
Although this interface is optional the architecture is designed to allow for its
existence and characteristics. The Bluetooth specification enables
interoperability between independent Bluetooth systems by defining the
protocol messages exchanged between equivalent layers, and also
interoperability between independent Bluetooth subsystems by defining a
common interface between Bluetooth controllers and Bluetooth hosts.

A number of functional blocks and the path of services and data between them
are shown. The functional blocks shown in the diagram are informative; in
general the Bluetooth specification does not define the details of
implementations except where this is required for interoperability. Thus the
functional blocks in Figure 2.1 are shown in order to aid description of the
system behavior. An implementation may be different from the system shown
in Figure 2.1.

Standard interactions are defined for all inter-device operation, where
Bluetooth devices exchange protocol signaling according to the Bluetooth
specification. The Bluetooth core system protocols are the Radio (PHY)
protocol, Link Control (LC) and Link Manager (LM) protocol or Link Layer (LL)
protocol, AMP PAL, Logical Link Control and Adaptation protocol (L2CAP), and
AMP Manager Protocol, all of which are fully defined in subsequent parts of the
Bluetooth specification. In addition, the Service Discovery Protocol (SDP) and
the Attribute Protocol (ATT) are service layer protocols that may be required by
some Bluetooth applications.

The Bluetooth core system offers services through a number of service access
points that are shown in the diagram as ellipses. These services consist of the
basic primitives that control the Bluetooth core system. The services can be
split into three types. There are device control services that modify the
behavior and modes of a Bluetooth device, transport control services that
create, modify and release traffic bearers (channels and links), and data
services that are used to submit data for transmission over traffic bearers. It is
common to consider the first two as belonging to the C-plane and the last as
belonging to the U-plane.

A service interface to the Bluetooth Controller subsystem is defined such that
the Primary Controller may be considered a standard part. In this configuration
the Bluetooth Controller operates the lowest four layers. The Bluetooth Host
operates the L2CAP layer and other higher layers. The standard interface is
called the Host Controller Interface (HCI) and its service access points are
represented by the ellipses on the upper edge of the Bluetooth controller
subsystem in Figure 2.1. Implementation of this standard service interface is
optional.

As the Bluetooth architecture is defined with the possibility of separate host
and controller(s) communicating through one or more HCI transports, a
number of general assumptions are made. Bluetooth controllers are assumed
to have limited data buffering capabilities in comparison with the host.
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Therefore the L2CAP layer is expected to carry out some simple resource
management when submitting L2ZCAP PDUs to the controller for transport to a
peer device. This includes segmentation of L2ZCAP SDUs into more
manageable PDUs and then the fragmentation of PDUs into start and
continuation packets of a size suitable for the controller buffers, and
management of the use of controller buffers to ensure availability for channels
with Quality of Service (QoS) commitments.

The BR/EDR Baseband, LE Link Layer, and AMP MAC layers provides the
basic acknowledgement/repeat request (ARQ) protocol in Bluetooth. The
L2CAP layer can optionally provide a further error detection and retransmission
to the L2CAP PDUs. This feature is recommended for applications with
requirements for a low probability of undetected errors in the user data. A
further optional feature of L2CAP is a window-based flow control that can be
used to manage buffer allocation in the receiving device. Both of these optional
features augment the QoS performance in certain scenarios. Not all of the
L2CAP capabilities are available when using the LE system.

Although these assumptions may not be required for embedded Bluetooth
implementations that combine all layers in a single system, the general
architectural and QoS models are defined with these assumptions in mind, in
effect a lowest common denominator.

Automated conformance testing of implementations of the Bluetooth core
system is required. This is achieved by allowing the tester to control the
implementation through the PHY interface, and test interfaces such as Direct
Test Mode (DTM), Generic Test Methodology (GTM), Test Control Interface
(TCI), and test commands and events over HCI which are only required for
conformance testing.

The tester exchanges with the Implementation Under Test (IUT) through the
PHY interface to ensure the correct responses to requests from remote
devices. The tester controls the IUT through HCI, DTM, GTM, or TCI to cause
the IUT to originate exchanges through the PHY interface so that these can
also be verified as conformant.

The TCI uses a different command-set (service interface) for the testing of
each architectural layer and protocol. A subset of the HClI command-set is
used as the TCl service interface for each of the layers and protocols within the
BR/EDR Controller subsystem. A separate service interface is used for testing
the L2CAP layer and protocol. As an L2CAP service interface is not defined in
the Bluetooth core specification it is defined separately in the Test Control
Interface specification. Implementation of the L2ZCAP service interface is only
required for conformance testing.
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2.1 CORE ARCHITECTURAL BLOCKS

This section describes the function and responsibility of each of the blocks
shown in Figure 2.1. An implementation is not required to follow the
architecture described above, though every implementation shall conform to
the protocol specifications described in subsequent parts of the Bluetooth
specification, and shall implement the behavioral aspects of the system
outlined below and specified in subsequent parts of the Bluetooth specification.

2.1.1 Host Architectural Blocks

2.1.1.1 Channel Manager

The channel manager is responsible for creating, managing and closing
L2CAP channels for the transport of service protocols and application data
streams. The channel manager uses the L2CAP protocol to interact with a
channel manager on a remote (peer) device to create these L2CAP channels
and connect their endpoints to the appropriate entities. The channel manager
interacts with its local link manager or an AMP PAL to create new logical links
(if necessary) and to configure these links to provide the required quality of
service for the type of data being transported.

2.1.1.2 L2CAP Resource Manager

The L2CAP resource manager block is responsible for managing the ordering
of submission of PDU fragments to the baseband and some relative scheduling
between channels to ensure that L2ZCAP channels with QoS commitments are
not denied access to the physical channel due to Controller resource
exhaustion. This is required because the architectural model does not assume
that a Controller has limitless buffering, or that the HCl is a pipe of infinite
bandwidth.

L2CAP Resource Managers may also carry out traffic conformance policing to
ensure that applications are submitting LZCAP SDUs within the bounds of their
negotiated QoS settings. The general Bluetooth data transport model assumes
well-behaved applications, and does not define how an implementation is
expected to deal with this problem.

2.1.1.3 Security Manager Protocol

The Security Manager Protocol (SMP) is the peer-to-peer protocol used to
generate encryption keys and identity keys. The protocol operates over a
dedicated fixed L2CAP channel. The SMP block also manages storage of the
encryption keys and identity keys and is responsible for generating random
addresses and resolving random addresses to known device identities. The
SMP block interfaces directly with the controller to provide stored keys used for
encryption and authentication during the encryption or pairing procedures.
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This block is only used in LE systems. Similar functionality in the BR/EDR system
is contained in the Link Manager block in the Controller. SMP functionality is in the
Host on LE systems to reduce the implementation cost of the LE only controllers.

2.1.1.4 Attribute Protocol

The Attribute Protocol (ATT) block implements the peer-to-peer protocol
between an attribute server and an attribute client. The ATT client
communicates with an ATT server on a remote device over a dedicated fixed
L2CAP channel. The ATT client sends commands, requests, and confirmations
to the ATT server. The ATT server sends responses, notifications and
indications to the client. These ATT client commands and requests provide a
means to read and write values of attributes on a peer device with an ATT
server.

2.1.1.5 AMP Manager Protocol

The AMP manager is a layer that uses L2CAP to communicate with a peer
AMP Manager on a remote device. It also interfaces directly with the AMP PAL
for AMP control purposes. The AMP manager is responsible for discovering
remote AMP(s) and determining their availability. It also collects information
about remote AMP(s). This information is used to set up and manage AMP
physical links. The AMP manager uses a dedicated L2CAP signaling channel
to communicate with remote AMP manager(s).

2.1.1.6 Generic Attribute Profile

The Generic Attribute Profile (GATT) block represents the functionality of the
attribute server and, optionally, the attribute client. The profile describes the
hierarchy of services, characteristics and attributes used in the attribute server.
The block provides interfaces for discovering, reading, writing and indicating of
service characteristics and attributes. GATT is used on LE devices for LE
profile service discovery.

2.1.1.7 Generic Access Profile

The Generic Access Profile (GAP) block represents the base functionality
common to all Bluetooth devices such as modes and access procedures used
by the transports, protocols and application profiles. GAP services include
device discovery, connection modes, security, authentication, association
models and service discovery.

2.1.2 BR/EDR/LE Controller Architectural Blocks

In implementations where the BR/EDR and LE systems are combined, the
architectural blocks may be shared between systems or each system may
have their own instantiation of the block.
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2.1.2.1 Device Manager

The device manager is the functional block in the baseband that controls the
general behavior of the Bluetooth device. It is responsible for all operations of
the Bluetooth system that are not directly related to data transport, such as
inquiring for the presence of nearby Bluetooth devices, connecting to Bluetooth
devices, or making the local Bluetooth device discoverable or connectable by
other devices.

The device manager requests access to the transport medium from the
baseband resource controller in order to carry out its functions.

The device manager also controls local device behavior implied by a number of
the HCI commands, such as managing the device local name, any stored link
keys, and other functionality.

2.1.2.2 Link Manager

The link manager is responsible for the creation, modification and release of
logical links (and, if required, their associated logical transports), as well as the
update of parameters related to physical links between devices. The link
manager achieves this by communicating with the link manager in remote
Bluetooth devices using the Link Manager Protocol (LMP) in BR/EDR and the
Link Layer Protocol (LL) in LE.

The LM or LL protocol allows the creation of new logical links and logical
transports between devices when required, as well as the general control of
link and transport attributes such as the enabling of encryption on the logical
transport, the adapting of transmit power in BR/EDR on the physical link, or the
adjustment of QoS settings in BR/EDR for a logical link.

2.1.2.3 Baseband Resource Manager

The baseband resource manager is responsible for all access to the radio
medium. It has two main functions. At its heart is a scheduler that grants time
on the physical channels to all of the entities that have negotiated an access
contract. The other main function is to negotiate access contracts with these
entities. An access contract is effectively a commitment to deliver a certain
QoS that is required in order to provide a user application with an expected
performance.

The access contract and scheduling function must take account of any
behavior that requires use of the Primary Controller. This includes (for
example) the normal exchange of data between connected devices over logical
links, and logical transports, as well as the use of the radio medium to carry out
inquiries, make connections, be discoverable or connectable, or to take
readings from unused carriers during the use of adaptive frequency hopping
mode.
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In some cases in BR/EDR systems the scheduling of a logical link results in
changing a logical link to a different physical channel from the one that was
previously used. This may be (for example) due to involvement in scatternet, a
periodic inquiry function, or page scanning. When the physical channels are
not time slot aligned, then the resource manager also accounts for the
realignment time between slots on the original physical channel and slots on
the new physical channel. In some cases the slots will be naturally aligned due
to the same device clock being used as a reference for both physical channels.

2.1.2.4 Link Controller

The link controller is responsible for the encoding and decoding of Bluetooth
packets from the data payload and parameters related to the physical channel,
logical transport and logical link.

The link controller carries out the link control protocol signaling in BR/EDR and
link layer protocol in LE (in close conjunction with the scheduling function of the
resource manager), which is used to communicate flow control and
acknowledgement and retransmission request signals. The interpretation of
these signals is a characteristic of the logical transport associated with the
baseband packet. Interpretation and control of the link control signaling is
normally associated with the resource manager’s scheduler.

2.1.25 PHY

The PHY block is responsible for transmitting and receiving packets of
information on the physical channel. A control path between the baseband and
the PHY block allows the baseband block to control the timing and frequency
carrier of the PHY block. The PHY block transforms a stream of data to and
from the physical channel and the baseband into required formats.

2.1.3 AMP Controller architectural blocks

2.1.3.1 AMP HCI

The AMP HCl is the logical interface between an AMP Controller and Host
(L2CAP and AMP manager). HCI is an optional layer used when the Host and
AMP Controller(s) are physically separated. Support for AMPs requires
additional HCI commands and events. These new commands and events are
related to AMP physical and logical link management, QoS, as well as flow
control.

There is one logical instantiation of an HCI per AMP Controller, and another
logical instantiation for the BR/EDR Controller. The physical HCI transport layer
manages the multiplexing of several Controllers over the same physical
transport bus in cases where multiple Controllers exist in a single physical unit.
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2.1.3.2 AMP PAL

The AMP PAL is the AMP layer interfacing the AMP MAC with the Host
(L2CAP and AMP Manager). It translates commands from the Host into the
specific MAC service primitives and primitives into commands, and it translates
primitives from the AMP MAC into understandable event(s) for the Host. The
AMP PAL provides support for AMP channel management, data traffic
according to specified flow specifications, and power efficiency.

There is not a requirement that the AMP PAL has exclusive access to the AMP
itself. Implementers may choose to allow other protocols to be concurrent
clients of the AMP. Specific mechanisms for allowing other protocols to share
access to the AMP are outside the scope of this specification.

A generic PAL architecture is shown in Figure 2.2.

AMP HCI Interface
PAL * * * b
Physical Logical
PAL Manager Link Link Data
Manager
Manager Manager
Security B 60§ B
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i - A
MAC Interface (__Reservation >
| MAC/PHY |

Figure 2.2: Generic PAL architecture

Capabilities of the PAL and the underlying MAC/PHY are exchanged via the
AMP_Info and AMP_Assoc structures by the AMP Manager Protocol. The
AMP_Info contains generic capabilities of the PAL such as bandwidth
availability, maximum PDU size, PAL capabilities, length of the AMP_Assoc
and flush timeout information. The contents of the AMP_Assoc are dependent
on the PAL and are related to the underlying MAC/PHY.

2.1.3.3 AMP MAC

The AMP MAC is the MAC layer as defined in the IEEE 802 reference layer
model. It provides services such as addressing and mechanisms to control and
access channels. The AMP MAC is in between AMP PHY and AMP PAL layers.

2.1.3.4 AMP PHY
The AMP PHY is the AMP physical layer.
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3 DATA TRANSPORT ARCHITECTURE

The Bluetooth data transport system follows a layered architecture. This
description of the Bluetooth system describes the Bluetooth core transport
layers up to and including L2CAP channels. All Bluetooth operational modes
follow the same generic transport architecture, which is shown in Figure 3.1.

L2CAP
L2CAP Channels
Layer
] Logical Links
Logical
Layer Logical Transports
. Physical Links
Physical
Layer Physical Channel

Figure 3.1: Bluetooth generic data transport architecture

For efficiency and legacy reasons, the Bluetooth transport architecture
includes a sub-division of the logical layer, distinguishing between logical links
and logical transports. This sub-division provides a general (and commonly
understood) concept of a logical link that provides an independent transport
between two or more devices. The logical transport sub-layer is required to
describe the inter-dependence between some of the logical link types (mainly
for reasons of legacy behavior).

Prior to Version 1.2, the Bluetooth Core specification described the ACL and
SCO links as physical links. With the addition of Extended SCO (eSCO) and for
future expansion it is better to consider these as logical transport types, which
more accurately encapsulates their purpose. However, they are not as
independent as might be desired, due to their shared use of resources such as
the LT_ADDR and acknowledgement/repeat request (ARQ) scheme. Hence
the architecture is incapable of representing these logical transports with a
single transport layer. The additional logical transport layer goes some way
towards describing this behavior.
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3.1 CORE TRAFFIC BEARERS

The Bluetooth core system provides a number of standard traffic bearers for
the transport of service protocol and application data. These are shown in
Figure 3.2 below (for ease of representation this is shown with higher layers to
the left and lower layers to the right).

Application Bluetooth core
. ) . Logical
Traffic Types L2CAP Channels Logical Links Tran%ports
AMP Channel BR/EDR
Manager Manager AMP PAL Link
Protocol 9 Manager
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 (PronetBroadast ) Py

Figure 3.2: Bluetooth traffic bearers

The core traffic bearers that are available to applications are shown in Figure
3.2 as the shaded rounded rectangles. The architectural layers that are defined
to provide these services are described in Section 2. A number of data traffic
types are shown on the left of the diagram linked to the traffic bearers that are
typically suitable for transporting that type of data traffic.

The logical links are named using the names of the associated logical transport
and a suffix that indicates the type of data that is transported. (C for control
links carrying LMP or LL messages, U for L2ZCAP links carrying user data
(L2CAP PDUs) and S for stream links carrying unformatted synchronous or
isochronous data.) It is common for the suffix to be removed from the logical
link without introducing ambiguity, thus a reference to the default ACL logical
transport can be resolved to mean the ACL-C logical link in cases where the
LMP protocol is being discussed, the LE-C logical link in cases where LL
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protocol is being discussed, the AMP-C logical link in cases where a PAL
protocol is being discussed, or the ACL-U,LE-U, or AMP-U logical links when
the L2CAP layer is being discussed.

The mapping of application traffic types to Bluetooth core traffic bearers in
Figure 3.2 is based on matching the traffic characteristics with the bearer
characteristics. It is recommended to use these mappings as they provide the
most natural and efficient method of transporting the data with its given
characteristics.

However, an application (or an implementation of the Bluetooth core system)
may choose to use a different traffic bearer, or a different mapping to achieve a
similar result. For example, in a BR/EDR piconet with only one slave, the
master may choose to transport L2ZCAP broadcasts over the ACL-U logical link
rather than over the ASB-U or PSB-U logical links. This will probably be more
efficient in terms of bandwidth (if the physical channel quality is not too
degraded). Use of alternative transport paths to those in Figure 3.2 is only
acceptable if the characteristics of the application traffic type are preserved.

Figure 3.2 shows a number of application traffic types. These are used to
classify the types of data that may be submitted to the Bluetooth core system.
The original data traffic type may not be the same as the type that is submitted
to the Bluetooth core system if an intervening process modifies it. For example,
video data is generated at a constant rate but an intermediate coding process
may alter this to variable rate, e.g. by MPEG4 encoding. For the purposes of
the Bluetooth core system, only the characteristic of the submitted data is of
interest.

3.1.1 Framed Data Traffic

The L2CAP layer services provide a frame-oriented transport for asynchronous
and isochronous user data. The application submits data to this service in
variable-sized frames (up to a negotiated maximum for the channel) and these
frames are delivered in the same form to the corresponding application on the
remote device. There is no requirement for the application to insert additional
framing information into the data, although it may do so if this is required (such
framing is invisible to the Bluetooth core system).

Connection-oriented L2CAP channels may be created for transport of unicast
(point-to-point) data between two Bluetooth devices. Connection-oriented
channels provide a context within which specific properties may be applied to
data transported on the channel. For example, quality of service parameters or
flow and error control modes may be applied. Connection-oriented L2CAP
channels are created using the L2CAP connection procedure.

A connectionless BR/EDR L2CAP channel exists for broadcasting data or for
transport of unicast data. In the case of piconet topologies the master device is
always the source of broadcast data and the slave device(s) are the recipients.
Broadcast traffic on the connectionless L2CAP channel is uni-directional.
Unicast data sent on the connectionless L2ZCAP channels may be uni-
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directional or bi-directional. Unicast data sent on the L2ZCAP connectionless
channel provides an alternate mechanism to send data with the same level of
reliability as an L2CAP connection-oriented channel operating in Basic mode
but without the additional latency incurred by opening an L2CAP connection-
oriented channel. LE L2CAP connectionless channels are not supported.

BR/EDR L2CAP channels have an associated QoS setting that defines
constraints on the delivery of the frames of data. These QoS settings may be
used to indicate (for example) that the data is isochronous, and therefore has a
limited lifetime after which it becomes invalid, or that the data should be
delivered within a given time period, or that the data is reliable and should be
delivered without error, however long this takes.

Some L2CAP channels are fixed channels created when the ACL-U and/or LE-
U logical links are established. These fixed channels have fixed channel
identifiers and fixed configurations and do not permit negotiation of the
configuration after they are created. These fixed channels are used for BR/
EDR and LE L2CAP signaling (ACL-U or LE-U), connectionless channel (ACL-
U), AMP manager protocol (ACL-U), Security Manager Protocol (LE-U),
Attribute Protocol (ACL-U or LE-U) and AMP Test Manager (ACL-U).

The L2CAP channel manager is responsible for arranging to transport the
L2CAP channel data frames on an appropriate baseband logical link, possibly
multiplexing this onto the baseband logical link with other L2ZCAP channels with
similar characteristics.

3.1.2 Unframed Data Traffic

If the application does not require delivery of data in frames, possibly because
it includes in-stream framing, or because the data is a pure stream, then it may
avoid the use of L2CAP channels and make direct use of a baseband logical
link.

The Bluetooth core system supports the direct transport of application data that
is isochronous and of a constant rate (either bit-rate, or frame-rate for pre-
framed data), using a SCO-S or eSCO-S logical link. These logical links
reserve physical channel bandwidth and provide a constant rate transport
locked to the piconet clock. Data is transported in fixed size packets at fixed
intervals with both of these parameters negotiated during channel
establishment. eSCO links provide a greater choice of bit-rates and also
provide greater reliability by using limited retransmission in case of error.
Enhanced Data Rate operation is supported for eSCO, but not for SCO logical
transports. SCO and eSCO logical transports do not support multiplexed
logical links or any further layering within the Bluetooth core. An application
may choose to layer a number of streams within the submitted SCO/eSCO
stream, provided that the submitted stream is, or has the appearance of being,
a constant rate stream.

The Bluetooth core system also supports the direct transport of application
data using a Profile Broadcast Data (PBD) logical link. This logical link is similar
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to SCO-S and eSCO-S since it reserves physical channel bandwidth, provides
a constant rate transport locked to the piconet clock, and transports data at
fixed intervals. It does not support multiplexed logical links or any further
layering within the Bluetooth core but, unlike SCO-S and eSCO-S, it supports
broadcasting data from a single transmitter to many receivers.

The application chooses the most appropriate type of logical link from those
available at the baseband, and creates and configures it to transport the data
stream, and releases it when completed. (The application will normally also
use a framed L2CAP unicast channel to transport its C-plane information to the
peer application on the remote device.)

If the application data is isochronous and of a variable rate, then this may only
be carried by the L2ZCAP unicast channel, and hence will be treated as framed
data.

Unframed data traffic is not supported in the LE system.
3.1.3 Reliability of traffic bearers

3.1.3.1 BR/EDR Reliability

Bluetooth is a wireless communications system. In poor RF environments, this
system should be considered inherently unreliable. To counteract this the
system provides levels of protection at each layer. The baseband packet
header uses forward error correcting (FEC) coding to allow error correction by
the receiver and a header error check (HEC) to detect errors remaining after
correction. Certain Baseband packet types include FEC for the payload.
Furthermore, some Baseband packet types include a cyclic redundancy error
check (CRC).

On ACL logical transports the results of the error detection algorithm are used
to drive a simple ARQ protocol. This provides an enhanced reliability by re-
transmitting packets that do not pass the receiver’s error checking algorithm. It
is possible to modify this scheme to support latency-sensitive packets by
discarding an unsuccessfully transmitted packet at the transmitter if the
packet’s useful life has expired. eSCO links use a modified version of this
scheme to improve reliability by allowing a limited number of retransmissions.

The resulting reliability gained by this ARQ scheme is only as dependable as
the ability of the HEC and CRC codes to detect errors. In most cases this is
sufficient, however it has been shown that for the longer packet types the
probability of an undetected error is too high to support typical applications,
especially those with a large amount of data being transferred.

The L2CAP layer provides an additional level of error control that is designed
to detect the occasional undetected errors in the baseband layer and request
retransmission of the affected data. This provides the level of reliability required
by typical Bluetooth applications.
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Broadcast links have no feedback route, and are unable to use the ARQ
scheme (although the receiver is still able to detect errors in received packets).
Instead each packet is transmitted several times in the hope that the receiver is
able to receive at least one of the copies successfully. Despite this approach
there are still no guarantees of successful receipt, and so these links are
considered unreliable.

In summary, if a link or channel is characterized as reliable this means that the
receiver is capable of detecting errors in received packets and requesting re-
transmission until the errors are removed. Due to the error detection system
used some residual (undetected) errors may still remain in the received data.
For L2CAP channels the level of these is comparable to other communication
systems, although for logical links the residual error level is somewhat higher.

The transmitter may remove packets from the transmit queue such that the
receiver does not receive all the packets in the sequence. If this happens
detection of the missing packets is delegated to the L2CAP layer.

On an unreliable link the receiver is capable of detecting errors in received
packets but cannot request retransmission. The packets passed on by the
receiver may be without error, but there is no guarantee that all packets in the
sequence are received. Hence the link is considered fundamentally unreliable.
There are limited uses for such links, and these uses are normally dependent
on the continuous repetition of data from the higher layers while it is valid.

Stream links have a reliability characteristic somewhere between a reliable and
an unreliable link, depending on the current operating conditions.

3.1.3.2 LE reliability

Like BR/EDR, in poor RF environments, the LE system should be considered
inherently unreliable. To counteract this, the system provides levels of
protection at each layer. The LL packet uses a 24-bit cyclic redundancy error
check (CRC) to cover the contents of the packet payload. If the CRC
verification fails on the packet payload, the packet is not acknowledged by the
receiver and the packet gets retransmitted by the sender.

Broadcast links have no feedback route, and are unable to use the
acknowledgement scheme (although the receiver is still able to detect errors in
received packets). Instead, each packet is transmitted several times to
increase the probability that the receiver is able to receive at least one of the
copies successfully. Despite this approach there are still no guarantees of
successful receipt, and so these links are considered unreliable.

In summary, if a link or channel is characterized as reliable this means that the
receiver is capable of detecting errors in received packets and requesting re-
transmission until the errors are removed.
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The transmitter may remove packets from the transmit queue such that the
receiver does not receive all the packets in the sequence. If this happens
detection of the missing packets is delegated to the L2CAP layer.

On an unreliable link the receiver is capable of detecting errors in received
packets but cannot request retransmission. The packets passed on by the
receiver may be without error, but there is no guarantee that all packets in the
sequence are received. Hence the link is considered fundamentally unreliable.
There are limited uses for such links, and these uses are normally dependent
on the continuous repetition of data from the higher layers while it is valid.

3.1.3.3 AMP Reliability

The reliability of each AMP depends on the underlying MAC/PHY technology.
Some AMPs only flush user traffic when marked as flushable whereas other
AMPs can flush user traffic.

The Bluetooth Core maintains a level of reliability for protocols and profiles
above the Core by mandating the use of Enhanced Retransmission Mode or
Streaming Mode for any L2CAP channel used over the AMP.
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3.2 TRANSPORT ARCHITECTURE ENTITIES

The Bluetooth transport architecture entities are shown in Figure 3.3 and are
described from the lowest layer upwards in the subsequent sections.
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Figure 3.3: Overview of transport architecture entities and hierarchy

The BR/EDR Physical Transport encapsulates the BR/EDR Physical Channels.
The LE Physical Transport encapsulates the LE Physical Channels.
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3.2.1 BR/EDR Generic Packet Structure

The general packet structure nearly reflects the architectural layers found in the
Bluetooth BR/EDR system. The BR/EDR packet structure is designed for
optimal use in normal operation. It is shown in Figure 3.4.
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Carries the logical transport \

identifier
| EDR Physical layer mode
\ \ change Carries the logical link
identifier
Payload
|

Payload Header Payload MIC | CRC

1
Channel Access Code Packet Header | Sync
! (EDR Only) !

|
Carries the link control

LC protocol

Carries LMP messages, L2CAP signals,
L2CAP frames or other user data
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Figure 3.4: BR/EDR packet structure

Packets normally only include the fields that are necessary to represent the
layers required by the transaction. Thus a simple inquiry request over an
inquiry scan physical channel does not create or require a logical link or higher
layer and therefore consists only of the channel access code (associated with
the physical channel).

All packets include the channel access code. This is used to identify
communications on a particular physical channel, and to exclude or ignore
packets on a different physical channel that happens to be using the same RF
carrier in physical proximity.

There is no direct field within the BR/EDR packet structure that represents or
contains information relating to physical links. This information is implied by the
combination of the logical transport address (LT_ADDR) carried in the packet
header and the channel access code (CAC).

Most BR/EDR packets include a packet header. The packet header is always
present in packets transmitted on physical channels that support physical links,
logical transports and logical links. The packet header carries the LT_ADDR,
which is used by each receiving device to determine if the packet is addressed
to the device and is used to route the packet internally.

The BR/EDR packet header also carries part of the link control (LC) protocol
that is operated per logical transport (except for ACL and SCO transports that
operate a shared LC protocol carried on either logical transport).
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The Enhanced Data Rate (EDR) packets have a guard time and
synchronization sequence before the payload. This is a field used for physical
layer change of modulation scheme.

The payload header is present in all packets on logical transports that support
multiple logical links. The payload header includes a logical link identifier field
used for routing the payload, and a field indicating the length of the payload
body. Some packet types also include a CRC at the end of the packet payload
that is used to detect most errors in received packets. When AES-CCM
encryption is enabled, ACL packets include a Message Integrity Check (MIC)
just prior to the CRC field.

EDR packets have a trailer after the CRC.

The packet payload body is used to transport the user data. The interpretation
of this data is dependent on the logical transport and logical link identifiers. For
ACL logical transports Link Manager Protocol (LMP) messages and L2CAP
signals are transported in the packet payload body, along with general user
data from applications.

For SCO, eSCO, and CSB logical transports the payload body contains the
user data for the logical link.

3.2.2 LE Generic Packet Structure

The general structure of the link layer air interface packet closely reflects the
architectural layers found in the LE system. The LE packet structure is
designed for optimal use in normal operation. It is shown in Figure 3.5.

Layer Information

Carries physical link

access code . .
Carries the logical transport

| and logical link identifiers

1
Preamble Access Address PDU Header PDU Payload CRC
I | |
Carries L2CAP signals, L2CAP
frames or other user data
Protocols Carries the Link Layer Protocol
Figure 3.5: LE packet structure
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The physical channel identifier is not contained in the link layer air interface
packet. The physical channel identifiers are either fixed or are determined at
connection setup. All LE packets include the Access Address. This is used to
identify communications on a physical link, and to exclude or ignore packets on
different physical links that are using the same PHY channels in physical
proximity. The Access Address determines whether the packet is directed to
the advertising physical link or to an active physical link to a device. All LE
advertising physical links use a fixed Access Address. LE active physical links
use a randomly generated 32-bit value as their Access Address. This provides
an high number of active devices that can be addressed in an LE piconet.

All LE packets include a PDU header. The PDU header determines the type of
advertisement broadcast or logical link carried over the physical channel.

For advertising channel PDUs, the PDU header contains the type of
advertisement payload, the device address type for addresses contained in the
advertisement and advertising channel PDU payload length. Most advertising
channel PDU payloads contain the advertiser's address and advertising data.
One advertising channel PDU payload only contains the advertiser's device
address and the initiator's device address in which the advertisement is
directed. Advertising channel PDUs with scan requests payloads contain the
scanner's device address and the advertiser's device address. Advertising
channel PDUs with scan responses contain advertiser's device address and
the scan response data. Advertising channel PDUs with connection request
payloads contain the initiator's device address, advertiser's device address and
connection setup parameters.

For data channel PDUs, the PDU header contains the Logical Link Identifier
(LLID), the Next Expected Sequence Number (NESN), Sequence Number
(SN), More Data (MD) and payload length. For data channel PDUs that contain
control commands, the data channel PDU payload contains a command
opcode and control data that is specific to the command. There is an optional
Message Integrity Check (MIC) value that is used to authenticate the data
PDU. For data channel PDUs that are data, the data channel PDU payload
contains L2CAP data.
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3.3 PHYSICAL CHANNELS

The lowest architectural layer in the Bluetooth system is the physical channel.
A number of types of physical channel are defined. All Bluetooth physical
channels are characterized by a PHY frequency combined with temporal
parameters and restricted by spatial considerations. For the basic and adapted
piconet physical channels frequency hopping is used to change frequency
periodically to reduce the effects of interference and for regulatory reasons.

The Bluetooth BR/EDR system and LE system differ slightly in the way they
use physical channels.

3.3.1 BR/EDR Physical Channels

In the BR/EDR core system, peer devices use a shared physical channel for
communication. To achieve this their transceivers need to be tuned to the same
PHY frequency at the same time, and they need to be within a nominal range
of each other.

Given that the number of RF carriers is limited and that many Bluetooth
devices may be operating independently within the same spatial and temporal
area there is a strong likelihood of two independent Bluetooth devices having
their transceivers tuned to the same RF carrier, resulting in a physical channel
collision. To mitigate the unwanted effects of this collision each transmission on
a physical channel starts with an access code that is used as a correlation
code by devices tuned to the physical channel. This channel access code is a
property of the physical channel. The access code is present at the start of
every transmitted packet.

Four BR/EDR channels are defined. Each is optimized and used for a different
purpose. Two of these physical channels (the basic piconet channel and
adapted piconet channel) are used for communication between connected
devices and are associated with a specific piconet. The remaining BR/EDR
physical channels are used for discovering Bluetooth devices and for
connecting Bluetooth devices. In BR/EDR this is accomplished through the use
of inquiry scan and page scan channels respectively.

A Bluetooth device can only use one BR/EDR physical channel at any given
time. In order to support multiple concurrent operations the device uses time-
division multiplexing between the channels. In this way a Bluetooth device can
appear to operate simultaneously in several piconets, as well as being
discoverable and connectable.

Whenever a Bluetooth device is synchronized to the timing, frequency and
access code of a physical channel it is said to be ‘connected’ to this channel
(whether or not it is actively involved in communications over the channel). The
Bluetooth specification assumes that a device is only capable of connecting to
one physical channel at any time. Advanced devices may be capable of
connecting simultaneously to more than one physical channel, but the
specification does not assume that this is possible.
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3.3.1.1 Basic Piconet Channel

3.3.1.1.1_Overview

The basic piconet channel is used for communication between connected
devices during normal operation.

3.3.1.1.2 Characteristics

The basic piconet channel is characterized by a pseudo-random sequence
hopping through the PHY channels. The hopping sequence is unique for the
piconet and is determined by the Bluetooth device address of the master. The
phase in the hopping sequence is determined by the Bluetooth clock of the
master. All Bluetooth devices participating in the piconet are time- and hop-
synchronized to the channel.

The channel is divided into time slots where each slot corresponds to an PHY
hop frequency. Consecutive hops correspond to different PHY hop frequencies.
The time slots are numbered according to the Bluetooth clock of the piconet
master. Packets are transmitted by Bluetooth devices participating in the piconet
aligned to start at a slot boundary. Each packet starts with the channel access
code, which is derived from the Bluetooth device address of the piconet master.

On the basic piconet channel the master controls access to the channel. The
master starts its transmission in even-numbered time slots only. Packets
transmitted by the master are aligned with the slot start and define the piconet
timing. Packets transmitted by the master may occupy up to five time slots
depending on the packet type.

Each master transmission is a packet carrying information on one of the logical
transports. Slave devices may transmit on the physical channel in response.
The characteristics of the response are defined by the logical transport that is
addressed.

For example, on the asynchronous connection-oriented logical transport (ACL),
the addressed slave device responds by transmitting a packet containing
information for the same logical transport that is nominally aligned with the next
(odd-numbered) slot start. Such a packet may occupy up to five time slots,
depending on the packet type. On a broadcast logical transport no slaves are
allowed to respond.

A special characteristic of the basic piconet physical channel is the use of
some reserved slots to transmit a beacon train. The beacon train is only used if
the piconet physical channel has parked slaves connected to it. In this situation
the master transmits a packet in the reserved beacon train slots (these packets
are used by the slave to resynchronize to the piconet physical channel). The
master may transmit packets from any logical transport onto these slots,
providing there is a transmission starting in each of the slots. In the case where
there is information from the parked slave broadcast (PSB) logical transport to
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be transmitted then this is transmitted in the beacon train slots and takes
priority over any other logical transport.

3.3.1.1.3 Topology

A basic piconet channel may be shared by any number of Bluetooth devices,
limited only by the resources available on the piconet master device. Only one
device is the piconet master, all others being piconet slaves. All communication
is between the master and slave devices. There is no direct communication
between slave devices on the piconet channel.

There is, however, a limitation on the number of logical transports that can be
supported within a piconet. This means that although there is no theoretical
limit to the number of Bluetooth devices that share a channel there is a limit to
the number of these devices that can be actively involved in exchanging data
with the master.

3.3.1.1.4 Supported layers

The basic piconet channel supports a number of physical links, logical
transports, logical links and L2ZCAP channels used for general purpose
communications.

3.3.1.2 Adapted Piconet Channel

3.3.1.2.1_Overview

The adapted piconet channel differs from the basic piconet channel in two
ways. First, the frequency on which a slave transmits is the same as the
frequency used by its master in the preceding transmission. In other words the
frequency is not recomputed between master and subsequent slave packets.
Second, the adapted piconet channel may be based on fewer than the full 79
frequencies. A number of frequencies may be excluded from the hopping
pattern by being marked as “unused”. The remainder of the 79 frequencies are
included. The two sequences are the same except that whenever the basic
pseudo-random hopping sequence selects an unused frequency, it is replaced
with an alternative chosen from the used set.

Because the adapted piconet channel uses the same timing and access code
as the basic piconet channel, the two channels are often coincident. This
provides a deliberate benefit as it allows slaves in either the basic piconet
channel or the adapted piconet channel to adjust their synchronization to the
master.

The topology and supported layers of the adapted piconet physical channel are
identical to the basic piconet physical channel with one exception: on the
adapted piconet physical channel, it is possible for a single master to transmit
data to an unlimited number of slaves using a single CSB logical transport. In
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this case, however, data is only transferred from master to slave and not from
slave to master.

3.3.1.3 Inquiry scan channel

3.3.1.3.1 Overview

In order for a device to be discovered, an inquiry scan channel is used. A
discoverable device listens for inquiry requests on its inquiry scan channel and
then sends a response to that request. In order for a device to discover other
devices, it iterates (hops) through all possible inquiry scan channel frequencies
in a pseudo-random fashion, sending an inquiry request on each frequency
and listening for any response.

3.3.1.3.2 Characteristics

Inquiry scan channels follow a slower hopping pattern and use an access code
to distinguish between occasional occupancy of the same radio frequency by
two co-located devices using different physical channels.

The access code used on the inquiry scan channel is taken from a reserved set
of inquiry access codes that are shared by all Bluetooth devices. One access
code is used for general inquiries, and a number of additional access codes
are reserved for limited inquiries. Each device has access to a number of
different inquiry scan channels. As all of these channels share an identical
hopping pattern, a device may concurrently occupy more than one inquiry scan
channel if it is capable of concurrently correlating more than one access code.

A device using one of its inquiry scan channels remains passive on that
channel until it receives an inquiry message on this channel from another
Bluetooth device. This is identified by the appropriate inquiry access code. The
inquiry scanning device will then follow the inquiry response procedure to
return a response to the inquiring device.

In order for a device to discover other Bluetooth devices it uses the inquiry
scan channel to send inquiry requests. As it has no prior knowledge of the
devices to discover, it cannot know the exact characteristics of the inquiry scan
channel.

The device takes advantage of the fact that inquiry scan channels have a
reduced number of hop frequencies and a slower rate of hopping. The inquiring
device transmits inquiry requests on each of the inquiry scan hop frequencies
and listens for an inquiry response. Transmissions are done at a faster rate,
allowing the inquiring device to cover all inquiry scan frequencies in a
reasonably short time period.
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3.3.1.3.3 Topology

Inquiring and discoverable devices use a simple exchange of packets to fulfill
the inquiring function. The topology formed during this transaction is a simple
and transient point-to-point connection.

3.3.1.3.4 Supported Layers

During the exchange of packets between an inquiring and discoverable device
it may be considered that a temporary physical link exists between these
devices. However, the concept is quite irrelevant as it has no physical
representation but is only implied by the brief transaction between the devices.
No further architectural layers are considered to be supported.

3.3.1.4 Page Scan Channel

3.3.1.4.1_ Overview

A connectable device (one that is prepared to accept connections) does so
using a page scan channel. A connectable device listens for a page request on
its page scan channel and, once received, enters into a sequence of
exchanges with this device. In order for a device to connect to another device,
it iterates (hops) through all page scan channel frequencies in a pseudo-
random fashion, sending a page request on each frequency and listening for a
response.

3.3.1.4.2 Characteristics

The page scan channel uses an access code derived from the scanning
device’s Bluetooth device address to identify communications on the channel.
The page scan channel uses a slower hopping rate than the hop rate of the
basic and adapted piconet channels. The hop selection algorithm uses the
Bluetooth device clock of the scanning device as an input.

A device using its page scan channel remains passive until it receives a page
request from another Bluetooth device. This is identified by the page scan
channel access code. The two devices will then follow the page procedure to
form a connection. Following a successful conclusion of the page procedure
both devices switch to the basic piconet channel that is characterized by
having the paging device as master.

In order for a device to connect to another Bluetooth device it uses the page
scan channel of the target device in order to send page requests. If the paging
device does not know the phase of the target device’s page scan channel it
therefore does not know the current hop frequency of the target device. The
paging device transmits page requests on each of the page scan hop
frequencies and listens for a page response. This is done at a faster hop rate,
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allowing the paging device to cover all page scan frequencies in a reasonably
short time period.

The paging device may have some knowledge of the target device’s Bluetooth
clock (indicated during a previous inquiry transaction between the two devices,
or as a result of a previous involvement in a piconet with the device), in this
case it is able to predict the phase of the target device’s page scan channel. It
may use this information to optimize the synchronization of the paging and
page scanning process and speed up the formation of the connection.

3.3.1.4.3 Topology

Paging and connectable devices use a simple exchange of packets to fulfill the
paging function. The topology formed during this transaction is a simple and
transient point-to-point connection.

3.3.1.4.4 Supported Layers

During the exchange of packets between a paging and connectable device it
may be considered that a temporary physical link exists between these
devices. However, the concept is quite irrelevant as it has no physical
representation but is only implied by the brief transaction between the devices.
No further architectural layers are considered to be supported.

3.3.1.5 Synchronization Scan Channel

3.3.1.5.1 _Overview

In order to receive packets sent on the CSB logical transport, a device must
first obtain information about the timing and frequency channels of those
packets. If a device misses a Coarse Clock Adjustment notification, it needs to
recover the current piconet clock. The synchronization scan channel is
provided for these purposes. A scanning device listens for synchronization
train packets on the synchronization scan channel. Once a synchronization
train packet is received, the device may stop listening for synchronization train
packets because it has the timing and frequency information necessary to start
receiving packets sent on the CSB logical transport or to recover the piconet
clock.

3.3.1.5.2 Characteristics

The synchronization scan channel uses an access code derived from the
Bluetooth device address of the synchronization train transmitter to identify
synchronization train packets on the channel. Once a synchronization train
packet is received, the scanning BR/EDR controller may start receiving packets
sent on the CSB logical transport, depending on the needs of the Host and any
applicable profile(s).
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3.3.1.5.3 Topology

The topology formed during this scan is transient and point-to-multipoint. There
can be an unlimited number of scanning devices simultaneously receiving
synchronization train packets from the same synchronization train transmitter.

3.3.1.5.4 Supported Layers

There is a one-way flow of packets from the synchronization train transmitting
device to the scanning device(s). This may be considered a temporary physical
link that exists only until the scanning device receives the required information.
No further architectural layers are considered to be supported.

3.3.2 LE Physical Channels

In the LE core system, two Bluetooth devices use a shared physical channel

for communication. To achieve this, their transceivers need to be tuned to the
same PHY frequency at the same time, and they need to be within a nominal
range of each other.

Given that the number of PHY channels is limited, and many Bluetooth devices
can be operating independently within the same spatial and temporal area,
there is a strong likelihood of two pairs of independent Bluetooth devices
having their transceivers tuned to the same PHY channel, resulting in a
physical channel collision. Unlike BR/EDR where an access code is used to
identify the piconet, LE uses a randomly generated Access Address to identify
a physical link between devices. In the event that two devices happen to share
the same PHY channel in the same area, the targeted device Access Address
is used as a correlator to determine to which device the communication is
directed.

Two LE physical channels are defined. Each is optimized and used for a
different purpose. The LE piconet channel is used for communication between
connected devices and is associated with a specific piconet. The LE
advertisement broadcast channel is used for broadcasting advertisements to
LE devices. These advertisements can be used to discover, connect or send
user data to scanner or initiator devices.

An LE device can only use one of these LE physical channels at any given
time. In order to support multiple concurrent operations the device uses time-
division multiplexing between the channels. In this way a Bluetooth device can
appear to support connected devices while simultaneously sending advertising
broadcasts.

Whenever an LE device is synchronized to the timing and frequency of the
physical channel it is said to be connected to this channel (whether or not it is
actively involved in communications over the channel). The Bluetooth
specification assumes that a device is only capable of connecting to one
physical channel at a time. Advanced devices may be capable of connecting
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simultaneously to more than one physical channel, but the specification does
not make this assumption.

3.3.2.1 LE piconet channel

3.3.2.1.1 Overview

The LE piconet channel is used for communication between connected LE
devices during normal operation.

3.3.2.1.2 Characteristics

The LE piconet channel is characterized by a pseudo-random sequence of
PHY channels and by three additional parameters provided by the master. The
first is the channel map that indicates the set of PHY channels used in the
piconet. The second is a pseudo random number used as an index into the
complete set of PHY channels. The third is the timing of the first data packet
sent by the master after the connection request.

The channel is divided into connection events where each connection event
corresponds to a PHY hop channel. Consecutive connection events
correspond to different PHY hop channels. The first packet sent by the master
after the connection establishment sets an anchor point for the timing of all
future connection events. In a connection event the master transmits packets
to a slave in the piconet and the slave may or may not respond with a packet of
its own.

On the LE piconet channel the master controls access to the channel. The
master starts its transmission in a connection event that occurs at regular
intervals. Packets transmitted by the master are aligned with the connection
event start and define the piconet timing. Packets sent by the master may vary
in length from 10 to 265 octets.

Each master transmission contains a packet carrying information on one of the
logical transports. Slave devices can transmit on the physical channel in
response. The characteristics of the response are defined by the logical
transport that is addressed.

The LE piconet channel is similar to the BR/EDR adapted piconet channel in
that the set of PHY channels used can be modified to avoid interference. The
set of used channels in the channel map is established by the master during
connection setup. While in a connection the master can change the channel
map when necessary to avoid new interferers.

There are 37 LE piconet channels. The master can reduce this number through
the channel map indicating the used channels. When the hopping pattern hits
an unused channel the unused channel is replaced with an alternate from the
set of used channels.

Data Transport Architecture 02 December 2014
Bluetooth SIG Proprietary



BLUETOOTH SPECIFICATION Version 4.2 [Vol 1, Part A] page 54

Architecture ea BlU et 0 Ot h@
3.3.2.1.3 Topology

An LE piconet channel can be shared by any number of LE devices, limited
only by the resources available on the piconet master device. Only one device
is the piconet master; all others being piconet slaves. All communication is
between the master and slave devices. There is no direct communication
between slave devices on the piconet channel.

There is virtually no limit on the number of logical transports that can be
supported within a piconet. This means that there is no theoretical limit to the
number of Bluetooth devices that share a channel with the master.

An LE device is permitted to belong to one or more piconets at a time, that is,
an LE device may be a slave in zero or more piconets and may also be a
master of another piconet.

Only one LE piconet channel can exist between two LE device identities or
non-resolvable private addresses.

3.3.2.1.4 Supported layers

The LE piconet channel supports L2CAP channels used for general purpose
communications.

3.3.2.2 Advertisement broadcast channel

3.3.2.2.1_Overview

The LE advertising channel is used to set up connections between two devices
or to communicate broadcast information between unconnected devices.

3.3.2.2.2 Characteristics

The LE advertisement broadcast channel is a set of three fixed PHY channels
spread evenly across the LE frequency spectrum. The number of advertising
PHY channels can be reduced by the advertising device in order to reduce
interference. All advertising packets use a fixed Access Address.

The channel is divided into advertising events where each advertising event
can hop on all three advertising PHY channels. Consecutive advertising events
begin on the first advertising PHY channel. The advertising events occur at
regular intervals which are slightly modified with a random delay to aid in
interference avoidance.

On the LE advertising broadcast channel the advertising device controls
access to the channel. The advertising device starts its transmission in an
advertising event and transmits advertising packets on one or more of the three
advertising PHY channels. Each advertising packet is sent on a different
advertising PHY channel at a fixed interval. Four types of advertising events
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can be used, with each advertising event type having different sized
advertising packets. These advertising packets can vary in length from 16 to 47
octets.

Some advertising events sent by the advertising device permit the listening
device to concurrently send scan requests or connection requests packets on
the same advertising PHY channel in which the advertising packet was
received. The advertising device can send a scan response packet again on
the same advertising PHY channel within the same advertising event. The
scan response packet can vary in length from 16 to 47 octets.

3.3.2.2.3 Topology

An LE advertising channel can be shared by any number of LE devices. Any
number of LE devices can transmit advertising packets while sharing the same
three advertising PHY channels. Any number of scanning devices can listen on
the advertising channel. An advertising device can advertise and be connected
on an LE piconet channel simultaneously. Scanning devices may also be
connected to one or more LE piconet channels simultaneously.

3.3.3 AMP physical channel

3.3.3.1 Overview

An AMP physical channel is used for communication between connected
devices during normal operation. It is used in parallel with an adapted piconet
channel between the associated BR/EDR Controllers.

3.3.3.2 Characteristics

The AMP physical channel characteristics depend on the referenced MAC and
PHY. See Volume 5 for the referenced MAC and PHY for each PAL.

3.3.3.3 Topology

An AMP physical channel may be shared by any number of Bluetooth devices,
limited only by the resources available on the piconet BR/IEDR master device
and the number of LT_ADDRs available. Roles within the AMP physical
channel are not used. All communication is between the BR/EDR piconet
master and a single BR/EDR piconet slave. There is no direct communication
between BR/EDR piconet slave devices over the AMP physical channel.

Although there is no theoretical limit to the number of Bluetooth devices that
can share an AMP physical channel, similar to the basic and adapted piconet
channels, there is a limit to the number of these devices that can be actively
involved in exchanging data with the master.
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3.3.3.4 Supported Layers

The AMP physical channel supports a number of physical links, logical
transports, logical links and L2ZCAP channels used for general purpose
communications.

3.4 PHYSICAL LINKS

A physical link represents a baseband connection between Bluetooth devices.
A physical link is always associated with exactly one physical channel
(although a physical channel may support more than one physical link). Within
the Bluetooth system a physical link is a virtual concept that has no direct
representation within the structure of a transmitted packet.

In BR/EDR the access code packet field, together with the clock and address
of the master Bluetooth device, is used to identify a physical channel. In LE the
access address, hop index, and channel map are used to identify a physical
channel. For BR/EDR and LE, there is no subsequent part of the packet that
directly identifies the physical link. Instead the physical link may be identified by
association with the logical transport, as each logical transport is only received
on one physical link.

Some physical link types have properties that may be modified. An example of
this is the transmit power for the link. Other physical link types have no
modifiable properties. In the case of physical links with modifiable properties
the LM protocol (BR/EDR) is used to adapt these properties. As the LM
protocol (BR/EDR) is supported at a higher layer (by a logical link) the
appropriate physical link is identified by implication from the logical link that
transports the LM signaling.

In the situation where a transmission is broadcast over a number of different
physical links, then the transmission parameters are selected to be suitable for
all of the physical links.

3.4.1 BR/EDR Links Supported By The Basic And Adapted Piconet
Physical Channel

The basic piconet physical channel supports a physical link which may be
active or parked. The adapted piconet physical channel may support several
physical links, including active, parked, and Connectionless Slave Broadcast.
An active or parked physical link is a point-to-point link between the master and
a slave. A Connectionless Slave Broadcast physical link is a point-to-multipoint
link between the master and zero or more slaves. At least one physical link on
the piconet physical channel is always present when a slave is synchronized in
the piconet.
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3.4.1.1 Active Physical Link

The physical link between a master and a slave device is active if a default ACL
logical transport exists between the devices. Active physical links have no direct
identification of their own, but are identified by association with the default ACL
logical transport ID with which there is a one-to-one correspondence.

An active physical link has the associated property of radio transmit power in
each direction. Transmissions from slave devices are always directed over the
active physical link to the master, and use the transmit power that is a property
of this link in the slave to master direction. Transmissions from the master may
be directed over a single active physical link (to a specific slave) or over a
number of physical links (to a group of slaves in the piconet). In the case of
point-to-point transmissions the master uses the appropriate transmit power for
the physical link in question. (In the case of point-to-multipoint transmissions
the master uses a transmit power appropriate for the set of devices
addressed.)

Active physical links may be placed into Hold or Sniff mode. The effect of these
modes is to modify the periods when the physical link is active and may carry
traffic. Logical transports that have defined scheduling characteristics are not
affected by these modes and continue according to their pre-defined scheduling
behavior. The default ACL logical transport and other links with undefined
scheduling characteristics are subject to the mode of the active physical link.

3.4.1.2 Parked Physical Link

The physical link between a master and a slave device is parked when the
slave remains synchronized in the piconet, but has no default ACL logical
transport. Such a slave is also said to be parked. A beacon train is used to
provide regular synchronization to all parked slaves connected to the piconet
physical channel. A parked slave broadcast (PSB) logical transport is used to
allow communication of a subset of LMP signaling and broadcast L2CAP to
parked slaves. The PSB logical transport is closely associated with the beacon
train.

A slave is parked (its active link is changed to a parked link) using the park
procedure. The master is not allowed to park a slave that has any user created
logical transport supported by the physical link. These logical transports are
first removed, and any L2CAP channels that are built on these logical
transports are also removed. The broadcast logical transport and default ACL
logical transports are not considered as user created and are not explicitly
removed. When the active link is replaced with a parked link the default ACL
logical transport is implicitly removed. The supported logical links and L2ZCAP
channels remain in existence, but become suspended. It is not possible to use
these links and L2CAP channels to transport signaling or data while the active
link is absent.
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A parked slave may become active using the unpark procedure. This
procedure is requested by the slave at an access window and initiated by the
master. Following the unpark procedure the parked physical link is changed to
an active physical link and the default ACL logical transport is re-created.
L2CAP channels that were suspended during the most recent park procedure
are associated with the new default ACL logical transport and become active
again.

Parked links do not support radio power control, as there is no feedback path
from parked slaves to the piconet master that can be used to provide the
received signal strength at the slave or for the master to measure received
signal strength from the slave. Transmissions are carried out at nominal power
on parked links.

Parked links use the same physical channel as their associated active link. If a
master manages a piconet that contains parked slaves using the basic piconet
physical channel and also parked slaves using the adapted piconet physical
channel then it must create a parked slave broadcast logical transport (and
associated transport) for each of these physical channels.

A parked slave may use the inactive periods of the parked slave broadcast
logical transport to save power, or it may carry out activities on other physical
channels unrelated to the piconet within which it is parked.

3.4.1.3 Connectionless Slave Broadcast Physical Link

A Connectionless Slave Broadcast physical link is present on a slave when the
slave is synchronized in the piconet where a CSB logical transport exists. On a
master, a Connectionless Slave Broadcast physical link is present when a CSB
logical transport exists whether or not any slaves are synchronized. The
Connectionless Slave Broadcast physical link is a point-to-multipoint
unidirectional link between a master and zero or more slaves.

Connectionless Slave Broadcast physical links do not support power control
because there is no feedback from slaves to the master. Traffic is always
directed from a single master to zero or more slaves.

Connectionless Slave Broadcast packets are sent at regular intervals. The BR/
EDR Controller selects an interval within a range requested by the Host.
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3.4.2 BR/EDR Links Supported by the Scanning Physical Channels

In the case of inquiry scan and page scan channels, the physical link exists for
a relatively short time and cannot be controlled or modified in any way. These
types of physical links are not further elaborated.

3.4.3 LE Links Supported by the LE Physical Channels

The LE piconet physical channels support an LE active physical link. The
physical link is a point-to-point link between the master and a slave. It is always
present when the slave is in a connection with the master.

The LE advertising physical channels support an LE advertising physical link.
The physical link is a broadcast between the advertiser device and one or more
scanner or initiator devices. It is always present when the advertiser is
broadcasting advertisement events.

3.4.3.1 Active physical link

The physical link between a master and a slave device is active if a default LE
ACL logical transport exists between the devices. Active physical links are
identified by the randomly generated Access Address used in the Link Layer
packet. Each Access Address has a one-to-one relationship with the master
and the slave of the active physical link.

3.4.3.2 Advertising physical link

An advertising physical link between an advertising device and an initiating
device for the purposes of forming a connection (active physical link) can exist
for a relatively short period of time. These advertising physical links cannot be
controlled or modified in any way and these types of physical links are not
further elaborated.

An advertising physical link between an advertising device and a scanning
device used for periodic broadcasting of user data can exist for longer periods
of time. There is no identification information about the physical link within the
protocol. The relationship between the advertising and scanning device shall
be established through the use of the Bluetooth device address.

3.4.4 Links Supported by the AMP Physical Channels

An AMP physical link is always associated with exactly one AMP physical
channel (although an AMP physical channel may support more than one AMP
physical link). The AMP physical link is a point-to-point link between two PALs.
The characteristics of an AMP physical link depend on the underlying AMP
technology.
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3.5 LOGICAL LINKS AND LOGICAL TRANSPORTS

A variety of logical links are available to support different application data
transport requirements. Each logical link is associated with a logical transport,
which has a number of characteristics. These characteristics include flow
control, acknowledgement/repeat mechanisms, sequence numbering and
scheduling behavior. Logical transports are able to carry different types of
logical links (depending on the type of the logical transport). In the case of
some of the Bluetooth logical links these are multiplexed onto the same logical
transport. Logical transports may be carried by active physical links on either
the basic or the adapted piconet physical channel.

Logical transport identification and real-time (link control) signaling are carried
in the packet header, and for some logical links identification is carried in the
payload header. Control signaling that does not require single slot response
times is carried out using the LMP protocol.

Table 3.1 lists all of the logical transport types, the supported logical link types,
which type of physical links and physical channels can support them, and a
brief description of the purpose of the logical transport.

piconet physical
channel

Links
Logical transport | supported Supported by Bearer Overview
Asynchronous Control (LMP) | BR/EDR active BR/EDR, | Reliable or time-
Connection-Ori- ACL-C or physical link, AMP bounded, bi-direc-
ented (ACL) (PAL) AMP-C BR/EDR basic tional, point-to-point
User (L2CAP) | Or adapted
ACL-U or piconet physical
AMP-U channel, AMP
physical link,
AMP physical
channel
Synchronous Stream BR/EDR active BR/EDR | Bi-directional, sym-
Connection-Ori- (unframed) physical link, metric, point-to-
ented (SCO) SCO-S BR/EDR basic point, AV channels.
or adapted Used for 64Kb/s
piconet physical constant rate data.
channel
Extended Syn- Stream BR/EDR active BR/EDR | Bi-directional, sym-
chronous Con- (unframed) physical link, metric or asymmet-
nection-Oriented eSCO-S BR/EDR basic ric, point-to-point,
(eSCO) or adapted general regular data,

limited retransmis-
sion. Used for con-
stant rate data
synchronized to the
master Bluetooth
clock.

Table 3.1: Logical transport types
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Links
Logical transport | supported Supported by Bearer Overview
Active Slave User (L2CAP) | BR/EDR active BR/EDR | Unreliable, uni-direc-
Broadcast (ASB) | ASB-U physical link, tional broadcast to
basic or adapted any devices syn-
physical channel chronized with the
physical channel.
Used for broadcast
L2CAP groups.
Parked Slave Control (LMP) | BR/EDR parked | BR/EDR | Unreliable, uni-direc-
Broadcast (PSB) | PSB-C, User physical link, tional broadcast to
(L2CAP) PSB- | basic or adapted all piconet devices.
U piconet physical Used for LMP and
channel L2CAP traffic to
parked devices, and
for access requests
from parked devices.
Connectionless Profile Broad- | Connectionless BR/EDR | Unreliable, unidirec-
Slave Broadcast cast Data Slave Broad- tional, point-to-multi-
(CSB) (PBD) cast physical point, periodic
link, BR/EDR transmissions to
adapted piconet Zero or more
physical channel devices.
LE asynchronous | Control (LL) LE active physi- | LE Reliable or time-
connection (LE LE-C, User cal link, LE bounded, bi-direc-
ACL (L2CAP) LE-U | piconet physical tional, point-to-point.
channel
LE Advertising Control (LL) LE advertising LE LE advertising phys-
Broadcast ADVB-C, User | physical link, LE ical link, LE piconet
(ADVB) (LL) ADVB-U piconet physical physical channel.

channel

Table 3.1: Logical transport types

The classification of each link type follows from a selection procedure within

three categories.

3.5.1 Casting

The first category is that of casting. This may be either unicast or broadcast.

» Unicast links. Unicast links exist between exactly two endpoints. Traffic may be
sent in either direction on unicast links.

* Broadcast links. Broadcast links exist between one source device and zero
or more receiver devices. Traffic is unidirectional, i e., only sent from the
source devices to the receiver devices. Broadcast links are connectionless,
meaning there is no procedure to create these links, and data may be sent
over them at any time. Broadcast links are unreliable, and there is no
guarantee that the data will be received.
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3.5.2 Scheduling and Acknowledgement Scheme

The second category relates to the scheduling and acknowledgement scheme
of the link, and implies the type of traffic that is supported by the link. These are
synchronous, isochronous or asynchronous. There are no specific isochronous
links defined, though the default ACL link can be configured to operate in this
fashion.

» Synchronous links. Synchronous links provide a method of associating the
transported data with the Bluetooth piconet clock. This is achieved by
reserving regular slots on the physical channel, and transmitting fixed size
packets at these regular intervals. Such links are suitable for constant rate
isochronous data.

» Asynchronous links. Asynchronous links provide a method for transporting
data that has no time-based characteristics. The data is normally expected
to be retransmitted until successfully received, and each data entity can be
processed at any time after receipt, without reference to the time of receipt
of any previous or successive entity in the stream (providing the ordering of
data entities is preserved).

 Isochronous links. Isochronous links provide a method for transporting data
that has time-based characteristics. The data may be retransmitted until
received or expired. The data rate on the link need not be constant (this
being the main difference from synchronous links).

3.5.3 Class of Data

The final category is related to the class of data that is carried by the link. This
is either control (LMP or PAL) data or user data. The user data category is sub-
divided into L2CAP (or framed) data and stream (or unframed) data.

» Control links. Control links are only used for transporting LMP messages
between two link managers. These links are invisible above the baseband
layer, and cannot be directly instantiated, configured or released by
applications, other than by the use of the connection and disconnection
services that have this effect implicitly. Control links are always multiplexed
with an equivalent L2CAP link onto an ACL logical transport. Subject to the
rules defining the ARQ scheme, the control link traffic always takes priority
over the L2CAP link traffic.

* L2CAP links. L2CAP links are used to transport L2ZCAP PDUs, which may
carry the L2CAP signaling channel (on the default ACL-U logical link only) or
framed user data submitted to user-instantiated L2ZCAP channels. L2ZCAP
frames submitted to the baseband may be larger than the available
baseband packets. A link control protocol embedded within the LLID field
preserves the frame-start and frame-continuation semantics when the frame
is transmitted in a number of fragments to the receiver.

» Stream links. Stream links are used to transport user data that has no
inherent framing that should be preserved when delivering the data. Lost
data may be replaced by padding at the receiver.
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3.5.4 Logical Transports

3.5.4.1 BR/EDR Asynchronous Connection-oriented (ACL)

The asynchronous connection-oriented (ACL) logical transport is used to carry
LMP and L2CAP control signaling and best effort asynchronous user data. The
ACL logical transport uses a 1-bit ARQN/SEQN scheme to provide simple
channel reliability. Every active slave device within a piconet has one ACL
logical transport to the piconet master, known as the default ACL.

The default ACL is created between the master and the slave when a device
joins a piconet (connects to the basic piconet physical channel). This default
ACL is assigned a logical transport address (LT_ADDR) by the piconet master.
This LT_ADDR is also used to identify the active physical link when required
(or as a piconet active member identifier, effectively for the same purpose).

The LT_ADDR for the default ACL is reused for synchronous connection-
oriented logical transports between the same master and slave. (This is for
reasons of compatibility with earlier Bluetooth specifications). Thus the

LT _ADDR is not sufficient on its own to identify the default ACL. However the
packet types used on the ACL are different from those used on the
synchronous connection-oriented logical transport. Therefore, the ACL logical
transport can be identified by the LT _ADDR field in the packet header in
combination with the packet type field.

The default ACL may be used for isochronous data transport by configuring it
to automatically flush packets after the packets have expired. Asynchronous
traffic can be sent over an ACL logical transport configured for isochronous
traffic by marking the asynchronous packets as non-automatically-flushable.
This allows both isochronous and asynchronous traffic to be transferred at the
same time to a single device.

If the default ACL is removed from the active physical link then all other logical
transports that exist between the master and the slave are also removed. In the
case of unexpected loss of synchronization to the piconet physical channel the
physical link and all logical transports and logical links cease to exist at the time
that this synchronization loss is detected.

A device may remove its default ACL (and by implication its active physical
link) but remain synchronized to the piconet. This procedure is known as
parking, and a device that is synchronized to the piconet, but has no active
physical link is parked within that piconet.

When the device transitions to the parked state the default ACL logical links
that are transported on the default ACL logical transport remain in existence,
but become suspended. No data may be transferred across a suspended
logical link. When the device transitions from the parked state back into
connection state, a new default ACL logical transport is created (it may have a
different LT _ADDR from the previous one) and the suspended logical links are
attached to this default ACL and become active once again.
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3.5.4.2 BR/EDR Synchronous Connection-Oriented (SCO)

The synchronous connection-oriented (SCO) logical transport is a symmetric,
point-to-point transport between the master and a specific slave. The SCO
logical transport reserves slots on the physical channel and can therefore be
considered as a circuit-switched connection between the master and the slave.
SCO logical transports carry 64 kb/s of information synchronized with the
piconet clock. Typically this information is an encoded voice stream. Three
different SCO configurations exist, offering a balance between robustness,
delay and bandwidth consumption.

Each SCO-S logical link is supported by a single SCO logical transport, which
is assigned the same LT_ADDR as the default ACL logical transport between
the devices. Therefore the LT_ADDR field is not sufficient to identify the
destination of a received packet. Because the SCO links use reserved slots, a
device uses a combination of the LT_ADDR, the slot numbers (a property of
the physical channel) and the packet type to identify transmissions on the SCO
link.

Although slots are reserved for the SCO, it is permissible to use a reserved slot
for traffic from another channel that has a higher priority. This may be required
as a result of QoS commitments, or to send LMP signaling on the default ACL
when the physical channel bandwidth is fully occupied by SCOs. As SCOs
carry different packet types to ACLs, the packet type is used to identify SCO
traffic (in addition to the slot number and LT_ADDR).

There are no further architectural layers defined by the Bluetooth core
specification that are transported over an SCO link. A number of standard
formats are defined for the 64 kb/s stream that is transported, or an
unformatted stream is allowed where the application is responsible for
interpreting the encoding of the stream.

3.5.4.3 BR/EDR Extended Synchronous Connection-Oriented (eSCO)

The extended synchronous connection-oriented (eSCO) logical transport is a
symmetric or asymmetric, point-to-point transport between the master and a
specific slave. The eSCO reserves slots on the physical channel and can
therefore be considered as a circuit-switched connection between the master
and the slave. eSCO links offer a number of extensions over the standard SCO
links, in that they support a more flexible combination of packet types and
selectable data contents in the packets and selectable slot periods, allowing a
range of synchronous bit rates to be supported.

eSCO links also can offer limited retransmission of packets (unlike SCO links
where there is no retransmission). If these retransmissions are required they
take place in the slots that follow the reserved slots, otherwise the slots may be
used for other traffic.
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Each eSCO-S logical link is supported by a single eSCO logical transport,
identified by a LT_ADDR that is unique within the piconet for the duration of the
eSCO. eSCO-S links are created using LM signaling and follow scheduling
rules similar to SCO-S links.

There are no further architectural layers defined by the Bluetooth core
specification that are transported over an eSCO-S link. Instead applications
may use the data stream for whatever purpose they require, subject to the
transport characteristics of the stream being suitable for the data being
transported.

3.5.4.4 BR/EDR Active Slave Broadcast (ASB)

The active slave broadcast logical transport is used to transport L2ZCAP user
traffic to all devices in the piconet that are currently connected to the physical
channel that is used by the ASB. There is no acknowledgement protocol and
the traffic is uni-directional from the piconet master to the slaves. The ASB
channel may be used for L2CAP group traffic (a legacy of the 1.1
specification), and is never used for L2ZCAP connection-oriented channels,
L2CAP control signaling or LMP control signaling.

The ASB logical transport is inherently unreliable because of the lack of
acknowledgement. To improve the reliability, each packet is transmitted a
number of times. An identical sequence number is used to assist with filtering
retransmissions at the slave device.

The ASB logical transport is identified by a reserved LT_ADDR. (The reserved
LT_ADDR address is also used by the PSB logical transport.) An active slave
will receive traffic on both logical transports, and cannot readily distinguish
between them. As the ASB logical transport does not carry LMP traffic an
active slave can ignore packets received over the LMP logical link on the ASB
logical transport. However L2CAP traffic transmitted over the PSB logical
transport is also received by active slaves on the ASB logical transport and
cannot be distinguished from L2CAP traffic sent on the ASB transport.

An ASB is implicitly created whenever a piconet exists, and there is always one
ASB associated with each of the basic and adapted piconet physical channels
that exist within the piconet. Because the basic and adapted piconet physical
channels are mostly coincident, a slave device cannot distinguish which of the
ASB channels is being used to transmit the packets. This adds to the general
unreliability of the ASB channel. (Although it is, perhaps, no more unreliable
than general missed packets.)

A master device may decide to use only one of its two possible ASBs (when it
has both a basic and adapted piconet physical channel), as with sufficient
retransmissions it is possible to address both groups of slaves on the same
ASB channel.

The ASB channel is never used to carry LMP or L2ZCAP control signals.
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3.5.4.5 BR/EDR Parked Slave Broadcast (PSB)

The parked slave broadcast logical transport is used for communications
between the master and slaves that are parked (have given up their default
ACL logical transport). The parked slave broadcast link is the only logical
transport that exists between the piconet master and parked slaves.

The PSB logical transport is more complex than the other logical transports as
it consists of a number of phases, each having a different purpose. These
phases are the control information phase (used to carry the LMP logical link),
the user information phase (used to carry the L2CAP logical link), and the
access phase (carrying baseband signaling). The control information and
broadcast information phases are usually mutually exclusive as only one of
them can be supported in a single beacon interval. (Even if there is no control
or user information phase, the master is still required to transmit a packet in the
beacon slots so that the parked slaves can resynchronize.) The access phase
is normally present unless cancelled in a control information message.

The control information phase is used for the master to send information to the
parked slaves containing modifications to the PSB transport attributes,
modifications to the beacon train attributes, or a request for a parked slave to
become active in the piconet (known as unparking). This control information is
carried in LMP messages on the LMP logical link. (The control information
phase is also present in the case of a user information phase where the user
information requires more than one baseband packet.)

Packets in the control information phase are always transmitted in the physical
channel beacon train slots, and cannot be transmitted on any other slots. The
control information occupies a single DM1 packet and is repeated in every
beacon train slot within a single beacon interval. (If there is no control
information then there may be a user information phase that uses the beacon
slots. If neither phase is used then the beacon slots are used for other logical
transport traffic or for NULL packets.)

The user information phase is used for the master to send L2CAP packets that
are destined for all piconet slaves. User information may occupy one or more
baseband packets. If the user information occupies a single packet then the user
information packet is repeated in each of the piconet channel beacon train slots.

If the user information occupies more than one baseband packet then it is
transmitted in slots after the beacon train (the broadcast scan window) and the
beacon slots are used to transmit a control information phase message that
contains the timing attributes of this broadcast scan window. This is required so
that the parked slaves remain connected to the piconet physical channel to
receive the user information.

The access phase is normally present unless temporarily cancelled by a
control message carried in the control information broadcast phase. The
access window consists of a sequence of slots that follow the beacon train. In
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order for a parked slave to become active in the piconet, it may send such an
access request to the piconet master during the access window. Each parked
slave is allocated an access request address (not necessarily unique) that
controls when during the access window the slave requests access.

The PSB logical transport is identified by the reserved LT_ADDR of 0. This
reserved LT_ADDR address is also used by the ASB logical transport. Parked
slaves are not normally confused by the duplicated use of the LT_ADDR as
they are only connected to the piconet physical channel during the time that the
PSB transport is being used.

3.5.4.6 LE Asynchronous Connection (LE ACL)

The LE asynchronous connection (LE ACL) logical transport is used to carry LL
and L2CAP control signaling and best effort asynchronous user data. The LE
ACL logical transport uses a 2-bit NESN/SN scheme to provide simple channel
reliability. Every active slave device within an LE piconet has one LE ACL
logical transport to the piconet master, known as the default LE ACL.

The default LE ACL is automatically created between the master and the slave
when a device joins a piconet (connects to the LE piconet physical channel).
This default LE ACL is assigned an access channel number by the piconet
master. This access address is also used to identify the active physical link
when required.

If the default LE ACL is removed from the LE active physical link then all other
LE logical transports that exist between the master and the slave are also
removed. In the case of unexpected loss of synchronization to the LE piconet
physical channel the LE physical link and all LE logical transports and LE
logical links cease to exist at the time that this synchronization loss is detected.

3.5.4.7 LE Advertising Broadcast (ADVB)

The LE advertising broadcast logical transport is used to transport broadcast
control and user data to all scanning devices in a given area. There is no
acknowledgement protocol and the traffic is predominately unidirectional from
the advertising device. A scanning device can send requests over the logical
transport to get additional broadcast user data, or to form an LE ACL logical
transport connection. The LE Advertising Broadcast logical transport data is
carried only over the LE advertising broadcast link.

The ADVB logical transport is inherently unreliable because of the lack of
acknowledgement. To improve the reliability, each packet is transmitted a
number of times over the LE advertising broadcast link.

An ADVB is created whenever an advertising device begins advertising. The
ADVB logical transport is identified by the advertiser's Bluetooth device
address.
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3.5.4.8 Connectionless Slave Broadcast (CSB)

The CSB logical transport is used to transport profile broadcast data to all
devices connected to the Connectionless Slave Broadcast logical transport.
There is no acknowledgement scheme and the traffic is unidirectional from a
master to zero or more slaves. To improve reliability, profile broadcast data
may be transmitted multiple times.

The CSB logical transport is created on the transmitter whenever the
Connectionless Slave Broadcast is started. The CSB logical transport is
created on the receiver whenever Connectionless Slave Broadcast reception is
configured. The CSB logical transport is identified by a unique LT_ADDR within
the piconet that is reserved specifically for that purpose by the Connectionless
Slave Broadcast Transmitter.

3.5.5 Logical Links

Some logical transports are capable of supporting different logical links, either
concurrently multiplexed, or one of the choice.

3.5.5.1 BR/EDR Logical Links

Within BR/EDR logical transports, the logical link is identified by the logical link
identifier (LLID) bits in the payload header of baseband packets that carry a
data payload. The logical links distinguish between a limited set of core
protocols that are able to transmit and receive data on the logical transports.
Not all of the logical transports are able to carry all of the logical links (the
supported mapping is shown in Figure 3.2). In particular the BR/EDR SCO and
eSCO logical transports are only able to carry constant data rate streams, and
these are uniquely identified by the LT_ADDR. Such logical transports only use
packets that do not contain a payload header, as their length is known in
advance, and no LLID is necessary.

3.5.5.1.1 _ACL Control Logical Link (ACL-C)

The ACL Control Logical Link (ACL-C) is used to carry BR/EDR LMP signaling
between devices in the piconet. The control link is only carried on the default
ACL logical transport and on the PSB logical transport (in the control
information phase). The ACL-C link is always given priority over the ACL-U
(see below) link when carried on the same logical transport.

3.5.5.1.2 User Asynchronous/Isochronous Logical Link (ACL-U)

The user asynchronous/isochronous logical link (ACL-U) is used to carry all
asynchronous and isochronous framed user data. The ACL-U link is carried on
all but the synchronous logical transports. Packets on the ACL-U link are
identified by one of two reserved LLID values. One value is used to indicate
whether the baseband packet contains the start of an L2CAP frame and the
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other indicates a continuation of a previous frame. This ensures correct
synchronization of the L2ZCAP reassembler following flushed packets. The use
of this technique removes the need for a more complex L2ZCAP header in every
baseband packet (the header is only required in the L2CAP start packets), but
adds the requirement that a complete L2ZCAP frame shall be transmitted before
a new one is transmitted. (An exception to this rule being the ability to flush a
partially transmitted L2CAP frame in favor of another L2ZCAP frame.)

3.5.5.1.3 User Synchronous/Extended Synchronous Logical Links
(SCO-S/eSCO-S)

Synchronous (SCO-S) and extended synchronous (eSCO-S) logical links are
used to support isochronous data delivered in a stream without framing. These
links are associated with a single logical transport, where data is delivered in
constant sized units at a constant rate. There is no LLID within the packets on
these transports, as only a single logical link can be supported, and the packet
length and scheduling period are pre-defined and remain fixed during the
lifetime of the link.

Variable rate isochronous data cannot be carried by the SCO-S or eSCO-S
logical links. In this case the data must be carried on ACL-U logical links, which
use packets with a payload header.

3.5.5.1.4 Profile Broadcast Data (PBD) Logical Link

The PBD logical link is used to broadcast isochronous unframed data to
multiple receivers and resides on the CSB logical transport.

3.5.5.2 LE Logical Links

Within LE logical transports, the logical link is identified by the logical link
identifier (LLID) bits in the payload header of baseband packets that carry a
data payload. The logical links distinguish between a limited set of core
protocols that are able to transmit and receive data on the logical transports.
Not all of the logical transports are able to carry all of the logical links (the
supported mapping is shown in Figure 3.2).

3.5.5.2.1 _Control Logical Link (LE-C)

The LE ACL Control Logical Link (LE-C) is used to carry LE LL signaling
between devices in the piconet. The control link is only carried on the default
LE ACL logical transport.

3.5.5.2.2 User Asynchronous Logical Link (LE-U)

The user asynchronous logical link (LE-U) is used to carry all asynchronous
and framed user data. The LE-U link is carried on the LE logical transport.
Packets on the LE-U link are identified by one of two reserved LLID values.
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One value is used to indicate whether the baseband packet contains the start
of an L2CAP frame and the other indicates a continuation of a previous frame
or empty PDU. This ensures correct synchronization of the L2CAP re-
assembler. The use of this technique removes the need for a more complex
L2CAP header in every baseband packet, but adds the requirement that a
complete L2CAP frame shall be transmitted before a new one is transmitted.

3.5.5.2.3 Advertising Broadcast Control Logical Link (ADVB-C)

The LE Advertising Broadcast Control Logical Link (ADVB-C) is used to carry
LE LL signaling between unconnected devices in a given area. This signaling is
the control commands for gathering additional broadcast user data (scan
requests) or connection requests. The control link is only carried on the default
LE Advertising Broadcast logical transport.

3.5.5.2.4 Advertising Broadcast User Data Logical Link (ADVB-U)

The LE Advertising Broadcast User Data Logical Link (ADVB-U) is used to
carry LE advertisement broadcast user data used between devices without the
need for a connection or LE-U between the devices. The user data link is only
carried on the default LE Advertising Broadcast logical transport.

3.5.5.3 AMP Logical Links

3.5.5.3.1 _AMP Control Logical Link (AMP-C)

Each PAL functions differently with respect to a control logical link. When one
exists, this logical link is referred to as the AMP-C logical link.

3.5.5.3.2 AMP User Asynchronous/Isochronous Logical Link (AMP-U)

The AMP user asynchronous/isochronous logical link (AMP-U) is used to carry
all asynchronous and isochronous framed user data over an AMP. Unlike the
ACL-U logical link, the AMP-U supports multiple logical link handles per
physical link and each logical link handle may have different quality of service
capabilities. The details of how the AMP-U logical link is mapped to the
underlying MAC/PHY is described by the PAL.
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3.6 L2CAP CHANNELS

L2CAP provides a multiplexing role allowing many different applications to
share an ACL-U or AMP-U logical link. Applications and service protocols
interface with L2ZCAP using a channel-oriented interface to create connections
to equivalent entities on other devices.

L2CAP channel endpoints are identified to their clients by a Channel Identifier
(CID). This is assigned by L2CAP, and each L2CAP channel endpoint on any
device has a different CID.

L2CAP channels may be configured to provide an appropriate Quality of
Service (QoS) to the application. L2ZCAP maps the channel onto the ACL-U
logical link, LE-U, or one of the AMP-U logical links.

L2CAP supports channels that are connection-oriented and others that are
group-oriented. Group-oriented channels may be mapped onto the ASB-U
logical link, or implemented as iterated transmission to each member in turn
over an ACL-U logical link.

Apart from the creation, configuration and dismantling of channels, the main
role of L2ZCAP is to multiplex service data units (SDUs) from the channel clients
onto the ACL-U, LE-U, or AMP-U logical links, and to carry out a simple level of
scheduling, selecting SDUs according to relative priority.

L2CAP can provide per channel flow control with the peer L2ZCAP layer. This
option is selected by the application when the channel is established. L2ZCAP
can also provide enhanced error detection and retransmission to (a) reduce the
probability of undetected errors being passed to the application and (b) recover
from loss of portions of the user data when the Baseband layer performs a
flush on the ACL-U logical link.

In the case where an HCl is present, the L2CAP is also required to segment
L2CAP SDUs into fragments that will fit into the baseband buffers, and also to
operate a token based flow control procedure over the HCI, submitting
fragments to the baseband only when allowed to do so. This may affect the
scheduling algorithm.
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4 COMMUNICATION TOPOLOGY AND OPERATION

4.1 PICONET TOPOLOGY

4.1.1 BR/EDR Topology

Any time a link is created using the BR/EDR Controller it is within the context of
a piconet. A piconet consists of two or more devices that occupy the same BR/
EDR physical channel.

Connected BR/EDR devices communicate on the same physical channel by
synchronizing with a common clock and hopping sequence. The common
(piconet) clock is identical to the Bluetooth clock of one of the devices in the
piconet, known as the master of the piconet, and the hopping sequence is
derived from the master’s clock and the master’s Bluetooth device address. All
other synchronized devices are referred to as slaves in the piconet.

The terms master and slave are only used when describing these roles in a
piconet.

A number of independent piconets may exist in close proximity. Each piconet
has a different physical channel (that is a different master device and an
independent timing and hopping sequence).

A Bluetooth device may participate concurrently in two or more piconets. It
does this on a time-division multiplexing basis. A Bluetooth device can never
be a master of more than one piconet. (Since in BR/EDR the piconet is defined
by synchronization to the master’s Bluetooth clock it is impossible to be the
master of two or more piconets.) A Bluetooth device may be a slave in many
independent piconets.

A Bluetooth device that is a member of two or more piconets is said to be
involved in a scatternet. Involvement in a scatternet does not necessarily imply
any network routing capability or function in the Bluetooth device. The
Bluetooth core protocols do not, and are not intended to offer such
functionality, which is the responsibility of higher level protocols and is outside
the scope of the Bluetooth core specification.

Communication Topology and Operation 02 December 2014

Bluetooth SIG Proprietary



BLUETOOTH SPECIFICATION Version 4.2 [Vol 1, Part A] page 73

Architecture ea BluetOOth®

Adapted piconet
physical channel G

(2
\'
‘ ©
(¢)

e Basic piconet
, physical channel

Basic piconet
physical channel

Basic piconet Inquiry scan ®
physical channel physical channel

Adapted piconet
physical channel
(Connectionless Slave

Broadcast physical link)

©

Synchronization scan
physical channel

Figure 4.1: Example Bluetooth BR/EDR fopology

In Figure 4.1 an example topology is shown that demonstrates a number of the
architectural features described below. Device A is a master in a piconet
(represented by the shaded area, and known as piconet A) with devices B, C,
D and E as slaves. Three other piconets are shown: a) one piconet with device
F as master (known as piconet F) and devices E, G and H as slaves, b) one
piconet with device D as master (known as piconet D) and device J as slave,
and c) one piconet with device M as master (known as piconet M) and device E
as a slave and many devices N as slaves.

In piconet A there are two physical channels. Devices B and C are using the
basic piconet physical channel (represented by the blue enclosure) as they do
not support adaptive frequency hopping. Devices D and E are capable of
supporting adaptive frequency hopping, and are using the adapted piconet
physical channel (represented by the red enclosure). Device A is capable of
adaptive frequency hopping, and operates in a TDM basis on both physical
channels according to which slave is being addressed.

Piconet D and piconet F are both using only a basic piconet physical channel
(represented by the cyan and magenta enclosures respectively). In the case of
piconet D this is because device J does not support the adaptive hopping
mode. Although device D supports adaptive hopping it cannot use it in this
piconet. In piconet F device F does not support adaptive hopping, and
therefore it cannot be used in this piconet.

Piconet M (represented by the orange enclosure) uses a Connectionless Slave
Broadcast physical link over the adaptive piconet physical channel to send
Profile Broadcast Data to many slave devices including E and N.
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Device K is shown in the same locality as the other devices. It is not currently a
member of a piconet, but has services that it offers to other Bluetooth devices.
It is currently listening on its inquiry scan physical channel (represented by the
green enclosure), awaiting an inquiry request from another device.

Device L is shown in the same locality as the other devices. It is not currently a
member of a piconet, but is currently listening on its Synchronization scan
physical channel (represented by the brown enclosure), awaiting a
synchronization train from another device.

4.1.2 LE Topology

LE Advert'lsing
Physical Chntg

LE Advertising
Physical Channel

LE Advertis'mg
physical Channel

LE Advertisingd
(o) hms‘mz‘ﬁ“a““ .

Figure 4.2: Example of Bluetooth LE topology

In Figure 4.2 an example topology is shown that demonstrates a number of the
LE architectural features described below. Device A is a master in a piconet
(represented by the shaded area, and known as piconet A) with devices B and
C as slaves. Unlike BR/EDR slaves, LE slaves do not share a common
physical channel with the master. Each slave communicates on a separate
physical channel with the master. One other piconet is shown with device F as
master (known as piconet F) and device G as a slave. Device Kis in a
scatternet (known as scatternet K). Device K is master of device L and slave of
device M. Device O is also in a scatternet (known as scatternet O). Device O is
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slave of device P and slave of device Q. Note: in the figure, solid arrows point
from master to slave; dashed arrows, indicating a connection initiation, point
from initiator to advertiser using a connectable advertising event; devices that
are advertising are indicated using stars.

There are five other groups of devices shown:

1. Device D is an advertiser and device A is also an initiator (known as group D).
2. Device E is a scanner and device C is also an advertiser (known as group C).
3. Device H is an advertiser and devices | and J are scanners (known as group H).
4. Device K is also an advertiser and device N is an initiator (known as group K).
5. Device R is an advertiser and device O is also an initiator (known as group R).

Devices A and B are using one LE piconet physical channel (represented by
the blue enclosure and a dark gray background). Devices A and C are using
another LE piconet physical channel (represented by the blue enclosure and a
lighter gray background). In group D, device D is advertising using a
connectable advertising event on the advertising physical channel
(represented by the green enclosure) and device A is an initiator. Device A can
form a connection with device D and add the device to piconet A. In group C,
device C is also advertising on the advertising physical channel (represented
by the orange enclosure) using any type of advertising events that are being
captured by device E as a scanner. Group D and group C may be using
different advertising PHY channels or different timings to avoid collisions.

In piconet F, there is one physical channel. Devices F and G are using an LE
piconet physical channel (represented by the aqua enclosure). Device F is the
master and device G is the slave.

In group H, there is one physical channel. Devices H, | and J are using an LE
advertising physical channel (represented by the purple enclosure). Device H
is an advertiser and devices | and J are scanners.

In scatternet K, devices K and L are using one LE piconet physical channel.
Devices K and M are using another LE piconet physical channel. In group K,
device K is also advertising using a connectable advertising event on the
advertising physical channel and device N is an initiator. Device N can form a
connection with device K resulting in device K being slave of two devices and
master of one device at the same time.

In scatternet O, devices O and P are using one LE piconet physical channel.
Devices O and Q are using another LE piconet physical channel. In group R,
device R is advertising using a connectable advertising event on the
advertising physical channel and device O is an initiator. Device O can form a
connection with device R resulting in device O being slave of two devices and
master of one device at the same time.
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4.2 OPERATIONAL PROCEDURES AND MODES

The typical operational mode of a Bluetooth device is to be connected to other
Bluetooth devices (in a piconet) and exchanging data with those Bluetooth
devices. As Bluetooth is an ad-hoc wireless communications technology, there
are a number of operational procedures that enable piconets to be formed so
that the subsequent communications can take place. Procedures and modes
are applied at different layers in the architecture and therefore a device may be
engaged in a number of these procedures and modes concurrently.

4.2.1 BR/EDR Procedures

4.2.1.1 Inquiry (Discovering) Procedure

Bluetooth devices use the inquiry procedure to discover nearby devices, or to
be discovered by devices in their locality.

The inquiry procedure is asymmetrical. A Bluetooth device that tries to find
other nearby devices is known as an inquiring device and actively sends
inquiry requests. Bluetooth devices that are available to be found are known as
discoverable devices and listen for these inquiry requests and send responses.
The inquiry procedure uses a special physical channel for the inquiry requests
and responses.

Both inquiring and discoverable devices may already be connected to other
Bluetooth devices in a piconet. Any time spent inquiring or occupying the
inquiry scan physical channel needs to be balanced with the demands of the
QoS commitments on existing logical transports.

The inquiry procedure does not make use of any of the architectural layers
above the physical channel, although a transient physical link may be
considered to be present during the exchange of inquiry and inquiry response
information.

4.2.1.1.1 Extended Inquiry Response

An Extended Inquiry Response can be used to provide miscellaneous
information during the inquiry response procedure. Data types are defined for
such things as local name and supported services, information that otherwise
would have to be obtained by establishing a connection. A device that receives
a local name and a list of supported services in an extended inquiry response
does not have to connect to do a remote name request and an SDP service
search, thereby shortening the time to useful information. It is recommended
that a device includes all supported services and a significant portion of its
local name, if that name is too long to be sent in its entirety, in the extended
inquiry response.

The extended inquiry response procedure is backwards compatible with the
standard inquiry response procedure.
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4.2.1.2 Paging (Connecting) Procedure

The procedure for forming connections is asymmetrical and requires that one
Bluetooth device carries out the page (connection) procedure while the other
Bluetooth device is connectable (page scanning). The procedure is targeted,
so that the page procedure is only responded to by one specified Bluetooth
device.

The connectable device uses a special physical channel to listen for
connection request packets from the paging (connecting) device. This physical
channel has attributes that are specific to the connectable device, hence only a
paging device with knowledge of the connectable device is able to
communicate on this channel.

Both paging and connectable devices may already be connected to other
Bluetooth devices. Any time spent paging or occupying the page scan physical
channel needs to be balanced with the demands of the QoS commitments on
existing logical transports.

4.2.1.3 Connected Mode

After a successful connection procedure over the BR/EDR Controller, there is a
piconet physical channel to which both devices are connected, there is a
physical link between the devices, and there are default ACL-C and ACL-U
logical links. When in the connected mode it is possible to create and release
additional logical links, and to change the modes of the physical and logical
links while remaining connected to the piconet physical channel. It is also
possible for the device to carry out inquiry, paging or scanning procedures or to
be connected to other piconets without needing to disconnect from the original
piconet physical channel.

Additional logical links are created using the Link Manager that exchanges Link
Manager Protocol messages with the remote Bluetooth device to negotiate the
creation and settings for these links. One of these links (ACL-C) transports the
LMP control protocol and is invisible to the layers above the Link Manager. The
other link (ACL-U) transports the L2CAP signaling protocol and any
multiplexed L2CAP best-effort channels. It is common to refer to a default ACL
logical transport, which can be resolved by context, but typically refers to the
default ACL-U logical link. Also note that these two logical links share a logical
transport.

AMP physical links may be established in connected mode. Once an AMP
physical link is created, one or more AMP-U logical links may be established to
transport L2CAP user data.

During the time that a slave device is actively connected to a piconet there is
always a default ACL logical transport between the slave and the master
device. There are two methods of deleting the default ACL logical transport.
The first method is to detach the device from the piconet physical channel, at
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which time the entire hierarchy of L2ZCAP channels, logical links, and logical
transports between the devices is deleted.

The second method is to place the physical link to the slave device in the park
state, at which time it gives up its default ACL logical transport. This is only
allowed if all other logical transports have been deleted (except for the ASB
logical transport that cannot be explicitly created or deleted). It is not allowed to
park a device while it has any logical transports other than the default ACL and
ASB logical transports.

When the slave device physical link is parked, its default ACL logical transport
is released and the ASB logical transport is replaced with a PSB logical
transport. The ACL-C and ACL-U logical links that are multiplexed onto the
default ACL logical transport remain in existence but cannot be used for the
transport of data. The Link Manager on the master device restricts itself to the
use of LMP messages that are allowed to be transported over the PSB-C
logical link. The Channel Manager and L2CAP Resource Manager ensure that
no L2CAP unicast data traffic is submitted to the controller while the device is
parked. The Channel Manager may decide to manage the parking and
unparking of the device as necessary to allow data to be transported.

4.2.1.4 Hold Mode

Hold mode is not a general device mode, but applies to unreserved slots on the
physical link. When in this mode, the physical link is only active during slots
that are reserved for the operation of the synchronous link types SCO and
eSCO. All asynchronous links are inactive. Hold modes operate once for each
invocation and are then exited when complete, returning to the previous mode.

4.2.1.5 Sniff Mode

Sniff mode is not a general device mode, but applies to the default ACL logical
transports. When in this mode the availability of these logical transports is
modified by defining a duty cycle consisting of periods of presence and
absence. Devices that have their default ACL logical transports in sniff mode
may use the absent periods to engage in activity on another physical channel,
or to enter reduced power mode. Sniff mode only affects the default ACL
logical transports (i.e. their shared ACL logical transport), and does not apply to
any additional SCO or eSCO logical transports that may be active. The periods
of presence and absence of the physical link on the piconet physical channel is
derived as a union of all logical transports that are built on the physical link.

Sniff subrating provides a mechanism for further reducing the active duty cycle,
thereby enhancing the power-saving capability of sniff mode. Sniff subrating
allows a Host to create a guaranteed access-like connection by specifying
maximum transmit and receive latencies. This allows the basebands to
optimize the low power performance without having to exit and re-enter sniff
mode using Link Manager commands.
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Note that broadcast logical transports have no defined expectations for
presence or absence. A master device should aim to schedule broadcasts to
coincide with periods of physical link presence within the piconet physical
channel, but this may not always be possible or practical. Repetition of
broadcasts is defined to improve the possibilities for reaching multiple slaves
without overlapping presence periods. However, broadcast logical transports
cannot be considered to be reliable.

4.2.1.6 Parked State

A slave device may remain connected to a piconet but have its physical link in
the parked state. In this state the device cannot support any logical links to the
master with the exception of the PSB-C and PSB-U logical links that are used
for all communication between the piconet master and the parked slave.

When the physical link to a slave device is parked this means that there are
restrictions on when the master and slave may communicate, defined by the
PSB logical transport parameters. During times when the PSB logical transport
is inactive (or absent) then the devices may engage in activity on other physical
channels, or enter reduced power mode.

4.2.1.7 Role switch procedure

The role switch procedure is a method for swapping the roles of two devices
connected in a piconet. The procedure involves moving from the physical
channel that is defined by the original master device to the physical channel
that is defined by the new master device. In the process of swapping from one
physical channel to the next, the hierarchy of physical links and logical
transports over the BR/EDR Controller are removed and rebuilt, with the
exception of the ASB and PSB logical transports that are implied by the
topology and are not preserved. Note that the role switch procedure does not
affect AMP physical channels. After the role switch, the original piconet
physical channel may cease to exist or may be continued if the original master
had other slaves that are still connected to the channel.

The procedure only copies the default ACL logical links and supporting layers
to the new physical channel. Any additional logical transports are not copied by
this procedure, and if required this must be carried out by higher layers. The
LT _ADDRSs of any affected transports may not be preserved as the values may
already be in use on the new physical channel.

If there are any QoS commitments on the original logical transports, then these
are not preserved after a role switch. These must be renegotiated after the role
switch has completed.

4.2.1.8 Enhanced Data Rate

Enhanced Data Rate is a method of extending the capacity and types of
Bluetooth packets for the purposes of increasing the maximum throughput,
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providing better support for multiple connections, and lowering power
consumption, while the remainder of the architecture is unchanged.

Enhanced Data Rate may be selected as a mode that operates independently
on each logical transport. Once enabled, the packet type bits in the packet
header are interpreted differently from their meaning in Basic Rate mode. This
different interpretation is clarified in conjunction with the logical transport
address field in the header. The result of this interpretation allows the packet
payload header and payload to be received and demodulated according to the
packet type. Enhanced Data Rate can be enabled only for ACL-U, eSCO-S
logical transports and cannot be enabled for ACL-C, SCO-S, and the broadcast
logical transports.

4.2.1.9 Connectionless Slave Broadcast Mode

Connectionless slave broadcast mode allows a piconet master to transmit
profile broadcast data to any number of connected slave devices using the BR/
EDR adapted piconet physical channel. To enter this mode, the master
reserves a specific logical transport as the dedicated CSB logical transport and
starts broadcasting data using the Connectionless Slave Broadcast physical
link and the synchronization train procedure. A single Profile Broadcast Data
logical link is defined, which carries profile broadcast data using the
Connectionless Slave Broadcast logical transport. The profile broadcast data is
unframed and bypasses L2CAP.

To receive the Connectionless Slave Broadcast packets, a device must
connect with the Connectionless Slave Broadcast Transmitter which has
already established a CSB logical transport. To connect, a device follows the
Synchronization Scan procedure to obtain the time schedule of the physical
link and then starts receiving the Connectionless Slave Broadcast packets.
Once connected, Connectionless Slave Broadcast receivers can receive profile
broadcast data on the dedicated CSB logical transport and PBD logical link.

4.2.2 LE Procedures

4.2.2.1 Device Filtering Procedure

The device filtering procedure is a method for controllers to reduce the number
of devices requiring communication responses. Since it is not required to
respond to requests from every device, it reduces the number of transmissions
an LE Controller is required to make which reduces power consumption. It also
reduces the communication the controller would be required to make with the
host. This results in additional power savings since the Host does not have to
be involved.

An advertising or scanning device may employ device filtering to restrict the
devices from which it receives advertising packets, scan requests or
connection requests. In LE, some advertising packets received by a scanning
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device require that the scanning device send a request to the advertising
device. This advertisement can be ignored if device filtering is used and the
advertising device is being filtered. A similar situation occurs with connection
requests. Connection requests must be responded to by advertisers unless a
device filter is used to limit the devices to which the advertiser is required to
respond. Advertisers can also use device filters to limit the devices in which it
will accept a scan request or connection request.

This device filtering is accomplished through the use of a “White List” located in
the LL block of the controller. A white list enumerates the remote devices that
are allowed to communicate with the local device. When a white list is in effect,
transmissions from devices that are not in the white list will be ignored by the
LL. Since device filtering occurs in the LL it can have a significant impact on
power consumption by filtering (or ignoring) advertising packets, scan requests
or connection requests from being sent to the higher layers for handling.

The use of device filtering during certain procedures needs to be evaluated
carefully to ensure devices are not unintentionally ignored, which may cause
interoperability problems when attempting to establish connections or receive
advertising broadcasts.

4.2.2.2 Advertising Procedure

An advertiser uses the advertising procedure to perform unidirectional
broadcasts to devices in the area. The unidirectional broadcast occurs without
a connection between the advertising device and the listening devices. The
advertising procedure can be used to establish connections with nearby
initiating devices or used to provide periodic broadcast of user data to scanning
devices listening on the advertising channel. The advertising procedure uses
the advertising physical channel for all advertising broadcasts.

An LE device connected in an LE piconet may advertise using any type of
advertising event. Time spent advertising while connected needs to be
balanced with the connection requirements needed to maintain the already
established connection(s) (if the device is a slave in the piconet then it needs to
maintain its connection with the master and if the device is the master it needs
to maintain its connection(s) with the one or more slaves in the piconet).

Advertising devices may receive scan requests from listening devices in order
to get additional user data from the advertising device. Scan responses are
sent by the advertising device to the device making the scan request over the
same advertising physical channel. Whereas the broadcast user data sent as
part of the advertising packets is typically dynamic in nature, scan response
data is generally static in nature.

An advertising device may receive connection requests from initiator devices
on the advertising broadcast physical channel. If the advertising device was
using a connectable advertising event and the initiating device is not being
filtered by the device filtering procedure, the advertising device ceases
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advertising and enters the connected mode. The device can begin advertising
again after it is in the connected mode.

4.2.2.3 Scanning Procedure

A scanning device uses the scanning procedure to listen for unidirectional
broadcasts of user data from advertising devices using the advertising physical
channel. A scanning device can request additional user data from an
advertising device by making a scan request over the advertising physical
channel. The advertising device responds to these requests with additional
user data sent to the scanning device over the advertising physical channel.

The scanning procedure can be used while connected to other LE devices in
an LE piconet. Time spent scanning while connected needs to be balanced
with the connection requirements needed to maintain the already established
connection with the other LE devices in the piconet.

If the broadcasts are connectable advertising events and the scanning device
is in the initiator mode, it can initiate a connection by sending a connection
request on the advertising broadcast physical channel to the advertising
device. Once the connection request is sent, the scanning device ceases the
initiator mode scanning for additional broadcasts and enters the connected
mode. The device can use the scanning procedure after it enters the
connected mode. For a master device, using the initiator mode and scanning
for connectable advertisements is how additional devices can be added to the
master's LE piconet.

4.2.2.4 Discovering Procedure

Bluetooth devices use the advertising procedure and scanning procedure to
discover nearby devices, or to be discovered by devices in a given area.

The discovery procedure is asymmetrical. A Bluetooth device that tries to find
other nearby devices is known as a discovering device and listens for devices
advertising scannable advertising events. Bluetooth devices that are available
to be found are known as discoverable devices and actively broadcast

scannable advertising events over the advertising broadcast physical channel.

Both discovering and discoverable devices may already be connected to other
Bluetooth devices in a piconet. Any time spent inquiring or occupying the
advertising broadcast physical channel needs to be balanced with the
connection requirements needed to maintain the already established
connection with the other LE devices in the piconet.

Using device filtering by the scanning device will prevent the scanning device
from discovering all the devices in a given area.
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4.2.2.5 Connecting Procedure

The procedure for forming connections is asymmetrical and requires that one
Bluetooth device carries out the advertising procedure while the other
Bluetooth device carries out the scanning procedure. The advertising
procedure can be targeted, so that only one device will respond to the
advertising. The scanning device can also target an advertising device by first
discovering that the advertising device is present in a connectable manner, and
in the given area, and then scanning only connectable advertising events from
that device using the device filter. After receiving connectable advertising
events from the targeted advertising device, it can initiate a connection by
sending the connection request to the targeted advertising device over the
advertising broadcast physical channel.

Time spent scanning while connected needs to be balanced with the
connection requirements needed to maintain the already established
connection with the other LE devices in the piconet.

4.2.2.6 Connected Mode

After a successful connection procedure, the devices are physically connected
to each other within a piconet. This means that there is a piconet physical
channel to which they are both connected, there is a physical link between the
devices, and there are default LE-C and LE-U logical links. When in the
connected mode it is possible to change the properties of the physical and
logical links while remaining connected to the piconet physical channel, such
as changing the adaptive frequency hopping sequence or changing the length
of data packets. It is also possible for the device to carry out advertising,
scanning or discovery procedures without needing to disconnect from the
original piconet physical channel.

Additional logical links are created using the Link Manager that exchanges LL
Protocol messages with the remote Bluetooth device to negotiate the creation
and settings for these links. One of these links (LE-C) transports the LL control
protocol and is invisible to the layers above the Link Manager. The other link
(LE-U) transports the L2CAP signaling protocol and any multiplexed L2CAP
best-effort channels. It is common to refer to a default LE ACL logical transport,
which can be resolved by context, but typically refers to the default LE-U logical
link. Also note that these two logical links share a logical transport.

During the time that a slave device is actively connected to a piconet there is
always a default LE ACL logical transport between the slave and the master
device. The method of deleting the default LE ACL logical transport is to detach
the device from the piconet physical channel, at which time the entire hierarchy
of L2ZCAP channels, logical links, and logical transports between the devices is
deleted.
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4.2.3 AMP Procedures

4.2.3.1 AMP Discovery Procedures

The AMP Manager is responsible for discovering local AMP Controller(s) and
maintaining that list over time as AMPs may be added or removed dynamically
from the system. The local AMP Manager may request a list of AMPs from the
remote AMP Manager. After the list of AMPs has been requested by the
remote device, when an AMP is added or removed from the system, the local
AMP Manager will notify that remote AMP Manager of the change.

Each AMP Is identified with an ID and a type. Once the list of AMPs has been
received, the AMP Manager may request information (AMP_Info) for each
AMP.

4.2.3.2 Physical Link Creation Procedure

To set up an L2CAP channel with a remote device over an AMP physical link
(AMP channel), the AMP Manager first discovers the remote AMP(s), collects
the necessary information about the remote AMP(s) to set up a physical link in
an optimal way and then initiates the physical link creation. This is done over a
dedicated L2CAP channel.

The AMP Manager provides the remote AMP information that it collected about
the remote AMP to the local AMP PAL. The local AMP PAL then uses this
information to create the AMP physical link.

4.2.3.3 Logical Link Creation Procedure

Once a physical link exists, L2ZCAP creates an AMP logical link with the desired
QoS. An L2CAP channel is then created over the logical link, at which point the
channel is ready for data communication.
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5 SECURITY OVERVIEW

5.1 SECURITY ARCHITECTURE

The Bluetooth security model includes five distinct security features: pairing,
bonding, device authentication, encryption and message integrity.

« Pairing: the process for creating one or more shared secret keys

» Bonding: the act of storing the keys created during pairing for use in
subsequent connections in order to form a trusted device pair

» Device authentication: verification that the two devices have the same keys
» Encryption: message confidentiality
* Message integrity: protects against message forgeries

The Bluetooth Core security architecture has evolved over time. Initially, pairing
utilized the E21 or E22 algorithms based on SAFER+. This version of pairing is
referred to as “BR/EDR legacy pairing”. Device authentication was initially
based on the E1 algorithm, which was also based on SAFER+. Encryption
utilizes the EO algorithm derived from the Massey-Rueppel algorithm. There
was also no provision for cryptographic message integrity. Note that while the
CRC provides some integrity protection, it is not considered to provide
cryptographic integrity as it can be easily forged.

Version 2.1 + EDR of the Core Specification introduced Secure Simple Pairing,
which utilizes FIPS-approved algorithms (SHA-256, HMAC-SHA-256 and the
P-192 elliptic curve) and introduced four association models: Just Works,
Numeric Comparison, Passkey Entry and Out-Of-Band (see Section 5.2).
Device authentication and encryption remained the same when Secure Simple
Pairing was introduced.

Version 3.0 + HS of the Core Specification added support for AMPs (see
Section 5.5).

Version 4.0 added the entire security model for Low Energy (see Section 5.4)
but did not change any security functionality for BR/EDR or AMP.

Version 4.1 added the Secure Connections feature to the BR/EDR phyisical
transport, which upgraded Secure Simple Pairing to utilize the P-256 elliptic
curve, device authentication to use FIPS-approved algorithms (HMAC-SHA-
256 and AES-CTR). Secure Connections also added message integrity (AES-
CCM).

Version 4.2 added the Secure Connections feature to the LE physical
transport, which upgraded LE pairing to utilize FIPS-approved algorithms
(AES-CMAC and P-256 elliptic curve) and adapts the Numeric Comparison
association model to be used on the Bluetooth LE physical transport. It also
includes provisions for a key generated using Secure Connections on either
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physical transport to preclude the need for the user to pair a second time on
the other physical transport. LE pairing as defined in the Bluetooth Core
Specification 4.0 and 4.1 is referred to as LE legacy pairing.

The security key hierarchy for BR/EDR and AMP is shown in Figure 5.1. The
key hierarchy is different depending on whether a physical link is using Secure
Connections or legacy security procedures and algorithms.
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Figure 5.1: BR/EDR and AMP Key Hierarchy

The security key hierarchy for LE is shown in Figure 5.2. The key hierarchy is
different depending on whether a physical link is using LE Secure Connections
or LE legacy pairing procedures and algorithms.
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Figure 5.2: LE Key Hierarchy

5.2 BR/EDR SECURE SIMPLE PAIRING

The primary goal of Secure Simple Pairing is to simplify the pairing procedure
for the user. Secondary goals are to maintain or improve the security in
Bluetooth wireless technology. Since high levels of security and ease-of-use
are often at opposite ends of the spectrum in many technologies and products,
much care has been taken to maximize security while minimizing complexity
from the end user's point of view.

5.2.1 Security Goals

Secure Simple Pairing has two security goals: protection against passive
eavesdropping and protection against man-in-the-middle (MITM) attacks
(active eavesdropping). It is a goal of Secure Simple Pairing to exceed the
maximum security level provided by the use of a 16 alphanumeric PIN with the
pairing algorithm used in Bluetooth Core Specification version 2.0 + EDR and
earlier versions. Note that many Bluetooth devices compliant with Bluetooth
Core Specification 2.0 + EDR and earlier versions use a 4-digit PIN or a fixed
PIN of commonly known values significantly limiting the security on the link.
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5.2.2 Passive Eavesdropping Protection

A strong link key coupled with a strong encryption algorithm is necessary to
give the user protection against passive eavesdropping. The strength of the
link key is based on the amount of entropy (or randomness) in its generation
process which would not be known by an attacker. Using legacy pairing, the
only source of entropy is the PIN which, in many use cases, is typically four
digits either selected by the user or fixed for a given product. Therefore, if the
pairing procedure and one authentication exchange is recorded one can run an
exhaustive search to find the PIN in a very short amount of time on commonly
available computing hardware. With Secure Simple Pairing, the recording
attack becomes much harder as the attacker must have solved a hard problem
in public key cryptography in order to derive the link key from the recorded
information. This protection is independent of the length of the passkey or other
numeric values that the user must handle. Secure Simple Pairing gives the
same resistance against the recording and passive eavesdropping attacks
even when the user is not required to do anything.

Secure Simple Pairing uses Elliptic Curve Diffie Hellman (ECDH) public key
cryptography as a means to thwart passive eavesdropping attacks. ECDH
provides a very high degree of strength against passive eavesdropping attacks
but it may be subject to MITM attacks, which however, are much harder to
perform in practice than the passive eavesdropping attack (see Section 5.2.3).

Using the security protocols in the Bluetooth Core Specification version 2.0 +
EDR and earlier with a 16 numeric digit PIN achieves about 53 bits of entropy
whereas a 16 character alphanumeric, case sensitive PIN yields about 95 bits of
entropy when the entire 62 character set is used ([0, ... 9,'A’, ... 'Z','a', ... 'Z).
For devices that do not support the Secure Connections feature (introduced in
Core Specification v4.1), Secure Simple Pairing has approximately 96 bits of
entropy using the FIPS approved P-192 elliptic curve which is at least as good as
the entropy in Bluetooth Core Specification 2.0 + EDR and earlier using a 16
character, alphanumeric, case sensitive PIN. For devices that do support the
Secure Connections feature, Secure Simple Pairing has approximately 128 bits
of entropy using the FIPS-approved P-256 elliptic curve. ECDH cryptography
was selected over standard Diffie Hellman (often referred to as DH76) since it is
computationally less complex and less likely to exceed the low computational
capacity in common Bluetooth Controllers.

Security Overview 02 December 2014

Bluetooth SIG Proprietary



BLUETOOTH SPECIFICATION Version 4.2 [Vol 1, Part A] page 89

Architecture ea BIU etO 0th®
5.2.3 Man-In-The-Middle Protection

A man-in-the-middle (MITM) attack occurs when a user wants to connect two
devices but instead of connecting directly with each other they unknowingly
connect to a third (attacking) device that plays the role of the device they are
attempting to pair with. The third device then relays information between the
two devices giving the illusion that they are directly connected. The attacking
device may even eavesdrop on communication between the two devices
(known as active eavesdropping) and is able to insert and modify information
on the connection. In this type of attack, all of the information exchanged
between the two devices are compromised and the attacker may inject
commands and information into each of the devices thus potentially damaging
the function of the devices. Devices falling victim to the attack are capable of
communicating only when the attacker is present. If the attacker is not active or
out range, the two victim devices will not be able to communicate directly with
each other and the user will notice it.

To prevent MITM attacks, Secure Simple Pairing offers two user assisted
numeric methods: numerical comparison or passkey entry. If Secure Simple
Pairing would use 16 decimal digit numbers, then the usability would be the
same as using legacy pairing with 16 decimal digit PIN. The chance fora MITM
to succeed inserting its own link keys in this caseisa 1in 1016 = 253 pairing
instances, which is an unnecessarily low probability.

Secure Simple Pairing protects the user from MITM attacks with a goal of
offering a 1 in 1,000,000 chance that a MITM could mount a successful attack.
The strength of the MITM protections was selected to minimize the user impact
by using a six digit number for numerical comparison and Passkey entry. This
level of MITM protection was selected since, in most cases, users can be
alerted to the potential presence of a MITM attacker when the connection
process fails as a result of a failed MITM attack. While most users feel that
provided that they have not compromised their passkey, a 4-digit key is
sufficient for authentication (i.e. bank card PIN codes), the use of six digits
allows Secure Simple Pairing to be FIPS compliant and this was deemed to
have little perceivable usability impact.

5.2.4 Association Models

Secure Simple Pairing uses four association models referred to as Numeric
Comparison, Just Works, Out Of Band, and Passkey Entry. Each of these
association models are described in more detail in the following sections.

The association model used is deterministic based on the I/O capabilities of the
two devices.

5.2.4.1 Numeric Comparison

The Numeric Comparison association model is designed for scenarios where
both devices are capable of displaying a six digit number and both are capable
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of having the user enter "yes" or "no". A good example of this model is the cell
phone / PC scenario.

The user is shown a six digit number (from "000000" to "999999") on both
displays and then asked whether the numbers are the same on both devices. If
"yes" is entered on both devices, the pairing is successful.

The numeric comparison serves two purposes. First, since many devices do
not have unique names, it provides confirmation to the user that the correct
devices are connected with each other. Second, the numeric comparison
provides protection against MITM attacks (see Section 5.2.3).

Note that there is a significant difference from a cryptographic point of view
between Numeric Comparison and the PIN entry model used by Bluetooth
Core Specification and earlier versions. In the Numeric Comparison
association model, the six digit number is an artifact of the security algorithm
and not an input to it, as is the case in the Bluetooth security model. Knowing
the displayed number is of no benefit in decrypting the encoded data
exchanged between the two devices.

5.2.4.2 Just Works

The Just Works association model is primarily designed for scenarios where at
least one of the devices does not have a display capable of displaying a six
digit number nor does it have a keyboard capable of entering six decimal digits.
A good example of this model is the cell phone/mono headset scenario where
most headsets do not have a display.

The Just Works association model uses the Numeric Comparison protocol but
the user is never shown a number and the application may simply ask the user
to accept the connection (exact implementation is up to the end product
manufacturer).

The Just Works association model provides the same protection as the
Numeric Comparison association model against passive eavesdropping but
offers no protection against the MITM attack.

When compared against today's experience of a headset with a fixed PIN, the
security level of the Just Works association model is considerably higher since
a high degree of protection against passive eavesdropping is realized.
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5.2.4.3 Out of Band

The Out of Band (OOB) association model is primarily designed for scenarios
where an Out of Band mechanism is used to both discover the devices as well
as to exchange or transfer cryptographic numbers used in the pairing process.
In order to be effective from a security point of view, the Out of Band channel
should provide different properties in terms of security compared to the
Bluetooth radio channel. The Out of Band channel should be resistant to MITM
attacks. If it is not, security may be compromised during authentication.

The user's experience differs a bit depending on the Out of Band mechanism.
As an example, with a Near Field Communication (NFC) solution, the user(s)
will initially touch the two devices together, and is given the option to pair the
first device with the other device. If "yes" is entered, the pairing is successful.
This is a single touch experience where the exchanged information is used in
both devices. The information exchanged includes discovery information (such
as the Bluetooth Device Address) as well as cryptographic information. One of
the devices will use a Bluetooth Device Address to establish a connection with
the other device. The rest of the exchanged information is used during
authentication.

The OOB mechanism may be implemented as either read only or read/write. If
one side is read only, a one-way authentication is performed. If both sides are
read/write, a two-way authentication is performed.

The OOB protocol is selected only when the pairing process has been
activated by previous OOB exchange of information and one (or both) of the
device(s) gives OOB as the 10 capabilities. The protocol uses the information
which has been exchanged and simply asks the user to confirm connection.

The OOB association model supports any OOB mechanism where
cryptographic information and the Bluetooth Device Address can be
exchanged. The OOB association model does not support a solution where the
user has activated a Bluetooth connection and would like to use OOB for
authentication only.

5.2.4.4 Passkey Entry

The Passkey Entry association model is primarily designed for the scenario
where one device has input capability but does not have the capability to
display six digits and the other device has output capabilities. A good example
of this model is the PC and keyboard scenario.

The user is shown a six digit number (from "000000" to "999999") on the
device with a display, and is then asked to enter the number on the other
device. If the value entered on the second device is correct, the pairing is
successful. Note that there is a significant difference from a cryptographic point
of view between Passkey Entry and the PIN entry model used by Bluetooth
Core Specification 2.0 + EDR and earlier versions. In the Passkey Entry
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association model, the six digit number is independent of the security algorithm
and not an input to it, as is the case in the 2.0 + EDR security model. Knowing
the entered number is of no benefit in decrypting the encoded data exchanged
between the two devices.

5.2.45 Association Model Overview

The following diagram shows Secure Simple Pairing from the point of view of
the technology used for discovery and then the different association
possibilities.
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Figure 5.3: Secure Simple Pairing Association Models

5.3 SECURE CONNECTIONS ONLY MODE

When a device requires that only FIPS-approved algorithms are used on the
BR/EDR physical transport, it should enter Secure Connections Only Mode on
the BR/EDR physical transport. Secure Connections Only Mode is sometimes
called a "FIPS Mode". This mode should be used when it is more important for
a device to have high security than it is for it to maintain backwards
compatibility with devices that do not support Secure Connections. The Host
will enforce that the P-256 elliptic curve is used during pairing, the secure
authentication sequences are used, and AES-CCM is used for encryption.

When a device requires that only FIPS-approved algorithms are used on the
LE physical transport, it should enter Secure Connections Only Mode on the
LE physical transport. Secure Connections Only Mode is sometimes called a
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"FIPS Mode". This mode should be used when it is more important for a device
to have high security than it is for it to maintain backwards compatibility with
devices that do not support LE Secure Connections. In this mode, the Host will
enforce that the P-256 elliptic curve is used during pairing.

If a BR/IEDR/LE device is configured in Secure Connections Only Mode, then a
transport will only be used when Secure Connections is supported by both
devices.

5.4 LE SECURITY

The pairing mechanisms introduced in Bluetooth Core Specification v4.0
(known as LE Legacy Pairing) have some differences in security aspects with
respect to BR/EDR security features such as Secure Simple Pairing. The
association models are similar to BR/EDR Secure Simple Pairing from the user
perspective and have the same names but have differences in the quality of
the protection provided.

5.4.1 Association Models

Bluetooth LE uses four association models referred to as Just Works, Numeric
Comparison, Out of Band and Passkey Entry. LE legacy pairing does not have
an equivalent of Numeric Comparison.

In LE legacy pairing, each of these association models is similar to BR/EDR
Secure Simple Pairing with the following exceptions.

» Just Works and Passkey Entry do not provide any passive eavesdropping
protection. This is because Secure Simple Pairing uses Elliptic Curve Diffie-
Hellman and LE legacy pairing does not.

In LE Secure Connections pairing, the four association models are functionally
equivalent to BR/EDR Secure Connections.

The use of each association model is based on the 1/O capabilities of the
devices.
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5.4.2 Key Generation

Key generation in Bluetooth LE is performed by the Host on each LE device
independent of any other LE device. Note: Key generation in BR/EDR is
performed in the Controller. By performing key generation in the Host, the key
generation algorithms can be upgraded without the need to change the
Controller.

Bluetooth LE uses multiple keys, each for a specific purpose, as follows:
» Confidentiality of data and device authentication

+ Authentication of unencrypted data

* Device Identity

In LE a single link key is generated by combining contributions from each
device into a link key used during pairing. In BR/EDR key generation is
performed in the Controller.

5.4.3 Encryption

Encryption in Bluetooth LE uses AES-CCM cryptography. Like BR/EDR, in LE
encryption is performed in the Controller.

5.4.4 Signed Data

Bluetooth LE supports the ability to send authenticated data over an
unencrypted ATT bearer between two devices with a trusted relationship. This
is accomplished by signing the data with a Connection Signature Resolving
Key (CSRK). The sending devices places a signature after the Data PDU. The
receiving verifies the signature and if the signature is verified the Data PDU is
assumed to come from the trusted source. The signature is composed of a
Message Authentication Code generated by the signing algorithm and a
counter. The counter is used to protect against a replay attack and is
incremented on each signed Data PDU sent.

5.4.5 Privacy Feature

Bluetooth LE supports a feature that reduces the ability to track a LE device
over a period of time by changing the Bluetooth device address on a frequent
basis. The privacy feature is not used in the GAP discovery mode and
procedures but it is used, when supported, during connection mode and
connection procedures.

In order for a device using the privacy feature to reconnect to known devices,
the device address, referred to as the private address, must be resolvable by
the other device. The private address is generated using the device’s resolving
identity key (IRK) exchanged during the bonding procedure.
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There are two variants of the privacy feature. In the first variant, private
addresses are resolved and generated by the Host. In the second variant,
private addresses are resolved and generated by the Controller without
involving the Host after the Host provides the Controller device identity
information. In addition, the second variant may involve the Host when the
resolving list in the Controller cannot store all the device identity resolving keys
necessary for bonded devices.

The Host maintains a resolving list by adding and removing device identities.
The Host may provide the Controller with a complete resolving list or a subset
of the resolving list. A device identity consists of the peer’s identity address and
a local and peer’s IRK pair.

When the Controller performs address resolution and the Host needs to refer to
a peer device that is included in the resolving list, it uses the peer’s device
identity address. Likewise, all incoming events from the Controller to the Host
will use the peer’s device identity, provided that the peer’s device address has
been resolved. If the Controller cannot resolve the peer’s device identity
address in an advertisement or, it may pass the event to the Host for resolution
in the Host.

Device filtering becomes possible when address resolution is performed in the
Controller because the peer’s device identity address can be resolved prior to
checking whether it is in the white list.

Figure 5.4 shows a logical representation of the relationship between the
Controller resolving list and the Controller white list. Actual implementations of
the resolving list and white list are not required to follow this model.

Device White List

Resolving List Device Identity Address | Address Type
Local IRK | Peer IRK | Peer Device Identity Address | Address Type Device Identity Address | Address Type
Local IRK | Peer IRK | Peer Device Identity Address | Address Type —‘ ®
Local IRK | Peer IRK | Peer Device Identity Address | Address Type Device Identity Address | Address Type
Local IRK | Peer IRK | Peer Device Identity Address | Address Type —‘ Device Identity Address | Address Type

Device Identity Address | Address Type

Figure 5.4: Logical Representation of the Resolving List and Device White List

Note: Not all devices in the white list are device identity addresses.

When address resolution is performed exclusively in the Host, a device may
experience increased power consumption because device filtering must be
disabled.
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55 AMP SECURITY

AMP security does not change the user experience because it utilizes the
same Secure Simple Pairing association models that were introduced in the
Bluetooth 2.1 + EDR Core Specification. From the user's point of view, all
radios are "paired" in one process.

AMP security starts during the Secure Simple Pairing process. The link key for
BR/EDR is generated during Phase 4 of Secure Simple Pairing. A 256-bit
Generic AMP Link Key (GAMP_LK) is generated from the BR/EDR Link Key.
The Generic AMP Link Key is stored in the security database alongside the
BR/EDR Link Key once pairing has completed.

AMP security does not affect the BR/EDR Link Key so backwards compatibility
is maintained for devices that support the Generic AMP feature with devices
that do not.

When an AMP is used for the first time, a dedicated AMP key is created by the
AMP Manager for that AMP type using the new Secure Simple Pairing function
h2 and a KeyID for the AMP type. The length of the Dedicated AMP Link Key
depends on the AMP Type. If the Pair-wise Master key already exists due to a
previous connection the AMP link key is not created and the stored key is
reused.

The Dedicated AMP Link Key is sent to the PAL during the Physical Link
creation process. Each PAL is responsible for using the Dedicated AMP Link
Key during the security phase of the physical link establishment process. Note
that a Dedicated AMP link key is used for multiple sessions over the same
AMP.

Each time a dedicated AMP key is successfully created, the Generic AMP Link
Key is updated. This is performed using the h2 function with KeyID 'gamp'.

5.6 KEY GENERATION BETWEEN BR/EDR AND LE PHYSICAL
TRANSPORTS

When two BR/EDR/LE devices support Secure Connections over both
transports, keys for both transports may be generated during a single pairing
procedure. The ability to convert keys from one transport to the other prevents
the need to pair twice, thus enabling a better user experience.

The link key for BR/EDR generated during Phase 4 of Secure Simple Pairing
on the BR/EDR physical transport may be converted to a Long Term Key (LTK)
for use on the LE transport. Similarly, a LTK generated during Phase 2 of
pairing on the LE physical transport may be converted to the BR/EDR Link Key
for use on the BR/EDR physical transport.
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6 BLUETOOTH APPLICATION ARCHITECTURE

6.1 BLUETOOTH PROFILES

Application interoperability in the Bluetooth system is accomplished by
Bluetooth profiles. Bluetooth profiles define the required functions and features
of each layer in the Bluetooth system from the PHY to L2ZCAP and any other
protocols outside of the Core specification. The profile defines the vertical
interactions between the layers as well as the peer-to-peer interactions of
specific layers between devices.

Bluetooth Profiles

Bluetooth Protocol Layers

Figure 6.1: Bluetooth Profiles

In addition, application behaviors and data formats are also defined by the
profile. When two devices comply with all the requirements of a Bluetooth
profile, interoperability of an application is enabled.

All profiles describe service discovery requirements necessary for devices to
connect, find available application services and connection information
necessary for making application level connections.
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6.2 GENERIC ACCESS PROFILE

The Bluetooth system defines a base profile which all Bluetooth devices
implement. This profile is the Generic Access Profile (GAP), which defines the
basic requirements of a Bluetooth device. For instance, for BR/EDR, it defines
a Bluetooth device to include the Radio, Baseband, Link Manager, L2CAP, and
the service discovery protocol functionality; for LE, it defines the Physical
Layer, Link Layer, L2ZCAP, Security Manager, Attribute Protocol and Generic
Attribute Profile. This ties all the various layers together to form the basic
requirements for a Bluetooth device. It also describes the behaviors and
methods for device discovery, connection establishment, security,
authentication, association models and service discovery.

In BR/IEDR, GAP defines a single role with functionality that may be present in
each device. This functionality includes how devices discovery each other,
establish connections and describes security association models used for
authentication. In BR/EDR this functionality may be present in both devices. It
may be necessary for a device to implement both the initiating and accepting
functionality if the device wants to discover or establish connections with all
devices. A device may only include either the initiating or the accepting
functionality but it requires the remote device to support the complimentary
functionality to discovery or establish connections with the device. For BR/
EDR, the Controller is required to support all the functionality, however the
Host may limit this functionality based on the other profiles or use cases
supported by the device.

In LE, GAP defines four specific roles: Broadcaster, Observer, Peripheral, and
Central. A device may support multiple LE GAP roles provided that the
underlying Controller supports those roles or role combinations. Each role
specifies the requirements for the underlying Controller. This allows for
Controllers to be optimized for specific use cases.

The Broadcaster role is optimized for transmitter only applications. Devices
supporting the broadcaster role use advertising to broadcast data. The
broadcaster role does not support connections. The Observer role is optimized
for receiver only applications. Devices supporting the observer role are the
complementary device for a broadcaster and receives broadcast data
contained in advertisements. The observer role does not support connections.
The Peripheral role is optimized for devices that support a single connection
and are less complex than central devices. Devices supporting the peripheral
role only require Controllers that support the Controller’s slave role. The
Central role supports multiple connections and is the initiator for all
connections with devices in the peripheral role. Devices supporting the central
role require a Controller that support the Controller’s master role and generally
supports more complex functions compared to the other LE GAP roles.
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6.3 PROFILE HIERARCHY

Since all Bluetooth devices are required to implement GAP, any additional
profiles implemented by a Bluetooth device become supersets of GAP.
Depending on the complexity of an application or the ability to reuse common
requirements of functionality of the Bluetooth system between many
applications, additional generic profiles can be created that are both a superset
of GAP as well as being a superset of another profile. A top level profile that
describes application interoperability is called an Application Profile.

4 )
Application Profile #1

4 N
Generic Profile #1

Generic Access
Profile

(& )

Figure 6.2: Profile Hierarchy

Application profiles contain by reference GAP and any other generic profile that
describes a set of common requirements of the Bluetooth system.

6.4 GENERIC ATTRIBUTE PROFILE

Generic Attribute Profile (GATT) is built on top of the Attribute Protocol (ATT)
and establishes common operations and a framework for the data transported
and stored by the Attribute Protocol. GATT defines two roles: Server and
Client. The GATT roles are not necessarily tied to specific GAP roles and but
may be specified by higher layer profiles. GATT and ATT are not transport
specific and can be used in both BR/EDR and LE. However, GATT and ATT
are mandatory to implement in LE since it is used for discovering services

The GATT server stores the data transported over the Attribute Protocol and
accepts Attribute Protocol requests, commands and confirmations from the
GATT client. The GATT server sends responses to requests and when
configured, sends indication and notifications asynchronously to the GATT
client when specified events occur on the GATT server.

GATT also specifies the format of data contained on the GATT server.
Attributes, as transported by the Attribute Protocol, are formatted as Services
and Characteristics. Services may contain a collection of characteristics.
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Characteristics contain a single value and any number of descriptors
describing the characteristic value.

With the defined structure of services, characteristics and characteristic
descriptors a GATT client that is not specific to a profile can still traverse the
GATT server and display characteristic values to the user. The characteristic
descriptors can be used to display descriptions of the characteristic values that
may make the value understandable by the user.

6.5 GATT-BASED PROFILE HIERARCHY

The GATT Profile specifies the structure in which profile data is exchanged.
This structure defines basic elements such as services and characteristics,
used in a profile.

The top level of the hierarchy is a profile. A profile is composed of one or more
services necessary to fulfill a use case. A service is composed of
characteristics or references to other services. Each characteristic contains a
value and may contain optional information about the value. The service and
characteristic and the components of the characteristic (i.e., value and
descriptors) contain the profile data and are all stored in Attributes on the
server.
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Figure 6.3: GATT-Based Profile Hierarchy

6.5.1 Service

A service is a collection of data and associated behaviors to accomplish a
particular function or feature of a device or portions of a device. A service may
reference other primary or secondary services and/or a set of characteristics
that make up the service.

There are two types of services: primary and secondary. A primary service is a
service that provides the primary functionality of a device. A secondary service
is a service that provides auxiliary functionality of a device and is referenced
from at least one primary service on the device.

To maintain backward compatibility with earlier clients, later revisions of a
service definition can only add new referenced services or optional
characteristics. Later revisions of a service definition are also forbidden from
changing behaviors from previous revision of the service definition.

Services may be used in one or more profiles to fulfill a particular use case.
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6.5.2 Referenced Services

A referenced service is a method to incorporate another service definition on
the server as part of the service referencing it. When a service references
another service, the entire referenced service becomes part of the new service
including any nested referenced services and characteristics. The referenced
service still exists as an independent service. There are no limits to the depth
of nested references.

6.5.3 Characteristic

A characteristic is a value used in a service along with properties and
configuration information about how the value is accessed and information
about how the value is displayed or represented. A characteristic definition
contains a characteristic declaration, characteristic properties, and a value. It
may also contain descriptors that describe the value or permit configuration of
the server with respect to the characteristic value.
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7 COEXISTENCE AND COLLOCATION

Bluetooth devices operate in the unlicensed 2.4 GHz Industrial, Scientific and
Medical (ISM) band. Many other technologies utilize the ISM band, including
wireless LAN, cordless phones, and microwave ovens. The ISM band is also
close enough to other frequency bands that Bluetooth devices may be an
interferer of or a victim of other technologies.

Radios may be collocated or non-collocated. The term "collocated" is a loose
one - in the Core Specification, collocated radios are assumed to be in the
same product (a Multi-Radio Terminal or MRT) and may or may not have
mechanisms to coordinate their activity in order to mitigate interference.

Determining the amount of expected isolation between radios is important for
choosing an appropriate coexistence mechanism. With sufficient isolation,
frequency division duplexing (FDD) techniques are the most efficient. With
insufficient isolation or a shared antenna, time division duplexing (TDD)
techniques need to be used. In many cases, a combination of FDD and TDD
techniques are required to achieve acceptable levels of performance.

The Bluetooth Core Specification supports a variety of features that help
mitigate interference to other devices and to minimize interference from other
devices. Broadly, the types of solutions fall into the following categories:

Type Description

Frequency division | Simultaneous use of multiple radios enabled by filters and/or isolation

Time division One radio may transmit or receive at a time through scheduling or pri-
oritization
Time alignment Activities of the collocated radios are aligned in the time domain to

optimize performances by avoiding conflicting activities. E.g. Trans-
missions of multiple radios may occur simultaneously, multiple recep-
tions may occur simultaneously, but it is not possible to transmit and
receive simultaneously

Hybrid frequency Use of frequency division, time alignment, and time division tech-
and time division niques depending on the relative frequencies in use by the radios, fil-
ters and isolation

Table 7.1: Interference mitigation types
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7.1 CORE FEATURES SUPPORTING COEXISTENCE AND
COLLOCATION

There are features in the Bluetooth Core Specification to specifically target the
reduction of interference from collocated or non-collocated devices.

Version

Feature Introduced | Description

Adaptive 1.2 Allows devices to reduce the number of channels

Frequency Hopping used in a piconet in order to avoid interferers

HCI Set Host Channel | 1.2 Allows a Host to inform the local Bluetooth control-

Classification ler of the channels that are occupied by a collo-
cated technology

Enhanced SCO 1.2 Added retransmissions to SCO for the purpose of

(eSCO) combating interference

MWS Coexistence CSA3 Provides a standardized interface between collo-

Signalling cated radios for communicating information neces-
sary to enable some coexistence techniques

Piconet Clock Adjust 4.1 Allows a Bluetooth device to align the piconet clock
with an external technology, e.g. Long Term Evolu-
tion (LTE)

Train Nudging 4.1 Provides a mechanism to improve the success rate
of page and inquiry when the slots to receive the
respective responses are periodically not available

Generalized 4.1 Provides a mechanism to improve the success rate

Interlaced Scanning of page scan and inquiry scan when some slots are
periodically not available for scanning

Table 7.2: Interference mitigation features

7.2 ADAPTIVE FREQUENCY HOPPING

Adaptive Frequency Hopping (AFH) allows Bluetooth devices to improve their
immunity to interference from and avoid causing interference to other devices
in the 2.4 GHz ISM band. The basic principle is that Bluetooth channels are
classified into two categories, used and unused, where used channels are part
of the hopping sequence and unused channels are replaced in the hopping
sequence by used channels in a pseudo-random way. This classification
mechanism allows for the Bluetooth device to use either all or fewer than the
79 channels required in the Core Specification v1.1. The minimum number of
channels allowed by the Bluetooth specification is 20.

The Core Specification defines the aspects of AFH necessary to ensure
interoperability, including the hopping kernel, Baseband behavior, Link
Manager Protocol (LMP) commands, and Host Controller Interface (HCI)
commands and events required to change and configure hopping sequences.
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The Bluetooth Specification also defines a mechanism that allows for a slave to
report channel classification information to the master.

Adaptive Frequency Hopping utilizes metrics obtained through many sources.
These metrics are analyzed and then the resulting Channel_Map is used by
the adaptive frequency hopping kernel. The metrics may come from over-the-
air measurements, data supplied by the Host (via the

HCI_set AFH_Channel_Classification command), or reports by the slave or
from other hardware coexistence interfaces.

While AFH is a critical element in coexistence, it is not enough in some
circumstances.

7.3 COEXISTENCE BETWEEN BLUETOOTH DEVICES AND
WIRELESS LAN DEVICES

Coexistence between Bluetooth and Wireless LAN has traditionally been a
combination of Adaptive Frequency Hopping (AFH) and proprietary techniques
to prioritize traffic between the two protocols. The Bluetooth Core Specification
does not specify signalling between the Bluetooth Controller and a Wireless
LAN device.

7.4 MOBILE WIRELESS STANDARDS (MWS) COEXISTENCE

Significant interference can be present between the Bluetooth radio and a
collocated MWS radio operating in frequency bands adjacent to the 2.4 GHz
ISM band. This interference can prevent one radio from receiving while the
other radio is transmitting.

The “Filter recommendations for Coexistence with LTE and WiMAX”
whitepaper1 describes filter specifications that, in some cases, can reduce
collocated interference to an acceptable level. The Bluetooth Core
Specification includes complementary solutions to traditional filtering including
features for Bluetooth Controllers and Hosts as well as signaling and
messaging mechanisms between collocated MWS and Bluetooth radios.
Figure 7.1 illustrates the general architecture model for these mechanisms.
This architecture assumes separate antennas with limited isolation.

1. https://www.bluetooth.org/en-us/specification/reference-publications/white-papers
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Figure 7.1: MWS Coexistence Architecture

Two types of solutions have been considered. In the first solution, both
Bluetooth transmissions (TX) and receptions (RX) are constrained by
collocated MWS activities. Solutions of this type are called Pure TDM (Time
Division Multiplexed) Mode. In the second solution, only Bluetooth receptions
are affected by collocated MWS transmissions and Bluetooth transmissions do
not impact the operation of the collocated MWS. Solutions of this type are
called Hybrid Mode and are achieved, for example, by using steep roll-off Band
Select Filters (BSFs) for the ISM band in the Bluetooth transceiver. Hybrid
Mode applies where the Bluetooth transmission’s effect on MWS is sufficiently
reduced via filtering that the Bluetooth device can safely transmit during the
MWS downlink time. This requires a frequency guard band between the
Bluetooth and MWS operational frequency ranges as well as constraints on
both the Bluetooth BSF and the MWS BSF. The requirement for a time domain
solution still remains, but only to protect Bluetooth reception.

These solutions are facilitated by an MWS coexistence signaling mechanism
(see [Vol 7] Part A) and multiple transport layers (see [Vol 7] Part B and C).

MWS technologies operate in licensed bands and use centralized scheduling
to support Wide Area Network services. An MWS radio synchronizes both time
and frequency with a network Base Station. The Base Station determines
which MWS radio will transmit or receive and when. MWS radios have no
control over when to transmit or receive. When Bluetooth transmissions
interfere with MWS receptions in the MRT, the MWS radio can be rendered
unusable if the Bluetooth radio transmits freely. Figure 7.2 shows how
Bluetooth activity can interfere with every MWS reception opportunity and
similarly how MWS transmissions can interfere with Bluetooth reception. In the
example shown in Figure 7.2 the Bluetooth device in the MRT is operating as
the master of a piconet. Blocks marked with an “M” are single slot master
transmissions and those marked with an “S” are single slot slave
transmissions. The times at which reception by the MWS device may be
corrupted by Bluetooth transmissions are marked with a red shade.
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Figure 7.2: MWS receptions interfered with by uncontrolled Bluetooth transmissions

Even with the best relative timing relationship (when the Bluetooth slot
boundary is aligned with the MWS frame boundary), the Bluetooth radio in the
MRT suffers reduced transmission and reception opportunities due to time
multiplexing with the collocated MWS radio. The Bluetooth radio only gets one
transmission/reception opportunity every MWS frame, as shown in Figure 7.3.

MWS Downlink Uplink Downlink Uplink Downlink

l«——One MWS Frame (5ms)—]

Bluetooth slot ‘ i i

boundary is

it A I IR O I I I O I
frame boundary

Figure 7.3: Bluetooth radio has reduced transmission/receiving opportunities

Consequently, three out of four (for 5 msec MWS frames) or seven out of eight
(for 10 msec MWS frames) slot pairs of Bluetooth can be punctured by MWS
activities. Furthermore, since Bluetooth inquiry and paging use a sequence of
16 channels at a time, when the Bluetooth radio in the MRT is performing
inquiry or paging the channel sequence will repeat every 5 ms resulting in the
same channels being repeatedly punctured by the collocated MWS activities,
see Figure 7.4. As a result, there is a high probability that the remote scanning
device will not be able to receive the page or inquiry IDs within the current
timeout.

When the inquiry or paging channel sequence gets repeatedly punctured, Train
Nudging can be used to add an additional offset to the clock bits in order to
shift the channel sequence.
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Figure 7.4: Bluetooth radio can suffer Inquiry/Page failures

As MWS transmissions interfere with Bluetooth receptions in the MRT, up to
50% of the transmitted IDs from the remote inquiry/page device will not be
received by the Bluetooth radio in the MRT performing scanning, as shown in
Figure 7.5.

Based on the pattern of slots that are not available for scanning, Generalized
Interlaced Scanning can be used to tune the phase of the second scan during
a back-to-back scan.

MWS Frame Duration (5 ms) '

x -
x -

s ] T [ | hx Hx Ixe Hx Hx IXJX Hx Hx Ux Hx Hx I_LLH_»

Slave - ‘ ‘
(MRT) page scan ‘ : page scan
MWS Downlink Uplink | Downlink
SUCCESS FAILED FAILED SUCCESS SUCCESS

Figure 7.5: Bluetooth radio can suffer inquiry scan/page scan failures

7.5 SYNCHRONIZING BLUETOOTH WITH AN EXTERNAL
TIMING SOURCE

This section provides an example to illustrate the synchronization of the
Bluetooth CLK with an MWS system so that the Bluetooth slots line up with the
Downlink and Uplink times of the MWS system. The external frame in this
example is LTE TDD Frame Configuration #1 and special subframe
configuration #1; however the same mechanisms can be used for any external
TDD/TDMA protocol. The example shows a time span of 10 ms.

[Vol 7] Part A defines the timing of the MWS frame as a fixed offset from the
FRAME_SYNC signal in the coexistence signalling. This is shown in Figure 7.6
as FS. FS can be defined by the Host as any specific offset within the MWS
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frame. For a piconet master, the most useful position for FS is the boundary
between the uplink and the following downlink. This is because the master
needs to transmit in a master slot during the uplink and then receive in the
following slave slot during the downlink. Putting FS at this boundary allows the
master to easily align its Bluetooth clock to put it between these slots. The
situation is reversed in a slave: FS is most useful on the boundary between the
downlink and the following uplink.

The HCI command Set_External_Frame_Configuration ([Vol 2] Part E, Section
7.3.81) is used to describe the MWS frame timing. This knowledge, together
with FS, allows the Bluetooth Controller to align the Bluetooth clock with the
MWS frame timing so as to minimize the effect of mutual interference. This is
illustrated in Figure 7.6. The red ovals show slot pairs where both MWS and
Bluetooth transmit and receive simultaneously and so do not interfere with
each other. The MWS frame structure includes a downlink portion (“D”), an
uplink portion (“U”), and a special portion (“S”) that includes a downlink and
uplink portion separated by a guard period (“GP”).

FS Middle of GP

e [sTwlsTIw[s{wlsymls[mls[mls[w[s[wu

ColoGiel M s [m[ s [ M| s [ m[s | mM[s{m|sym[s][m[s]

Figure 7.6: Alignment of MWS frame timing and Bluetooth clock

Note: In LTE, if the implementation does not have access to the exact LTE
timing it can assume that the downlink-to-uplink boundary is the middle of the
GP in a special LTE subframe.

7.6 PICONET CLOCK ADJUSTMENT

As discussed in the previous section, aligning the MWS and Bluetooth clocks
correctly greatly improves throughput on both technologies. The master has
two mechanisms at its disposal to mitigate misalignments.

Coarse Clock Adjustments can be used to move the Bluetooth CLK using the
LMP_clk_adj PDU. The clk_adj_us parameter is used to align the slots with the
MWS alignment point indicated by the FRAME_SYNC signal. The
clk_adj_slots parameter can be used to move the CLK several slots forward in
time. This can be useful to align e.g. eSCO. Coarse Clock Adjustment is
expected to be used only rarely, for instance at MWS connection or when the
MWS frame timing changes due to roaming. Coarse Clock Adjustment can
only be used when all slaves in the piconet support for it.

The other option for the master is to use Clock Dragging. This is a method of
slowly adjusting the phase of the clock backward or forward by making the
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slots a few us shorter or longer, respectively, until the desired CLK phase has
been achieved. It should be noted that this is a very slow rate of adjustment, as
it is designed to allow a legacy device to track the change, and therefore Clock
Dragging must not be done at a faster rate than the maximum natural drift
between devices. For this reason its main use is to facilitate small corrections
over time if a misalignment with the MWS system is detected. If any device is
connected that does not support Coarse Clock Adjustment, slowly moving the
slave using Clock Dragging is the only option.

It is recommended to let the collocated device be the master, when possible,
as it can react much faster to correct misalignments. If a slave is the collocated
device, doing a role switch to make it master may be worth considering.
Alternatively a slave can send a Piconet Clock Adjustment Request LMP
packet to the master. The master then has the option to perform a Coarse
Clock Adjustment, Clock Dragging, or to reject the request.
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1 LIST OF ACRONYMS AND ABBREVIATIONS

Acrony_m or Writing out in full Comments
abbreviation
8DPSK 8 phase Differential Phase Shift 3 Mb/s modulation type used by
Keying Enhanced Data rate
A
A2MP AMP Manager Protocol
AAD Additional Authentical Data
AC Access Category
ACI Access Category Index
ACK Acknowledge/ACKnowledgement
ACL Asynchronous Connection-ori- Reliable or time-bounded, bi-direc-
ented [logical transport] tional, point-to-point
ACL-C ACL Control [logical link] (LMP)
ACL-U ACL User [logical link] (L2CAP)
ACO Authenticated Ciphering Offset
AD Advertising Data
Adv_idx Advertising channel index
ADVB LE Advertising Broadcast
ADVB-C LE Advertising Broadcast Control
(Logical Link)
ADVB-U LE Advertising Broadcast User
Data (Logical Link)
AES Advanced Encryption Standard
AES-CCM Advanced Encryption Standard -
Counter with CBC MAC
AFH Adaptive Frequency Hopping
AGC Automatic Gain Control
AHS Adapted Hop Sequence
AIFSN Arbitration Interframe Space Num-
ber
AMP Alternate MAC PHY
AMP_ASSOC Alternate MAC PHY association
information

Table 1.1: Acronyms and Abbreviations
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Acronym or
abbreviation

Writing out in full

Comments

AMP-U

AR_ADDR
ARQ
ASB

ASB-U
ATT

BB
BCH

BD_ADDR
BER

BT

c

CAC

CBC-MAC

CCM

CCMP
CLKN
CL

CLK
CLKE
CODEC
COF
CRC
CSA

AMP User Asynchronous/Isochro-
nous Logical Link

Access Request Address
Automatic Repeat Request

Active Slave Broadcast [logical
transport]

ASB User [logical link] (L2CAP)
Attribute Protocol

Baseband

Bose, Chaudhuri & Hocquenghem

Bluetooth Device Address
Bit Error Rate
Bandwidth Time

Channel Access Code

Cipher Block Chaining
Message Authentication Code

Counter with Cipher Block Chain-
ing-Message Authentication Code

CTR with CBC-MAC Protocol
Native Clock

Connectionless

Master Clock

Estimated Clock

COder DECoder

Ciphering Offset

Cyclic Redundancy Check

Core Specification Addendum

Unreliable, uni-directional broad-
cast to any devices synchronized
with the physical channel

Type of code

The persons who discovered these
codes in 1959 (H) and 1960 (B&C)

(In plural Addenda)
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Acronym or
abbreviation

Writing out in full

Comments

CSB

CSRK

CTS
CVvSD

DA

DAC
DCE
DCE

DCI
DEVM

DFS
DH
DHK
DIAC
DIV
DM

DPSK

DQPSK

DSAP
DTE

Connectionless Slave Broadcast

Connection Signature Resolving
Key

Clear to send

Continuous Variable Slope Delta
Modulation

Destination address
Device Access Code
Data Communication Equipment

Data Circuit-Terminating Equip-
ment

Default Check Initialization

Differential Error Vector Magnitude

Dynamic Frequency Selection
Data-High Rate

Diversifier Hiding Key
Dedicated Inquiry Access Code
Diversifier

Data - Medium Rate

Differential Phase Shift Keying

Differential Quaternary Phase Shift
Keying

Destination Service Access Point

Data Terminal Equipment

The logical transport enabled by
the Connectionless Slave
Broadcast feature

In serial communications, DCE
refers to a device between the
communication endpoints whose
sole task is to facilitate the commu-
nications process; typically a
modem

Measure of modulation error used
for Enhanced Data Rate transmit-
ter testing

Data packet type for high rate data

Data packet type for medium rate
data

Generic description of Enhanced
Data Rate modulation

Modulation type used by
Enhanced Data Rate

In serial communications, DTE
refers to a device at the endpoint of
the communications path; typically
a computer or terminal.

Table 1.1: Acronyms and Abbreviations

List of Acronyms and Abbreviations

02 December 2014
Bluetooth SIG Proprietary



BLUETOOTH SPECIFICATION Version 4.2 [Vol 1, Part B]

page 116

Acronyms & Abbreviations

€3 Bluetooth’

Acronym or
abbreviation

Writing out in full

Comments

DTM
DUT
DV

E
E
ECWmax

ECWmim

ED
EDCA

EDIV
EDR
EFS
EIR

EIRP

EOCC
EPR

ER
ERP

(€)SCO

eSCO

eSCO-S

Direct Test Mode
Device Under Test

Data Voice

Excluded

Enhanced Contention Window
maximum

Enhanced Contention Window
minimum

Erroneous Data

Enhanced Distributed Channel
Access

Encrypted Diversifier
Enhanced Data Rate
Extended Flow Specification

Extended Inquiry Response

Effective Isotropic Radiated Power

Extreme Operating Conditions

Encryption Pause Resume

Encryption Root

Extended Rate PHY conforming to
Clause 19

Synchronous logical link or
Extended Synchronous logical link

Extended Synchronous Connec-
tion Oriented [logical transport]

Stream eSCO (unframed)

Data packet type for data and
voice

Host supplied information transmit-
ted in the inquiry responses sub-
state

Equivalent power that an isotropic
antenna must transmit to provide
the same field power density

Mode allowing the device to initiate
the pause and resume encryption
sequence

SCO or eSCO

Bi-directional, symmetric or asym-
metric, point-to-point, general reg-
ular data, limited retransmission

Used to support isochronous data
delivered in a stream without fram-

ing
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Acronym or
abbreviation

Writing out in full

Comments

ESS
ETSI

FCC

FCS
FDMA

FEC
FH
FHS
FHSS

FIFO
FIPS

FM

GAP
GATT
GFSK
GIAC
GTM

HCI
HEC
HID
HV
HW

IAC
IC

Extended Service Set

European Telecommunications
Standards Institute

Federal Communications
Commission

Frame Check Sequence

Frequency Division Multiple
Access

Forward Error Correction code
Frequency Hopping
Frequency Hop Synchronization

Frequency Hopping Spread Spec-
trum

First In First Out

Federal Information Processing
Standards

Frequency Modulation

Generic Access Profile

Generic Attribute Protocol
Gaussian Frequency Shift Keying
General Inquiry Access Code

Generic Test Methodology

Host Controller Interface
Header-Error-Check
Human Interface Device
High quality Voice

Hardware

Inquiry Access Code

Industry Canada

Modulation type

e.g. HV1 packet
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Acronym or
abbreviation

Writing out in full

Comments

IEC

IEEE

IETF
IFS
P
IPv4
IPv6

IrDA
IRK
ISM
ISO

ITU

IuT

IVm
IVs

JRL

KCC

L2CAP

LAP
LC

International Electrotechnical
Commission

Institute of Electronic and Electrical
Engineers

Internet Engineering Task Force
Inter Frame Space

Internet Protocol

Internet Protocol version 4
Internet Protocol version 6
Identity Root

Infra-red Data Association
Identity Resolving Key
Industrial, Scientific, Medical

International Organization for Stan-
dardization

International Telecommunication
Union

Implementation Under Test
Initialization Vector
Initialization Vector (master)

Initialization Vector (slave)

Japanese Radio Law

Korea Communications Commis-
sion

Logical Link Control and
Adaptation Protocol

Lower Address Part

Link Controller

Link Controller (or baseband) part
of the Bluetooth protocol stack. Low
level Baseband protocol handler
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Acronym or
abbreviation

Writing out in full

Comments

LC

LCP
LE
LE-C
LE-U
LFSR
LL
LLCP
LLID
LM
LMP
LR
LSB
LSO
LSTO

LT _ADDR
LTK

M

M

MAC
MAC

Mb/s

MD
MIC
MIIT

MITM
MMI

Link Control [logical link]

Link Control Protocol

Low Energy

Low Energy Control (link)
LE User [logical link]
Linear Feedback Shift Register
Link Layer

Link Layer Control Protocol
Logical Link Identifier

Link Manager

Link Manager Protocol
Loudness Rating

Least Significant Bit

Least Significant Octet

Link Supervision Timeout Event

Logical Transport ADDRess
Long-Term Key

Master or Mandatory
Medium Access Control

Message Authentication Code

Megabits (millions of bits) per sec-
ond

More Data
Message Integrity Check

Ministry of Industry and Informa-
tion Technology

Man-in-the-middle

Man Machine Interface

The control logical links LC and
ACL-C are used at the link control
level and link manager level,
respectively.

For LM peer to peer communication

Controller can send LSTO event to
Host

Usually meaning the Medium
Access Control code
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abbreviation
MS Mobile Station
MSB Most Significant Bit
mSBC modified Sub Band Codec Hands-Free Profile v1.6 or later
MSC Message Sequence Chart
MSO Most Significant Octet
MTU Maximum Transmission Unit
MWS Mobile Wireless Standards For example LTE and WiMAX
N
NAK Negative Acknowledge
NAP Non-significant Address Part
NCC :?Stisoigsl Communications Com-
NESN Next Expected Sequence Number
NIST National Institute of Standards and
Technology
NOC Normal Operating Conditions
@]
@) Optional
OBEX OBject EXchange protocol
OCF OpCode Command Field
OGF OpCode Group Field
OOB Out of Band
P
/4 DQPSK pi/4 Rotated Differential Quater- 2 Mb/s modulation type used by
nary Phase Shift Keying Enhanced Data Rate
PBD Profile Broadcast Data The name of the logical link
enabled by the Connectionless
Slave Broadcast feature
The device supports the capability
PBF Packet Boundary Flag to correctly handle HCI ACL Data
Packets
PCM Pulse Coded Modulation
PDU Protocol Data Unit A message
Table 1.1: Acronyms and Abbreviations
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