www . ChinaAET .com

Network and Communication

HTTP SIP )

( , 211167)

: SIP P , HTTP SIP

HTTP SIP , SIP , .
. SIP; HTTP :
: TP393 : A 7720(2011)06-0053-03

b
SIP security mechanism based on impr% Pgﬂ&gest auQ ication
¥ q‘@‘ 0O
f Teol&%x, Nanji QIIQ)llina)
&l[’ sv? use P dwest authentication mechanism

‘te the ,1', and k

Peng

(School of Computer Engineering, Nagjing Ins

Abstract: SIP is the shortening of session initiali
as their security mechanism, but the client can,not auth
one security mechanism of SIP based on an hd

perfe€idgnd ﬂoxﬂ?
ation ; sccurlt chanism
« 3G \Q HTTP

cement 1s not supported. This paper gives

authenn securm mechanism resolves the defects

above, and makes the security soluti
Key words: SIP: HTTP digest

SIP ,
. NN BNF
SIP . 5IP - . (UAC)
P , , (UAS Proxy)
. : ‘314 ’ . , 401/407
\ TTP , . ACK ,
. , .SIP ,
HTTP . 1.2
1 HTTP ,
HTTP , .
41 SIp HTTP , &,
. :(1)
1.1 ,  UAC PROXY  UAS ,
HTTP SIP , ;(2) ,
* . (QKJB2009026)

53

www.ChinaAET.com



www .ChinaAET.com

Network and Communication

, SIP , 0 ) )
2 HTTP SIP : ACK (
) ’
, (3) , UAC
HTTP SIP o o
2.1 , SIP
SIP , )
, 4 sIp :UAC-Authen- 2.2
ticate \UAC - Authorization | Encryption —Info ,Encrypted - IETF  RFC32611"
Header , ,
, . INVITE INVITE
’ 1 o
UAC UAS/PROXY
INVITE Q’
UAC - Authenticate Q INVITF UAC-Au-
[ UAS/PROXY , digest—uri ,
lh \ URL(
username , nonce , op ) %
401/407 dl"e%t— US p \nonce o
UAC - Authorization ( 4 4017407 (UAS
UAS/PROXY UAC 401
UAS/ WWW — Authenticate/ Proxy — Authenticat ' XV
PROXY < Encryption —Info( ] TA(A Authorization ,
UAC ACK
Encryption —Info , '
( UAC Q,
&Y ) : ACK  401/407
INVITE .
\_ Authorization/Proxy AC 5
( WWW — Authenticate/Proxy — Authenti-
UAC,
1 \ .
1 ) Q Encryption —Info ,
UAC UAS/PROXY (3)UAC  401/407 ACK ,
(1)UAC 401/407 Encryption —Info ., UAC
UAC - Authenticate , ACK Encryption -
H Info , UAC (
(2) ) .
, UAC . (4)UAC ,
) ) 401/407 UAC~ Authorization UAC, Authorization Proxy - Au-
5 thorization s R
(3)UAC 401/407 , ,
(1) ,
(1) , INVITE UAC - Authenticate ,
, 401/407 Encryption—Info digest—uri , username , nonce . qop ;
N 5 (2) ’
(2)UAC Encryption —Info 401/407
54

www.ChinaAET.com



www .ChinaAET.com

Network and Communication

@ UAC - Authenticate s encrypt—private—key="encrypt-private—key " "=" key-value
digest —uri , UAC , algorithm="algorithm" "=" <"> 1# algorithm—-value <">
, 401/407 ( UAC - algorithm—value="DES" | "DEA" | token
Authorization )s public —key ,
©) UAC - Authenticate , °
UAC , public —encrypt—algorithm ,
UAC, INVITE ; °
® UAC, 401/407 encrypt —private —key
, WWW — Authenticate/Proxy — Authenti- , public—key
cate y 5 o
@ , algorithm
UAC , 401/407 ,  Encryption—Info ; ACK
, UAC R .
, Encn er NF
, 401/407 \
UAC - Authorization , Encryption —Info . pted - Ht'ddm L rypted — Heaq nerypt—Value
WWW — Authenticate/Proxy — Authenticate o Valueg @"3‘1 string Q
(3) UAC  401/407 ACK . 10m B <% njing.com >
@ ACK Encryption—Info : Eincrypted —Header:

UAC , Encryption —Info
UAC (

o

SIP

SIp

2.3

[1] ROSENBERG J,SCHULZRINNE H, CAMARILLO G,et al.

rypted —Header SIP : session initiation protocol , IETF RFC3261[S]. August

UAC - Authenticate 'WW — 2002
. . . - [2] .SIP [J]. ,2005, 24
Authenticate,  UAC—Authorization N WWW- (4):5-8
Authorization , . \ ' '
E on—Inf \ (3] . [M]. : ,
neryption=tnfo 2005 :473-510.
401/407
[4] FRANKS J,BAKER P H,HOSTETLER J,et al.HTTP
N ’ 3 authentication : basic and digest access authentication , IETF
4017407 ACK RFC2617[S].June 1999.
° : [5] QIU Q.Study of digest authentication for session initiation
Encryption—Info="Encryption—Info"":" Encrypt—Info protocol (SIP)[D]. University of Ottawa , December 2003.
Encrypt—Info=1#(public—key!| public—encrypt—algorithm| ( .2010-10-20)
encrypt—private—key | algorithm | [encrypt—param])
public—key="public-key " "= " key-value
key—value?= quoted —string 1978

’ s ’ ’

public —encrypt—algorithm=""public —encrypt—algorithm "
"=" key-value

55

www.ChinaAET.com





