www .ChinaAET .com

Network and Communication

— M E T R E B 45— B BN IE AR R T R

( , 361100)

; ; ; Kerberos ;i ’\
. TP302 1% : 16746 20(2010)2 @

An unified identity authentica sche f ca etwork

baged (ﬂgﬁ\

H

(Department of Information W(hn logy , w OLedn ‘olleg( men 361100, China)

Abstract: Firstly, on the basi alyzing the s
network, the unific identity authen sch % iversity campus

db vas proppsed \s paper. Secondly, the system spending and network

Uth under t\ wete environment of the campus network. Thirdly, from the

design the unified identity authentication system of university

3( 1equiremr [ ynified identity authentication system of campus
ork

based on role which had three improved

spending proposed by this thesis
b perfect bal

\\x .

, Kerberos

view of security and efficiency,
campus network.

Key words: unified identi

>

( ) 2010 29 23 www.pcachina.com 51

www .ChinaAET .com



Network and Communication

www .ChinaAET .com

AS
Tes

KDC
¢ UserlD

as

ADc C

H(x) X Hash

Kx.y Xy
Kpub_x
Kpri_x
{m}Kx
LifeTime
RealmU
Cert_x

ell{eRellADe K

2)lasliRe’IIRas)K1

(3)cll{cliRas"}K2

C
(4){clIRcllRaslIrlITe}K3
i
1.2
Kerberos

, 2 2 o

2 Kerberos T. A
Te,tgs | ={asll{Ke,tgsllclIADcllRealmUlILifeTime}Kpri_as}Kpub_tgs

Te,s | =ftgsll{Ke,slRealmUlILifeTime}Kpri_tgs}Kpub_s

Ac,tgs | ={sllclIADclIRnlIRealmU}Kec,tgs

Ac,s | ={cllADclIRnllRealmU}Ke,s

As,c | ={Rn}Ke,s

52

T

1. {cllftgslIKc , as}Kpri_c}Kpub_as_

2.{Ke,tgs}Ke,asllTe, tgs AS

3. Ac,tgsliTe, tgs

4. {Ke,slIRnjKe, tgsllTe, s 7 TCS
S

5.Ac,sllTe,s

6.As,c={Rn}Kc,s ( )
-

2 Kerberos
s 5
Kerberos ,

J(erbero

« W

@31‘05

3 o
Application ‘ AS H TGS ‘
1: Cert_cll{Rellas }Kpri_c '
2:Cert_asll{RasllcllRe)Kpri_as
3:{cllRasllas|l{tgs|IKc,as }Kpub_as}Kpri_¢|
< 4:{Kc,tgs}Kc,as||TC:,tgs
5:Ac,tgsllTe, tgs ! !
6:{Kc, sIIRn}Kc tgsll Te,s 1 J
7 Ac,slITe,s o '
SAse=(RnjKe,s(
3 ( )
Kerberos s
Kerberos s USB
KEY . s
2
: PKE, 1 024 bit
; PKD, 1 024 bit ;
SKE, 128 bit ; Hash |
( Y 2010 29 23

www .ChinaAET .com



Network and Communication

www . ChinaAET . com

,1 024 bit RSA ; ,1 536 bit;CA

, 160 bit ; ID, 512 bit; (
), 128 bit; ,1 024 bit; , 128 bit; Ade,
128 bit(IPV6) ; RealmU , 8 bit ; LifeTime , 24 bit 1PKE (664)+
4SKE (3 609) +
2.1 4 4SKE (3 609)+ | 4633
3Hash(1 152)
3Hash(1 152)
4PKE(2 944)+
, 4 2PRE(L792)% | 4pKp (3 904)+ | 7912
Kerberos Kerberos 3SKE(3 464) 3SKE (3 464)
. 3 3PKE(5 376)+ | SPKE(5 504)+
6 2PKD(2 720)+ | 6PKD(7 648)+ | 17128
’ 3SKE(3 464) | 3SKE(3 464)
6 o USB ° .
Key o ’
2.2
| “: Q
100 000 ,3 000, 100, ‘ \§° : Q
4 D f’
S 3
\ \ "~ 4
( 2 S§S’ " )
PKE PKD : QN (j
103100 124006 N 30030 ‘( / 412400
: N v
/bit ( 3720 118771200 477662300
’&Moo 3 44100 00044x3 000+6x100=412 600
/bit 4638400 1152006007 | 1000004 633+3 000x7 912+100x17 128=488 748 800
309308 \\ 0 618600
/bit 357438 0 1765896800
’ O
~ []. ,2009,9(2): 37-39.
}s ¥ s : :
: 1. ,2007,27(10) :42-44.
) \ (6] ECC 1.
\ ,2003(2) : 33-40.
(1] . . Q% ( :2010-07-02)
[J]. ,2009(4):103-105.
[2] Kerberos .
1. ,2009(19): 109 110. ., ,1975 , , ,
[3] .
[J]. ,2009,20(6):72-75.
( ) 2010 29 23 www.pcachina.com 53

www .ChinaAET .com





