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state_i=(plugin_id ,plugin_sid
dst_ip ,src_port ,dst_port , protocal , iimeout , occurrence
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“Dos Attack Scenario” s

Curr_State s

Curr_State

Plugin_id = 1001;(snort)
Plugin_sid=621,622,623,624;
src_ip=ANY;
dst_ip=ANY;
src_port=ANY;
dst_port=ANY;
Protocal=TCP,UDP,ICMP,IP;
timeout=5;
occurrence=30;
srclP_record=192.168.40.5;
dstlP_record=192.168.10.0/24;
srcPort_record=4464;
dstPort_record=21,23,25,80,139,445;
ev nter=15;
StartTimg.i 009-128-30 10:15:00” ;

S5s

Plugin_id = 1001;(snort)
Plugin_sid=621,622,623,624;
src_ip=ANY;
dst_ip=ANY;
sc_port=ANY;
dst_port=ANY;
Protocal=TCP,UDP,|ICMP,IP,
timeout=>5;
occurrence=30;
srclP_record=192.168.40.5;
dstlP_record=192.168.10.0/24;
srcPort_record=4464;
dstPort_record=21,23,25,80,139,445;
eventCounter=15;
startTime=" 2009-12-30 10:15:00" ;

Dos

dstPort_record o
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2.3

> o

list
Scenariolnfo ;
list o
(1)j=eventRead(); [* ,

(2)IF (list==null){
i=0;
while (i<intrusionScenarioBase . size ) {
IF (Match (j , AttackScenario_i. firstRule)) — /*
J */
break ;
i++;
}
IF (i=intrusionScenarioBase . size )

return; /% X

/%
State Machine . CurrentState Set (). add (root)

J
list. addState Machine (State M
}
(3)ELSE |
k=0;

while (k<list.size){

¥ (list. getState Mack

(j)==true){ /e
IF (the
StateMachine_k){ /*

states :
J \x
Scenariolnfo :generat@k enartolnfo (list. get-
StateMachine (k)) ; /* */
delete the leaf
CurrentStateSet();  /*

states  from  StateMachine_k.

*/
}
toTheFirstStateMachine (list. getStateMachine (k));  /*
LRU list */
break ;
}
k++;
}

IF (k==list.size){

go to intrusionScenarioBase and do the same
thing as list==null except that add the new StateMathine to

the head of the list;

)
}
(4)goto (1);
. 3 State_2 State 3
CurrentStateSet
, CurrentState Set ,
) I )
, k
, generateAttackSce-
nariolnfo () k )
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E list,
, W timeout event-
W r occurrence s
; CurrentStateSet timeout
eventCounter occurrence s
CurrentState Set 5
CurrentStateSet s
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12 515
s TCP —replay s
Snort | Snare Ossec
, o 2010-1-4 14:08:45
,  14:13:50 )
: Snort

10 , 88.76% &
; 20101 -4 14:08: 45
01-04 14:10:13

2 min ,

(2)

Dos Attack Scenario 1eout
—]—4 15:1
18:24:13

6 , Q’S
202.77.162.213  2010—1-4 16" }
131.84.1.31 DDos
1h 20 min, 172.16.112.10 ,
172.16.115.20  172.16.112.50. DDos
9 10), 7,
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