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Abstract: Based on identity 5 ren% one —time_ P identity authentication and publicly verifiable
mechanism, a new electronic voting sc os€NIN the su&emQ&%tw center collaborate with certification center to realize
the authentication of voters andf§prevent e t&\e again. Usingssimple password  authentication, voters can not only achieve
effective complaint, but also avoigl $hat the pri %ﬁormatlon are leaked in publicly verifiable phase.
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CA: V, SOTP ;
Vi R o
TA : Vi ; °
1.2
Bulletin Board (BB) : ; Mix Net(MN):
’ 1
b;: Vi ;G
; V; Cio
SIGN, (m): Vv, m el @R :Li=F, (L) : R>CA:Li; CA : Lo=Dy (L)
PKs . PKg . PKy: CAR.T 3 SKs . SKg SKy : SOTP
CA.R.T ; 3s0TP
Lo: R C; ; Vi : (ver=H"(spp || seed),E  (ver));// spp.seed 'V,
L: R En(C) :
Ly: A0 ( (K (G)E e (b)) v 500 seq ) 3 //seq’ seq ,

SIGNV,(EPK.(bi))); & . Q .
LZ, H L2 MN ; i SI)P \f 5 Ik \er ,Q o
A—B : (m) bv \ O

H"(spp || seed) :
1.3 oTP

2008
(One-Time Password)
ened OTP), C/S

@(seq S, seed))=(seq, S, seed);
[(S==S"&&seq==seq")

Vi HY “(spp || seed);

C/S ) @r’p seed Q H =H"*1(spp || seed)@H(spp | seed) ;
’ ﬂ) seed | () } Else exit;

V,—~CA:H

\ ’ CAHY=1(spp | seed)=H'@H(spp | seed)
YQ\ temp=H""*I(spp || seed);

HY(spp || seed

/ H(spp || seed)
H(HY™(spp || seed))=H"""!(spp [ seed);

’ “3 If (HY=" (spp || seed)==Dy, (ver))
1.4 QS ;’ ( s ver=temp ; //temp H'"(spp | seed)
N Ver o

R v, G,V ’
R CoR ) Else exit;
, Vi :
BR : If(SOTP );//SOTP A
5 ° R CA .
v, C, { Vi (Ep (b)), SIGNy (Epy (b)), Epy (C)) 5
) , Vi CA : (Epy (b)), SIGN, (Ep (b)), Ep (C)) 5
TA , v, . CA—=R: (Epy (b)), SIGN, (Epy (b)), Epy (C)) 5
1 : If(R Ep, (G) ). (Ep (G Epy (b)) (SIGN
: (Eg (b)) L
OR—V,:C;;//R MN , Else vV, .
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} Else exit; , Ep, (G)  SIGN, (E (b)) R V
@ R MN L2 LZ, ;R_)T ; LZ’ 3 : Vi SIGN Vv, (E PKy (bi)) E PKy (Ci)
T If(T L’ Ep (G)) , C; . ;R
{T (EPK“ (C),E PKy (b;) , SIGN v, (E PK, (b)) s /1 BB E PK, (Ci) ,
Vi ° : C : R BB E, (C)
} Else exit; , e ’
@DT: Dy (B, (b)) ;TA v, v, SOTP :
T—BB: (E, (C),SIGN, (E (b:)));// , ’ .
Vi ° 4
: . [8]
R: BB E . (C) ’
V,: If(BB SIGN,, (E (b)) ,
{Vi TA ; ; (8]
V,—TA: (V, QQ
(Ep, (b)) Epg (G)) \
} s
@TA v N-1 ,
For (j=1; j<N; j++) Vi
{If( ) exit; ,
} 2%
If(j==N-1);// N-1
{TA ; T V;
b; ;
BB : (SIGN, (E, (b)) ,
(8] :(1)
} Else ;(2) \&
10 TA V; BB ;(3)
3 3 (4) Vi
:R MN , . i (5)
v, c. | \ : , :
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