www .ChinaAET .com

Network and Communication

— M2 8 %% RFID 42l

RFID , — )

5 5

: TP393.0 : A

A lightweight RI

CHEN

(Mobile Computing Laboratory , School of Infor Psl Unlv S

veral curr

Abstract :
lightweight RFID secure protocol was

The features and issues pertiner
(()Hl})ll%yl(?‘ one time p
l analysis of t

setting up an idealized protocol mo rocess of fi

621010)

of %Pme and  Technology ,

plo 1phl(‘ protocols were analyzed. Finally, a
s with the challenge —response mechanism. After

otocol 1s presented and the security is proved

theoretically by using the BAN logic.
Key words : lightweight; security patls B?X\Q
(RFID) Q1 1 Hash
s A Q Hash Sarma s
) D\ ? s metalD ID,
F§; 1D s metalD
f K Hash (K), metalD=Hash (K),
, ID o 1D
, , 1D , o
RFID , Hash 1D ,
Hash Hash X metalD ,ID
s o s s Hash
RFID , BAN , )
, 2 , Hash o
1 RFID 1.2 Hash
, , Hash , Hash
RFID , 3 RFID , Hash , Weis
. [3-4] , — ,
D ID1.ID2 ---
' : (O8ZDO100)s 1y ... 1D metalD ,
(2006A096)
( ) 2009 23 www.pcachina.com 47

www .ChinaAET .com



Network and Communication

www .ChinaAET.com

Hash s 1
1D,
1Dk >
1Dk, o ,
o 5 HaSh
o ’ 1 ’
1.3 Hash 131
NTT Hash . i
s Si, ai=G(St)
Si Si+1=H(Si), ,6 H
Hash s
-G ,
ai Si, G
s al
Si+1 Si,
ID,
Hash
1D
2 RFID
Hash
[()lO
’HK(X)
2.1
(1) :
Sk Pko
(2)
K ’
A m 1 , A<—{a=E,
(D || r), - ,=Ep (ID || 1)} s ras oo o m
ID ,Eph Pk
48

(3)
K
2.2
(1)
(2)
1 o,
a), (oy,auth;)
(3)
(4)
D, D,
D,

(

Query,

, 1
authy=Hg(a || o)

authy'=Hy (a | o),
(ID;, Kj, o)

1.a, Query

ID

A
authr=Hy (o |

(ai N authT)

auth;'=

ElllthR,:HK

2.q;, authy

4

5.authy’

(Pl~X
P
s (X k

PI=Q-5P, P<ix),

;XY
X P<X

Pl=Ql~X

) 2009

www .ChinaAET .com

k]

23



www . ChinaAET . com

Network and Communication

Pl=1-%.0,P<(X}),- (3) (3), B<{D,K,,{ID,r}x}x Bl=B£5,
Pl=Ql~X BI=K, (1) BI=SI={ID,K,,{ID,r}x},
2) Pl=#(X),Pl=0I~X Bl=S=ID, (3) Bl={ID K, ,
PI=Ql=X {ID ,r}x}, (4) Bl=ID.,
(3) PI=Q1=X,PI=01=X (4) 4), A <{a,B<LS}),, Al=A
Pr=x K, g (1), Al=Sl~{a,B<5}, Al=
“ PllJIE_X(,ifi)y’Plgg&(EX;}Y) a (5) flE#{a,BuK»S}o (2) )
. Pl=#(X) A|=SI={a,B;V>5},k (4) A|=SI=B<_—»
Pl=#(X,Y) S. Al=SI=B>S 3), Al=B
3.2 K5,
, A B. (5) SI=1{ID.,r}u.BI=ID,Al=B-X.§
S, A S 1 K..S .
K K 4
B S 1 (1)
K . , RFID 4 '
1 " &
: - Py )
Pl= Q%P P<ILX), ; (;2* () !
Pl=X z \Q, ' i
RFID & O & »
Nl ( :
(A=B:{{ID ,r}x, (o, (D, r}0) % Qs’ & /1 D,
(2)B—S:{{ID ,r}.a.la, D, ¢ Q)’ ’ °
(3)S—B:{ID K, [ID ,r}, )¢ QQ ( . authy
(4)B—A {0, B<">5) . 0% > f ; authy
: &\ °
Al=A&%S Bl=BX.5 \=K \Q.JV~ \Q (5)
Sl=AL4.8 SI=BK.S, S Q\' C) v
Bl=S=ID Al==B%Ls :>{ID,r},\\\ A ) " «
Bl=#a,SI=Bl=#a,A| =#a %S\
authy
Sl= }A\,BIZI[\ B-K.S, )
QS' ' ©) D Sk
!’S\ D, .
BAN :
(1) (1), B<UID, r), {a,
{ID,r}x} ko), B , Se )
(2) (2) S<UID,r}k,a,{a,{ID, RFID
Pt ia) s SI=B<*.S3,SI=K,
(7)., SI={{D,r}x,a.{a,{(ID,r}) e} o (4)
SI={ID,r}x.SI={a,{ID,r}} Sl=A Ko, g
(1) Sl=Al~{a,{ID,r}x}. Bl=#a, )
SI=Bl=#a (5), St=#{a,{ID,r}x},
(2)  SI=AI={ID,r}, SI=AI={ID,r}x )
SI={ID,r}x.
¢ ) 2009 23 www.pcachina.com 49

www .ChinaAET .com



Network and Communication

www .ChinaAET.com

[1]

(2]

(3]

BURROWS M A,NEEDHAM R. A Logic of authentication
[JLACM Transactions on Computer Systems,1990,8 (1):18-
36.

SARMA S E,WEIS S A,ENGELS N W. RFID systems and
security and privacy implications [C]. 4th Internationa
Workshop on  Cryptographic  Hardware and Embedded
Systems (CHES 2002),Lectures Notes in Computer Science
2523.Berlin: Springer—Verlag, 2003 : 454-469.

OHKUBO M,SUZUKI K, KINOSHITA S. Cryptographic

50

approach to  “Privacy —Friendly” tags [C]/Proc of RFID
Privacy Workshop, USA MIT, 2003.

[4] SARMA S E, WEIS S A, ENGELS D W. Radio frequency
identification ;: Secure risks and challenges[J]. RSA Laborato-

ries Cryptobytes, 2003,6(1):2-9.

[5] , . Hash—Chain ~ RFID
[J]. ,2008,10(2): 194-196.
[6] , . (RFID)
[M]. : ,2006.
( :2009-07-01)

( Y 2009 23

www .ChinaAET .com





