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Abstract: With the extensive application of artifici4l int :ence in sensitive fields such as healthcare and finance, the privacy
protection of model parameters and training daecome a critical issue. This paper proposes a secure computation and anti-

leakage method for Al model parameters based on

plement parameter encryption, forward

text exposure during training. The
of computational overhead, it
dicates that the proposed metho

age risk, showing strong application value.

omomorphic encryption (HE). The method employs the CKKS scheme to im-
nc?, and gradient updates in the ciphertext space, thereby avoiding the risk of plain-
monstrate that HE-SGD achieves a maximum accuracy of 99. 1% on MNIST. In terms
efficiency and security, with an information leakage risk index close to 0. 0. The study in-

aintains model precision while achieving efficient and secure computation with nearly zero leak-
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