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format-prese ryption

Du Yuhao, Wa @, Tan Ling, Hu Nan
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Abstract; In response to the large amount of y cer data in civil aviation, the involvement of sensitive personal information,
and the need to use plain text in special situations§ya method for desensitizing civil aviation passenger information based on For-

mat-Preserving Encryption (FPE) was 'ed.ﬁirst]y, reasonable fields were selected according to different situations and sensi-

tivity levels, combined with data ¢ istics, and the tweak value were determined accordingly. Then, sensitive information

was encrypted using a FPE fra to avoid unique result. While ensuring that the data is not distorted, it can effectively re-
duce the correlation between fi increase the difficulty of cipher text cracking, and reduce the risk of personal information
leakage. At the same time, it can efficiently restore data when obtaining plain text to meet various situations requirements. This
paper took civil aviation electronic ticket data as an example, simulated corresponding data for experiments, and the results veri-
fied the effectiveness and practicality of the proposed method.
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