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t block cipher proposed in 2017 that draws design inspiration from the international

Abstract; The PFP algorithm is a li
standard PRESENT algorithm, fe Feistel-SP structure with bit permutation techniques to achieve higher software/hardware
implementation efficiency the ENT. To evaluate its differential cryptanalysis resistance, this study extends a known 25-
round distinguisher by adding 1 round before and 2 rounds after to construct a 28-round attack framework. Through analyzing the
structural characteristics of these additional 3 rounds, we developed conforming plaintext structures, optimized key-guessing se-
quences, and employed early-abort techniques to achieve 28-round key-recovery attack on PFP for the first time, surpassing the
previous 27-round record. The attack requires 2*° plaintexts with computational complexity of approximately 2*"* 28-round encryp-
tions. Compared to the overall 34 rounds, there is still 17.4% (6 rounds) of safety redundancy, demonstrating PFP’s current suf-

ficient security level.
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