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tion networks and the increasingly severe data security risks faced

Abstract: In the context of the rapid development of co@

by VolP, this paper proposes and implements a VoI@ cryption scheme based on a CPU + FPGA software-hardware collabo-
rative processing architecture. The scheme e[' ntegrates the AES algorithm to encrypt real-timely captured VolP voice
streams. A dedicated voice test environment was eSgablished, and a combined subjective and objective approach was used to com-

prehensively evaluate the performance :
test results demonstrate that the pr
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all Guality of the designed encryption module under normal operating conditions. The
cryption scheme effectively maintains call quality while ensuring security.
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8115.30469  192.168.1.150  192.168.1.145  RTP S8 PT=ITU-T G.725, SSRC-xB7393915, e
8215.33083  192.168.1.146  192.168.1.150  RIP S8 PT=TTU-T G.729, SSRC=xB7393915,
§315.358121  192.168.1.150  192.168.1.146  RIP 98 PT-ITU-T G.729, SSRC=0xB7393915, Seq-ﬂ]sﬂ T
1921680006 1921681150 KIP 98 PI-LTU-T G.729, SSRC-DT393315, Sequéed?, Tines1740641480

84 15.358681

Frame 75: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface \Device\PF_{1F3FF13E-0FB1-4D66-AEC3-3ESATACO6185}, 1d O
* Ethernet II, Src: EliteGro :6b), Dst: LCFCHeFe ac:f3:d7 (50:7b:9d:actf3:d7)

Internet Protocol Version t: 192.168.1.116
* User Datagram Protocol, Src Forts mmz et ports 10082
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