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Research on data element security gov@ from a cybersecurity perspective

Tang Ke, Song Wei, Zha@n}in, Liu Bilan, Shi Xiaoli
(Unit 96941 of the Chinese Pe(@beration Army, Beijing 100085, China)

Abstract: Data elements are the core resources e development of the digital economy. Their essence lies in the integra-
tion, processing, and circulation of data resourc unlock data value and empower business decision-making, social govern-
ance, and economic growth. In the field of cybgsecurity, data elements are not merely "raw data" , but take the form of data re-

sources that can directly deliver cyh 1ty value through processes such as collection, integration, processing, circulation, and

application—for example, netwo alerts and threat intelligence. With the rapid development of information technology, the

massive data generated in cy ity operations has become a key component of cybersecurity governance. While the collec-
tion, storage, transmission, and processing of these security data support cybersecurity decision-making, they also introduce sig-
nificant security risks. This paper examines the security of data elements from a cybersecurity perspective, analyzes the major se-
curity threats encountered during the aggregation of cybersecurity data, and proposes corresponding protection measures and tech-

nical solutions, aiming to provide practical guidance for cybersecurity governance.
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