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Abstract: The industrial system involves a wide vafiety uipment and products, and the security boundary of industrial infor-
mation systems is gradually blurring. External & ; and internal threats are becoming increasingly serious. This paper focuses
on solving the security risks existing in the edge magagement of the industrial Internet, studies the unified identity authentication,

continuous trust assessment, and dyna cegcontm] technologies that are suitable for different types of terminals, different ac-

cess and interaction methods, and zero-trust security protection architecture for industrial information security. It can a-

void security risks such as ille Wation access, security vulnerability exploitation, and data monitoring and theft, monitor the
communication behavior charactefistics of industrial devices connected to the network, and achieve the protection goals of trusted
access, protocol security, and continuous assessment, thereby improving the active defense capability of the industrial control net-
work boundary.
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