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Abstract: The core and essence of ransomware is the encryg

ration of data. Its sequence characteristics at the kernel in-

f the core instructions of typical encryption algorithms are sum-

struction level are relatively fixed and regular. The basi%
marized and modeled to form a typical encryption a@ ssembly language instruction set based on a specific CPU architec-

ture. At the same time, a Trie-based recursive
sequence in memory, match and detect the runn

chieve real-time monitoring and early wg

by improving the accuracy and effegctiyé
a good detection effect on rans

form.

algorithm is used to dynamically parse and analyze the instruction code
cryption algorithm instructions and their sequence characteristics. It can a-
g offthe core operations of typical encryption algorithms at the instruction level, there-
35 0f protection against ransomware attacks. Experimental results have shown that it has

uses using specific encryption algorithm instructions on a certain ARM architecture plat-

Key words: instruction detection; recursive marching algorithm; ransomware protection; cybersecurity

0 5l5F

VLA, WD T 0 12 AL 3 1B A0 I T £ 22 A
il T AL BRI R TR A A, L G T ok A7 R 2 R B 4 K
ok, [T A AL S 1 0 2% 8 2 1) 08 T 5 % AR 1 75
G, X R AR IE 2 AR 2R R ™ IR Pk

M4 NCC Group fy#eii, 2024 4E3E %4 T A4 T
5 263 I, O R R RO R 2 — 4R
Chainalysis B4 %5 5o, KOl k&2 190 06 L B0 9% 3 Bkt o oR
W T IR SO SR A . SEE 24 44 E Sk Cen-
cora FeF ] “HAEERAf” (Dark Angels) )RR MA4L
BT BI205% 19 7 500 J7 0T (La AR 5.28 4275) " .

FARE M, R B 2 00 2 22 4 A M 43 A B T R B &

10 | 2025 4E55 8 W (45 44 45 B 580 1)

RN G 2z b, SR, E AT AR X 8 2 A
T £ 37 4 JEL e 3 T A o 7 4 S W 0 R o o A R
IR, 45 R AR, E T T 0 R0 O Y B
FTTE AL T T I AT i S R I 4
BEALIE AN A, 2 S X 2 0 5 1 A T RS O B
AR AT S B A 2 W TR vk o R 4R
FREH

R L A0 48 2% 6 2 9 R DB R ok i AR G
5%, BRI R A AR IR R A AR B
B IR R AR ATk, R AR AT R A
SRS A T AR R, LR 3 AR Iy s, {H 3
P I B )R 2 LR i A . R R A% 0 R AT



MEERFEERRE

Network and Information Security

A B8 P00 2 AR A2 X i T o S A 4 DG
1 ERERBRFEFRGRARIK

R 23 2 R MRt 0 2R 9 0 ) R 7 P s
FAER AT AT R, AT R R R Al TR R A
TEL PG BE B 0 ) 2R R o] R e AR R Y

mE 1 PR,

UL BB AP 7 1 — R ORI A R R A R L
it S 000 LA R 3k 3l Ak 45 7 O LARE X, A R 0 5 XL
B Z I 0> R R T B, H R i A A Bl 4 T B
K2 B o

® N
SRS &4 &) @ ®
o Ly |:| IR || i g Ik IS
m Bt == <
Bt AKX = s e | B
BL MR 4 T Tl R A
(AN
B i A NN
W2 R BB OWLARER I 5 | 5 LS et iy N RIS E
B S TR AU » Webshel B3l 515 | gy | By AU AR R IP/URLSS B BHLIET
) TG IV LT Shellcode il 5 | 4% C&CIHAF N Bl KA A HE AL
W RA T IRIPTIE VIDFASA ARG % H# (]33 K RBNFWEES T (F B
L N g B
S Pyfa Rt PATRIEF RDPUER
Ty A IRIGH Ktz i SSHI
ke Oday | ] » PATImER T » 1% B B R
RDPRER B BB e R GE R A

2 ﬁg 20l BB B 47 0y 2 R
SR LA By 7 7 EOCHD S BR T AU R RS BRI SCOR sSOROH A7 SRR B 3k D e A 5, S B 88 R

%%ﬁ$ﬁﬁ$
EALUDORESUR TSI
TR, AR By 4P

B AE AT B A, B
AT 7 0 M D00 R AR B PR T &Y
o T B S o S e 3R T 4
BORH KATHr 0.

AICEN R R AR R BB RAHZ D
TATTA R 7 M 77 K, HdR & B SR A% O A
AL AT B AT, HL 4 R 2 BT 58 N % i 4
o P AL L ) o B, R BOR 8 2 M SR X B
A BRI SR A S A A A

B = 7% %22 A BB AT B2 B X) 2024 44T 7R 1
R 4 EL AT AR 09 8 200 7 AR RIK BEAT T IR A2
Mr, G T & KPR A AR50 5 0 5k R AR X
PR gIE 70, BARTE L 1 pos .

FURT, f5 B2 A Al 28 A R B0 98 4 9 15 7 0 o
P, IF IR T 9K A0 2O 35 B 37 DF 1 MR R A e 10 =3
Fo ar £ KAl i Sk B 47 3 98 2k T 45 % )2 1 el 4
W, SR R HL O RE RN AR A P R, X Z R 9

UG AR TIOE Y A

k1 ZAYkmeamBEEIN (FD)
R4 G iRiE T T Bk
RansomEXX Rust RSA4096 + AES256
Makop C++ RSA1024 + AES256
Buran Delphi RSA2048/512 + AES256
Loki C# RSA2048 + AES256
BeijingCrypt C++ RSA1024 + AES256
Stop C++ RSA1024 + Salsa20

SR, KA R G0 B AR BB P TR A B T 46 4 90 4
Brgci, EASET i R R 18 A B ALRR 5 Ak e
FEREIN 43 A7, T3 O JE & % 8 20 5 09 8% O RRAE——Jn %
SFEVLAR A P D HEAT Kl A B, M S i e A T A T iff
PEFRLH

PR, A SC7E XoF SR i o 5 3k O AR B T AR ML AT
TRAWRFE LA 1, % FEA% 0 48 410 4 98 4 4 1 36 il 4f

2025 4F5E 8 W (45 44 #5580 #A) | 11



5 M4k : www. pcachina. com

HESEAT IR RS A, BT T — R I T Trie #9472 H
DN AR AR A 0 1 A TR B AR I L AR . T R D)
U BIE R DI A N B SL T 3T ARM B4 8 faf 48 4
BT g e A R N AL, AR 18 A R B e i
FDC LA I 7 7, AT A R i 2 A 9 45 4R S S e W
AT, R e 6 8 2R B 2 T A B B i A skorE A
HERR R
2 ETmBHEEZOELSHREMNZA

) Eeol Ry MR =R IR 581 s 3 Nl D]
BIRKICHIE T 184 £, HTF Trie Y485 2 KM% 19
TR, DL RORR 2 % S5 1 48 4 B L P 1 RR 1IF 1 DL fic
K = A4~ 32 53 4
2.1 HEAMFHEXLHRESESE

N e N o ol = N7 S a1 v ol B Bl
BRI A AR s o K& A AR, EHZO
B 34 FL A AT RRAE

WAL AT OR FAR AN S R 0 R R, K E2 0
BT S AES 85 RN 2 SRR X B bR SCR AT
T, K R 55 #5 3K B0 RSA S5 3E X Fkoim 25 57 vk 1
O, RSN B SO HEAT 0 B 3 BRI o B n g A vk
BT DRI, iR T A 2 R A ol sk R R e R o
BERBOEASMENEE P2 E, BaRmrEREk
R AR B B R . AR SCLL B A R
AES R, FEARA g8 % T BRI 4 B Bk 0 8 0EE 44PP1
R0 4% A
2.1.1 SM4 mEZBEERIFMER LW

it 4L 75 [ 95 54 SMA B 1 114 i 88
B, TERABFBP S B LT R

(1) HLedFAT 32 1Y

(2) &AF RIS
HEAT S FAAR IR

(3) #ATTRFAM,

T8 AT X R TR SM4 i 25 R AR FE R AT A0 R 8 1) 4 T,
A A4 A5 25 =7 161 35 4 7 S ARAE

(1) SHACES A R B b

eSO R R B T WIE 3 TR ERR S,
A FE A R L — A F K (32 i CPU)
B

ZAR A LG T 8 Yk, AR — 4 3 SR A it i BN
Pila] T —A 55 A0 2 5 K 19d rP i Bodl o8 B A2 B\ fiE,

shl rod, 8

or rod, eax
movzx  eax, byte ptr [rdx+3]

AL S R AT
AR ELH SM4 19 S @

P 3 SMA B % G5 1k 5 B 4 TR 4 415 4 A

12 | 2025 4E58 8 1 (46 44 % F5E 580 1)

55 eax tft ) HOHR HE 47 SR8 A7 R E) eax o, FEEAT R
iR

ST, BEYIER SR AU 4 4, B
AR KN, R DA, T4 B A B
BB G0 5T R SR — A F R RN, T
L B 2 B A\ A B, O AT T e 2 T ]
B, AR DA R B AL R R
AEI TS R SRR T S

V3B S AEARFR 32 Y, XF I SM4 5 3k oh % 25 32 K6 1
A4 B 5 AR

(2) HELRHE A B G 507

SMA4 535 e s i £ 0 0 9 4 0 1 B 4 O 2 3
FELE T R A, T T D G T T B R A
BRI S . UNTEI 4 5 W S 1 R 4 4 A A
NI ) O
%%ﬁsﬁﬁ%ﬂi:)

SMA SEILIH S IR S0 2 MR R, RIS

FOHLARTS, fE Ny SMA B3k 8 9 4 1

- %ﬁ
L
\ e PR 3

(i SM4 i 3% D AURS e A BRI 141 4 rh i A0
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