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Research on application and secu&of commercial

cryptography technology

vilian UAV

Tang Minghuan, Che ing, Kang Xiaoning
(China Academy of Indystsia net, Beijing 100102, China)
nmanned Aerial Vehicle (UAV) network security, the role of com-

Abstract: In view of the current situation and chall@
mercial cryptography technology in civilian UAor security protection was deeply studied, and the application and verifica-
Sed.

tion scheme of commercial cryptography was propo

application environments, designs the ¢

on identity authentication, data tra
data shows that after applying

processing latency on performa

The scheme constructs the operational scenarios of UAV system in practical
raﬁly application and verification process, conducts functional and performance tests
and data storage, and conducts comparative tests on UAV hijacking scenario. Test
;ial cryptography, the security of the UAV system is effectively improved; The impact of

1S minimal, ensuring real-time communication performance; The performance of national cryp-

tography algorithms is on par with that of international algorithms. It provides technical support for UAV cryptography application

and is beneficial for enhancing UAV network security capabilities.
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