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Abstract: The purpose of this study is to construct @n evalttation model and quantitatively assess the network security risks of in-
spection drones, in order to provide support fou ecurlty protection. In terms of research methods, literature review, case a-
nalysis, theoretical modeling, and experimental véilication are comprehensively used to identify risks first. Then, a risk assess-

ment model is constructed by combinin ]ytfﬁierarchy Process (AHP) and Fuzzy Comprehensive Evaluation Method. At the

same time, a quantitative evaluati system is constructed to clarify the evaluation methods and standards. Different models

of drones were selected for tesi arious scenarios, and 120 sets of data were collected and processed. The research results
show that the constructed syste consistent with the actual situation in over 90% of scenarios, and can accurately assess risks.
The research conclusion provides theoretical and practical guidance for the safety protection of inspection drones.

Key words: inspection drone; network security; risk modeling; quantitative evaluation; analytic hierarchy process; fuzzy com-

prehensive evaluation method
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