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A review of loT intrusion detectn@ns based on deep learning
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Zhou Pinxi @ ue, Li Wei

(College of Information and Intelligence Agricultural University, Changsha 410000, China)

Abstract; While the interconnection of smart ghe Internet of Things promotes social progress, it also leads to increas-
ingly complex security threats due to device hete eity, protocol diversity and resource constraints. Traditional intrusion detec-

tion systems rely on feature matching apd“ule definition, and show limitations when facing new attacks and dynamic attack pat-

terns. This paper systematically sorts application progress of deep learning technology in the intrusion detection system of

the Internet of Things. Through ive analysis, it is found that the model based on deep learning is superior to traditional
methods in detection accurac al-time performance, and has outstanding performance in processing spatial features and cap-
turing temporal dependencies. Unsupervised learning and integration methods effectively improve the detection robustness in small
sample scenarios by generating adversarial samples and integrating the advantages of multiple models. Current research still faces
challenges such as high data annotation costs, limited edge computing resources, and insufficient adaptability to dynamic attacks.
This paper summarizes and discusses the directions that future research should focus on, such as lightweight and cross-modal data

fusion, to provide theoretical support for building an efficient and adaptive Internet of Things security protection system.
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TEHS LA KR TR 11 S5 48 1 43 Bt o SCRR [45] 2R BT TCN
HE CENLH 9 GAN 2244, I FH TCN He 3 35 & 8 91K
i, FER R A R @ RIRE 0y, N 4 AR TR 4T
ATURE . SCHk [46] i 2 Sk T R ) L R 2 Y Bk
W&, R IR TR A ) 2 A7 30 03 28 SRR ARz Ak, BN
JE R T I 45 rh i 2 RN R T

%2 DS 25 o i Ak Bk AT S 8O0, 58
IR 2 PR PR B R B R R B i Ak R AL, SR [47 ]

WO 2% 28, A0 AL RE I B B L) g R Ak 30 S R B R A
Ao Sk [48] Zia KRIMATE (CWO) STk
~J, X CNN LAY 27 o] A0 A 45 8 2 B0k AT oM
& ToN-ToT 45 %y 4i5 4 I 52 BUAG I 4 fiE 5 42 £k BE J1 /Y XL
LT

%2 DS BT o> He HoAH HOQHR A R L, HfESh Tk
T 2 R AR Rl A 5 S Al 2 BRI A B AR L B A
SCHR [49] FIH 230 215 A& I ZRA MR Y, i 5 T
RS BOR A HH b 55 AR B, 7 [ A KO0 i B XU
i ) I 42 TH B SRR T8 Sk [S50] FIH] SAE ( Stacked
Autoencoder) HYTCHEE | AR FHAE A I AL H 5 CarBoost
(9 2R Y O ik, S8 B4 BURRAIE 2 #%, Transformer-
CNN-LSTM %ﬁﬂﬁﬂiﬂi?i@&%%ﬁﬂﬁf?mﬁﬁ%%%ﬁ
BEAE,

E NN Tfﬁﬂ‘iﬁ%% JIt A R R i 4 S vE A
1 4

TR FERAES, W m R ENSRENE 55,
k4 %2 IDS i
3Cifik PR R Bk Y4 i
A3
Edge-TloTset: Acc=94.7% , Re@= % G Pre =94.8% , F1 =94.6% ;
[43] Attention-BiGRU CICIDS2017: Acc=99.3% , 3% , Pre =99.3% , F1=99.3% ;
CICIoT2023; Acc=99.5% c=99.5% , Pre=99.5% , F1=99.5%
[44] CNN-BiGRU- APA-DDoS: Acc =9@, !re =99.90% , F1=99.08% , Rec=98.99% ;
44
Attention ToN-IoT: Acc ‘70 , Pre=99.89% , F1=99.85% , Rec=99.05%
CICDDES2019 : 4P
[45] DGAN ( Acc=97.07% , Pre =97.05% , Rec=97.10% , F1 =97.07% ;
Mytention Block) Acc =96.82% , Pre =96.82% , Rec =96.82% , F1 =96.82%
WID; Acc=97.28% , Pre =95.08% , Rec =97.29% , F1 =96.20% ;
[46] GINE 5G-NIDD: Acc=99.00% , Pre=97.11% , Rec=99.16% , F1 =98.12% ;
Bot-IoT: Acc=97.11% , Pre =94.50% , Rec =97.74% , F1=96.10%
[47] LSTM; GA BoT-1oT: Acc=99.41% , Pre =98.50% , Rec =99.78% , FAR (Multi) =2.56%
48] OCNN-LSTM ; ToN-ToT: Acc=94.4% , Pre =92.7% , Rec =55.0% , F1 =45.1% ;
48
GWO UNW-NBI5: Acc=92.7% , Pre =94.2% , Rec=92.3%, F1=92.3%
[49] DNN; CNN; 1oTID20, I0T23, N-BaloT:
49
LSTM Acc=99% , Rec=98.8% , F1=98.9%
NSL-KDD: Acc(Binary) =99.5% , Acc(Multi) =99.7% , F1 (Binary) =99.4% , F1 (Multi) =99.6% ;
Transformer-
[50] UNSW-NB15: Acc(Binary) =99.6% , Acc(Multi) =99.1% , F1(Binary) =99.6% , F1(Multi) =99.1% ;
CNN-LSTM

AWID: Acc(Binary) =99.9% ,

Ace(Multi) =99. 8%

F1(Binary) =99.9% , F1(Multi) =99.8%
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5 BERSRE
5.1 HERERER R FEEH

Pruk I ) 45 v i R E R B2 e, AR Y
IR FH 722 A B RS AE AE AE R 22 R0 o ol T 308 1 A
TR AR g &, VR 22 DR BEE 2 o BB 1) O it g i
b T R A 2B b e LSRG o Ak, Mo O TR
B RBR A T AR, Bl R IE W AT O 2 )
FERRBER, 5O LA X

PRI B o0 0 5 1932 A 5 0 B R AR A R E A
AR T 0, — D EER BRI B, ST
B SR e b A AR B RS el A0 o DR A A A K
Wi, BEAh, B8R AR B T i 2 P A (E AR D BOR AR AR
BY FEUE AR R — 1, 12 LR R
EHEEAS . GAN BOR AT LU 8l 25 A2 AT & J5UUG 20 A1 B9 4 AR
8, DATIT A i pe A 2R 0/ DL it 26 R0 9 A 0 BE g ) [
i 20 o /0 RS 3 P KU
5.2 HHEFRSHEFRH iE A

TEPIIR R PR 555 vh R 2 > AR % 52 4 1 A0 X 1 5
YR B e o oR AT T i G e A L i A I TR I TR M, TR

U2 R IR 5T 1§%ﬁéfgi‘éﬁffﬁﬂﬂﬁﬁﬁﬁﬁﬂﬁ®
0

B, SR SR A RE

ORI L% 1 5 I B AL B0 3 ﬂu*ﬁju?mé@
o

B 2 4% (40 MobileNet 45 ) =% 55 4% 5 &

u%ﬁﬁﬂ%ﬁ%ﬁﬁoﬁﬁ,m%ﬁﬁg‘?gj
BB AT DIAE I G0 & 1 E AT BT SR 0 RRAE
Br, KR AT 55 R B oAb B, A TN T 1
RGP R

5.3 Eh&W T EA

Py 10 I 34 5% v 1 1 HA G E N A,
e 45 T R IAE AT Sl AN T AR A% G A R T T A T
R B A BE B R R PR BE R . M Ah, B IREER
PR 5 28 Al I ) 6% 2% 1 b 2% 52 WL BRI 43 A, 5 BORE R A
Sz B 7 T TG AR AR A A T R

MRTER G Bh A BT IE NV BB ST AR A R RS, R
e AT PR AL 4 2 E R TR B 2 2] R, e S
FERMH A ) e A, B 3h IR B A ) B L
BESRBIRUR I R ) o [RIEE, 456 2 1028 HOHE VR iR AR
TEARG, iR E A, STEARN RS H MR
B, B I % B S
6 Zig

ARSI T 12k 5 3 2B A A A B G T IR B A
I IDS AT T R G TR, SRR (1)
WeBt 2 2457 (40 TCNN, Res-TranBiLSTM) B YEFRTE 7T
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SRR A b SR B S, (EL T Il A T 1 R R i A
EVAYLE; (2) MBI (W GAN-AE, ARGA) il it
CNL RSNl 2 NS TR i I e S v ORI S
Wy, (AR AE AR Z A R (3) 14
GatE T, BB 5 24 2] 45 5 ] B S
PSRRI, HES B R R — B R it (4) 2h
ATt RO 5 T, TR P LSTM A58 R BE 4% 41l 412
DRSS, D B2 i R AR B IRCRE AT R .
ASCBE P = it gy e, M I
v PSR A, al i gl b AR R Ok, )
TSR G FAESE, RIS o3 A I 2 5 T g
BLEERE s e, JFRZESRGRMNEE, 246 0
fiE | s H S A0 Yy H R S RN T R I B R ST A
REW, WL Y P it T B B B A

H T 7E B R 3% S F) AN GE B O T S
R
S % Lk P
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