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Abstract: This paper proposes a firewall security policy%!gﬁon and analysis method based on traffic data. Firstly, process
data is collected, followed by traffic detection based@ and malicious code feature libraries as well as rule feature libraries.

The traffic data is analyzed by matching charact i
results. Based on the abnormal traffic alarm infor

fic, achieving automatic policy generatign®

security policy analysis method. This
ministrators in completing securi

meeting the needs of rapid sy%

aviors, and abnormal traffic data is marked to obtain the traffic analysis
n, firewall security policies are generated to detect and block abnormal traf-
Finglly, rules and processes for security policy analysis are proposed to implement a
the generation of firewall security policy optimization recommendations to assist ad-
configuration and optimization, improving operation and maintenance efficiency, and

ployment and dynamic policy adjustments.
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