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Abstract: To improve the security per ancdf passive Internet of Things, encryption algorithms are often added to sensor de-

vices. The traditional encryption algoh of passive sensor terminals often uses pseudorandom numbers to encrypt data, which
has great security risks, and t methods of generating true random numbers require a special true random number genera-
tion circuit, which is expensi not suitable for passive sensor terminals. At the same time, the encryption algorithm in the
existing passive sensor terminal cannot be reconfigured, and the conversion mode is few, so it is difficult to further improve the se-
curity. Therefore, this paper designs a wireless passive reconfigurable remote security sensing terminal. It adopts the MCU to im-
plement the standard RFID communication protocol instead of the dedicated RFID chip and can modify the MCU code arbitrarily
according to various application scenarios, thereby achieving the reconfigurable function of the sensing terminal. And it uses a
compatible true random number generator based on RF signal and ADC residuals to generate true random numbers without special
circuit. The enhanced reconfigurable encryption algorithm combined with true random numbers greatly improves the encryption
performance of sensing terminal. At the same time, the multi-source energy collection circuit architecture improves the receiving

sensitivity of the terminal, so as to realize the long-distance communication function of the sensor terminal.

Key words: true random number; compatibility ; reconfigurable encryption algorithm; multi-source energy harvesting; long distance

0 33 I, B0 A5 R 3 R FiT 4 I RIFD G 1, 6 v R 4 5 B
i % 6 9 87 FE S R 0 R R, JCUE RFID gl 2 TR SR, SRR, HEE 00 Sk L 4

BB TP EWIGE, (B4 T RFID b @ (s e tEAE.

S, FLRIN Ak R B AR L e A 2 L 1999 4, Steindl 4 A4 1 T 3 T 74 2 i i (1 G U 14

36 | 2025 4E5 6 W (45 44 45 B 578 1))



MEERFEERRE

Network and Information Security

g L HR R T RS A S A RS i AR A
SEBAE B, JRR IS T 2R RS R IIfE . 2015 4F,
Lee S5 \4R I T — A EIR AL AL, B £
B RAEARE KL b, A R 2 R ST S B IR AT R
ASAR U, TR A R R R
PRASH R R IT D, BRI T AR RS A0 TAEBE B, il
1538 5 B B9 4L 25 em, 2016 4, Abdulhadi %5 A B T —
o 48 1 K B B 5 491 R AR 1 RFID A 805250, SR
KB A A 5 A5 BE AL H B T 1 BE B 4 B AT AR 27 m A
7.48 m, {HH¥A 5B RFID PRl kb PRI R, 6 vk 5 BT
EH, REWEE, FEMTHREmMAER, A&
F 22 25 JR R

Il PA) 5 b 46 B A5 4 1, 2020 4R, Inserra 25 A TF i
T —FP T RFID A2 2240 8 JC U5 A% ks 2, Hm b i
BT/ 5 ol A R 2 R T L B E TR, BT I B 2 R
ST B, WO TR R AT R/ O AS, HGE 1 BE B Y
1.3 m, 2021 4F, Shao 25 A 35t T SR JHI 2R P8 45 40 1) 6 35 1%
JREREE A RFID H AR 52300 U590 e i B b 25, R

A )

(2=
i
PR

Il

FH 0 S e i i 1 0 Pl P RS 3R AT P SR B, R AR
MR RS A~17.5 A, BB EESH TIAEN
#, [FAf, W52 m (EIRP Jy 48 dBm),

ok L R A A RE, W OR LT ONBE LA N &

IS B [R] TR R 40 45 A 5% WoRER, Hk
B P T 2R P B — 5 U5 S 30 1 ¥ BEAR. 25, Cal-
legari & A il Pareschi %5 A 43 54 H 5% H £ 4~ ADC ik &
s BRI R R g Y, 2% ADC ffif] 1.5 bit
e, S 1 ALBEALEC, JF B ADC [ AR HT— )

(k-1)/k B

JL i Iﬂéﬁﬁ
I

ADC i H 3% 225 5, 2020 4E, Jayaraj %5 A 7E SAR ADC
SEIE . MR LR X ADC H IR AR, (3R 2%) ks
B —k, # B SR AE S LA, T D[R] B 58 Al A 4
SR A B EHLEL (True Random Numter, TRN)™ .

LI B SCHERER B T ADC S Pl E BEAL B K A 28 B T
MELIELIESEH, HE AT RGR, #nT 2EMRITE
REME A, 2016 4F, Liu % A48 4 T 5 F1E 4 MCU ¥
ADC SRAEHLBEL 4> 5 o 6 L TR A ECRE AL B R AR 2%, (H
I B R B BEL AT R T AR R L X ADC v /NI,
iy B AR AR AN BUR A T A AR Ak, SO AR M = AR R T
WY ECREALEL . Sk [11 —12] 254 T 8 A A% Gtk B 48
TKZk ADC FHEZS G 1) 45 Fa) o 92 0 3 B L8R & A 35 19 7 12
BRFEYAL BEAR T ADC ECREHLE Y SR B, (5
HEEME 2, MELIFE LU I FE % &5 1508,

B X 13 m) 14 T W5 AL R L v B 2%
FIE LT, BT e B T B B ML B0 R A A% AR EE A O %
%, ﬁi&*ﬁﬁﬁ?ﬁ%?ﬁﬁ‘é%%%Eﬁ%*ﬂ%iﬁﬁﬁ ASK fi#
A R, ORI A i 1 M L, 4R T G TR N
@%, TR T JC 28 0 IR AT A4 3G B B 42 4 AL R vy .
1% B EMTEE RS RARIET

HHEFE L TG R G R SR, AT T

ToLk TC U Nl T AN % A AL A, A AR A 1
s, EERL., FRECH . Dhady. BREK., ke
Wt 58 PE R K. AR R R B . JR R R K. AR R (HD
MCU) K EREVLEC™ A Foin B i He | 1L 8 i . K FH A8
HHh . o, KPHAE M B R A R I — A R )R
558 0 R B T i ) e 3 TG O 4 R A AR H B, AT SE
ML PR IR I [F) B U S D BB . X RR R TR AN R AR T 2 i
BBETT LA, T HFE LR = R A BT, Hak
R AR TR — BE R 0 BE R AR R
MCU Rl HF & ZF I, &M T2 M4 H 35 &,
Hi#at MCU p9&E 9 ADC SRAFE S FEIG IR f i i R, IF iF AT
— RN, TS R FLREAILBUR AR A

A

et S

ViN

o3

il
dqo

by QR S s

_Eimu s2 R | s
i

Al LB

TR 1

H- :I> !
gl | ELRE . .
R e B %E ﬁ%

L R 2

| |
| |
i |

|
} I l_ 1/k 1 }
| = KEARER | [ FaJE]|
| R | L |
| 0 - |
[ > [
| |
| |
| |
| |
| |
| |
| |
| |

P 1 TGSk T 5 AT R 2 A e A oy

2025 4E45 6 W (A 44 = EA 578 W) | 37



M. www. pcachina. com

1.1 RAVEBNBS LR

AR SRR R Fe A AL ECBE LB A AR SRR A 1 R A
TNE SN, AL A UEOR A B U L A £ SRR R AN
SRR IR, A TR A o A S R B AL NG, SRR R R AT
SIS K v B R B s AR BEER N A ADC,
P 05 TR o R AT AR MO e, 52 DAL I e SR 4R

g, Wit MCU P9 ADC SR BE 1% 1% A 5 0 5 00 A U, ok
FT385 2440 377 A A MLEL, I LB HLEUAT B 7 77 6 25
o G AR R B LSO T i — A R R 2 AR T S
fob B 5 R R IR RS A S A BE AL O 2 AR R T R S
(1 L RE AL o S 2 T B B AL B0 A TR R G ] 2
FR o

'

TR FPLEARRN,,, = PUEBBECESES |
Viower =high, RNy, =0, RN,,,,=0 ¥
' » I
RREGTIRRILIE , 351Dy, ik 7
FEHER Dy P | Emdbitihens |
= 2L
ekt s, S800L., || [[P] | RNt RN, =R

k
sensor

SREESHIUR IR, 153D,
AR DE A

' . iY
J 26 E U TRNEI R A |
|

2

1.2 BETHERBNHMERREMEE X
4T 1SO/IEC 18000 # /M 14 22 4 [A] i

1 N R, WA 3 BN PE RN IR
IR AR A — > 4 x WEL AL K BE AT 7 B B 12
s B, aTRABE e F ek X0 s B BEBLIE AT
IR A PERE . R 3 AT, RN 5 ik L
JEhr s Rk SN 22 4, O HLT S8 4 ol A AR 0 o vk
CREEZ B0 FmE, ERE L& 4 0 nf 3 2 5 iR n 5 5
) o WA, R LUAR R S R B N 8 S R S Bk
(Xor) mi[f] sl (Xnor) 2%, MM IR L, il
TERA RS . % PR BEAL R 1 00 T, L Bg ™ AR o8 &
TR By R o PR b 3 iR R o Bk R A i ELRE
PR i 005 vh Bl ek RO B, R T B A R O o
L)% A PERE
1.8 mEEEERLIRIEIT

TR L, D di TR A DR 4% 1 K 3B 2= i
AR U R B o A AT R RE R T R, AT K fE
DAEHS 5 2 00 RE B T BB B WO o T 7 ST K FH RE B B

38 | 2025 4E5E 6 MW (46 44 £ B 578 1)

A

%&2?5 72 A 2 T R
Fieb, ol KfE, DUB % 35 2 B8 B T AR, AT 4

o i RO . e 2 IR R AR L 2R R, O T R
SHfE R R MK R fE, T E K=2, DISCBLAEE
B

(1) e 7% 02 fige 8] Hit B

R JC IR 2 g RABE 24 - 22 dBm, 35 52 BLGT 5 fiE
BRI dr /N A T A8, — MBS U RS S B R . A
PPE Y ASK i i fa i A an il 1 o, st (1) 9t
SR T AR ST 14 2 S i 8] SRS

sensitivity 1
P S p 26+ 10 log(?) (1)

Horr, P F7n SRR L % 00 RAEORE, K JR D 23 40 14 L 1)
M

Ohy S B AR, SR AR TR R U HE S B S A
W, PTG U R, BE— 2D R A8 OB R A AR S
AR R MR T ASK figf R R . K, B i A e
TR BUE ATk - 4505 dBm, MR Friis 2430 (X
(2)), fRi % s {5 BE 85 ATk 217 mo X B o8 1 1%
SR S (VI AF B B, SCHL T A R i B A

2

P, =Py + Glag +LM + 10log ( A

m) (2)



MEERFEERRE

Network and Information Security

Jon e e K

InE T
<
PR
| i A6 biy x
'
ARERET
(16 bit Iﬂﬂzfé% pLEEE
| HER(6 biy i
¥
4bit | 4bit | 4bit ¢ 4bit
] 2] L] [
: ! ,
| A6 by |
N

SR, EEEA BT RN B R, e HFIEm
BHOE AR CRBEAR) o $ArR & AL RS 0 300 7= A
W (pW) FIZE (mW) IR, BQ25570 ReigSC
DC-DC [ F EThfg, HiA VINKZE 600 mV, JFH, 4
BQ25570 iE# 3 dhn, A A VIN iR A LUK ZE 100 mV,

A SCHR R T BQ25570 52 B K FH BE F T 90 A B I 4R
HEW, HEWmE 4 iR, KIHEE R b2 W8 0
AN RE-DC % 4 75k 1% 45 ) BQ25570 iy A5, =1
— A RERACERE, WO T REMER, WA T AR,
IFRe % SC LR A 09 (R B IO, R I B e B UL 10 70 Al B D
W, 78 BQ25570 11 45 A 51 B0 AL I BE — A B3 4 48,
B 1 F R o s T AR RE RS o

BQ25570 f T4F o F2 = Z AL 45 I 43 7o o i A A

i KAl

.

3 BT ECBHLEC I B A A vk S I )7 i
(2) AR I I ) 9
BQ2SST0 25 5 46 10 19 B g5 e o A E%ﬂ ¥

i T
<

FREEL

| EABR(6 biy x

'
| e
W Cmsay || e
U = e L0

5.62MQ

Solar yiN

¥

R, EERTBESRT, Vi, =0, BQ25570 F1f
WETRIESN (cold start) ARZS, BEAE Vi MBI, 24 Vi
KT Vaor cncen (29 1.6 V) B, BQ25570 4b T iF # T.1E
RA, W EEHIE S (hot start) MRA . BT LLE & =A~07
it & 1S H0k 2 ) BQ25570 9 T2, & =485
A Vi ov (Ve BB BE B E) © Viar ok eroc
(Viur FEERIBIME AR ) A Vs o mvsr (Viur ST BR TR Y

2025 4EES 6 B (56 44 55 578 W) | 39

B(25570

Roun
6.8 MQ

K4 ZIERER YO R T



5 M4k : www. pcachina. com

BIEHRE) o X =A S B AR E AT 7 A B R B
H, W4 FR,
V];,\L ov E/‘Ji‘l‘%:/éitﬂn‘l:'

3 R,
VBA\T, ov =7VBIAS( 1 +%)
ovi

Hr, VR EEM, 40 121V, RIEE 4 fp i

B, A E DB Vg o A8 5.2V, WL, X4V, >

5.2 Vif, XM ELBE, HH V, kmHNS55V,
Vir_ox_rmoe TR A LT

R(iKZ
VB:\T,OK,I’BOG = VBIAS 1 +
R()Kl

*E}E Kl 4 'T' E/‘J EE‘ B {E AL i+ %: 'LH VBAT,OK,PHU(; 2/‘3 j‘:’
2.2V, ﬂ:l:’ %/IVBAT<2'2VETJ‘5 I/nul:OO
VI{—\I'fOK?HVS'I‘ Hgi+%:/L\\Ikﬂu—F H

ROKZ + ROK'&
VBr\'I‘,()K,I[YS'[‘ = VISI»\S( 1 + R )
OK1

MR & 4 o i L BEAE AT L33 Vi ok s 290
5.1V, Wik, 18V WsEEfEed, X4V, >5. 1 Vi,
Traascr, Ot V,, R, g R e R 2
L5

(3)

(4)

(5)

R(‘)UT7 + RQUTI
V, = V(i)

R(?U'I'l

H bR 2 09 A TR A B it

30 w T~ 1 T .
o \ | e aas ]
F180p \I e 1
= 120f ]
"

R eof ]
ol i
0 1000 2000 3000 4000 5000
B JE Mlux
(a) /N[ BESR R 1Y FEHL I ]
s T T ] T
gl =W lux | A

<l [ /07

E L

R iy At SEE EE LR

[ -

[ Y o R
% 1o 7500

(b@ﬁmnﬂmmw&

P g 2 Ul A D A K A
LS Hozeavhfg, df— % M 2 R AE R
TR e AR PERE, FLARTE T AR

a
(6)@ e, WA R B R, B BB Ok B
4

5.5 dBm, FHIEIE 5 R B IAF) 217 m, Jm# L 48 RFID

LSBT J7 i AN A SR n] O TR R P 2%

HRAEE 4 00 BLAE, ol EATES V., 2900 2{&()%% 20 m B 5058 . A S0 02 T U AT 4 5 4 16

2 fRRARZ RN IE

ARSI [R] o B B T B i AR (
FEU) , IR R % IR B Ol 500 lux gqvwgg fie
-8 dBmif, AEEYCAE TR, PUPRBNE WA 5 TR

El5 (a) SR TEEARFED , JoZR e i W
RGBS ShETE, 7Tk fF ' B 58 BE ol 500 lux
B, AR Sh AR  2) 330 s CTK LA W), T
LR RE R R G TE R IRAR O 500 lux B ARSI A B AL 5
RefE . 7EE S (b) Hariilgth TR 500 lux Fl
S ATy -8 dBm B % G s #, HAr 0l A
2 330 s F1490 s FMGFHLAE TR, UL TR AZ IR 4 iy
AT A FICEE S B A ST AR S B kR g, F— 20,
HHEFEINTAE, HERACRIBERA, G RiNER
TR AR R LB, O R AT R i 38 {5 FE B AT LLAA R 217 m,
3 H#XiE

ARSCBETE T — 3K T4k TC R ] H A & AR R 2y, HL
KA MCU 5288 RFID B3, U4 RFID #r%s, ol sl
ZA UL ER IIAE, SR 3T S 5O ADC 5% 22 1 3
BRI AR ™ & vk, JFET AN EMILERIT T
Hom AR TG 0B L, FE AN N TG £k T YR A% IR 2 o Y

G

A
)

40 | 2025 4EHS 6 W (A 44 35 005 578 1)

5% 3k

[1] STEINDL R, POHL A, SEIFERT F. Impedance loaded SAW

sensors offer a wide range of measurement opportunities [ J].

IEEE Transactions on Microwave Theory and Techniques, 1999,

47 (12): 2625 —2629.

LEE J S, OH J, JUN J, et al. Wireless hydrogen smart sensor

based on Pt/Graphene-immobilized radio-frequency identification

tag [J]. ACS Nano, 2015, 9 (8): 7783 —7790.

ABDULHADI A E, ABHARI R. Multiport UHF RFID-tag antenna for

enhanced energy harvesting of self-powered wireless sensors [ J].

IEEE Transactions on Industrial Informatics, 2016, 12 (2):
801 —808.

[4] INSERRA D, HU W, LI Z, et al. Screw relaxing detection with
UHF RFID tag [J]. IEEE Access, 2020, 8. 78553 —78564.

[5] SHAO Z, WEN Y, XU Z, et al. Cable current detection with

passive RF sensing tags [J]. IEEE Transactions on Industrial E-
lectronics, 2022, 69 (1): 930 -939.

[6] PETRIE C S, CONNELLY J A. A noise-based IC random number
generator for applications in cryptography [ J]. IEEE Trans.

Circuits Syst. I, 2000, 47 (5): 615 -621.
[7] CALLEGARI S, ROVATTI R, SETTI G. Embeddable ADC-based



MEERFEERRE

Network and Information Security

true random number generator for cryptographic applications ex-

ploiting nonlinear signal processing and chaos [J]. IEEE Trans.
Signal Process. , 2005, 53 (2). 793 - 805.

[8] PARESCHI F, SETTI G, ROVATTI R. Implementation and tes-
ting of high-speed CMOS true random number generators based on
chaotic systems [J]. IEEE Trans. Circuits Syst. I, 2010, 57
(12): 3124 —3137.

[9] JAYARAJ A, GUJARATHI N N, VENKATESH 1, et al. 0.6V-
1.2 V, 0.22 pJ/bit true random number generator based on SAR
ADC [J]. IEEE Trans. Circuits Syst. II, 2020, 67 (10):
1765 - 1769.

[10] LIU J, MAO J, LIU P. Design and implement of a MCU based
random number generater [ C]//2016 11th International Confer-
ence on Computer Science & Education (ICCSE), 2016 945 -
948.

[11] FABBRI M, CALLEGARI S. Very low cost entropy source

based on chaotic dynamics retrofittable on networked devices to

L
\{'
2

DL

(2
p\
I

D

(
oy
J

prevent RNG attacks [ C]// 2014 21st IEEE International Con-
ference on Electronics, Circuits and Systems (ICECS), 2014.
175 - 178.

[12] CALLEGARI S, FABBRI M, BEIRAMI A. Very low cost cha-
os-based entropy source for the retrofit or design augmentation of
networked devices [ J].
Processing, 2016, 87 (2). 155 -167.

(e H B . 2025 - 03 -31)

Analog Integrated Circuits and Signal

EERT:

P (1981 —), B, Bk, W% TR, T
Y B Toh TR B RE L L R R K a

seiEAs (1973 -), B, B, WA TRIW, EERI

gangpm@ uestc. edu. ¢

(b’
,\Q

2025 4E5S 6 W (5 44 B R ST W) | 41



R = B

R AMBZ L 5HIRLEE) RHANXE, NEZEXEXTILEN. #
FEN . ERINE B FRANE I FEMEEZBNE R ITNFRE
BIRER, MPERXEEREERRIZXENCHEN . BIEN.
ENRIAR X B F ARV B HIR . ERMEERINE LTI T AT, KT
AR ATEEEIEE . SEREFEEKFER. BN, RTIx
FTHRME S LA EMANER, FIwER.

(NERE 5%5@@)) ZmAEHD

@ 4
S
,§)
8,
N

S



