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Abstract: The rapid development of cloud computing a

net has led to the explosive growth of network data, and the en-

arge amount of data has brought huge security risks to the network.

suing network threats have become increasingly cow@
Traditional security measures are often insuffici ist these constantly changing network security threats. It is necessary to

comprehensively apply technologies such as artifi

tions, using situational data collection,

monitoring of network security threats
strategies, and improve the over

ness and prediction systems ¢

telligence and machine learning to from data-driven intelligent data applica-
datgcorrelation analysis, security threat analysis and other means to achieve real-time
dict potential network attack behaviors. It can support dynamic adjustment of defense
Stiveness of network security defense. In addition, data-driven security situational aware-

network security managers enrich their related professional knowledge of network risks, and

make better judgments and decisions in actual network security threat scenarios.
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