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Research on online training security sysf\ ed on zero-trust architecture
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Abstract .

Ning

ology in the new era has made online training an important tool for

The rapid development of digital 1ntelhg0
enterprises to publicize their corporate spirit and technologies. In this paper, against the background of the extensive ap-

plication of online education and training, with t

in research line of guaranteeing the platform’s full-process support for train-

ing business, relying on the concept of th& exising zero-trust architecture, we construct a six-pronged security platform with trus-

ted terminal environment awareness,

ment, and fine-grained access ¢

users the lowest privilege, co

etwork environment awareness, trusted agent, dynamic access control, trust assess-
ofthe database. The platform senses the environment state in real time, dynamically grants

ly monitors user behavior, and enables it to achieve the goals of continuous verification, dy-

namic authorization, and global defense during operation. The platform introduces the self-attention mechanism in the trust assess-

ment module to improve the efficiency of trust assessment, ensure the safe operation of the training platform, and build an informa-

tion security fortress for the training organizations.
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2 Define Temp = Temporary Variant;

3 Temp = Terminal Assessment (UR.T);
4 S = Matrix Append (S, Temp) ;

5 Temp = Internet Assessment (UR.I);
6 S = Matrix Append (S, Temp) ;

7 Temp = Agents Assessment (UR. A) ;

8 S = Matrix Append (S, Temp) ;
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9 Temp = Trust Assessment (S);

10 Database Assessment (UR.D);

11 S = Matrix Append (Temp, UR.D);

12 SR = Dynamic Control (S);

13 return SR.
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