MEERFEERRE

Network and Information Security

BT AR LightCBM B B BR EFE Rl MR F %

Weisds, ¥, Rt
(TR R %ﬂziﬁﬂr%% Be, K 401331)

¥  ERFAFEA R (EVCS) MBRAFMMOEZTRUERZT, BAABKRMN T RALEESRE, NLE
AAREFIBARBKAARE “ZH FM, BE—FATTHERETEMHERIMN (LightGBM) ¢ EVCS N4 44
MAEZR AN SHAP #ATHAE LI, ZAEMB K HE KA FE % (SAOA) st LightGBM # A # A4k, %4 & SHAP, LO-
CO. CEM. PFI, LIME #» ALE & % # T &M A L& 4 (XAI) # K., Z CICEVSE2024 #= Edge-TloTset 4 4% 4 k9

R R, BLA K A R 5 ik 97.53% F 88.89% , F1 535514 98.01% #= 88.98% , H T ABEMWE, #
B AR YERBEFWIRIE, EAAR ARI EVCS M 4 RBET S, THE é’]ﬁ#é&@ LA T MR LLE £ &K
% Lo

m\:\ S‘“rl

%%ﬁ:%%ﬁ$£%ﬁ;Aﬁﬁm;ﬁ§%ﬁ EARIA; THEALR R
FESFEE: TNII5; TP309 XERFRIGAD: A DOI. 10. 19358/)‘.@097—1788 2025. 05. 001

IR whibte, JedEyy, BRiHE. B TR LightGBM (1) H 377 4 Eﬁﬁb\%*ﬁiﬂlﬂﬁ& [J]. Mg a 5540
JRBE, 2025, 44(5): 1-9, 16.

Intrusion detection method for% Vehlcle charging station

based on interpretable light eight gradient boosting machine

Yao Qin ujun, Chen Shilun
(School of Mathematics and Big Data, Ch, @mverslty of Science and Technology, Chongqing 401331, China)

Abstract; Against the backdrop of increasingly sé§ere cybersecurity challenges in Electric Vehicle Charging Stations ( EVCS) ,

it rﬁ]tiple limitations, while machine learning and deep learning approaches, despite

traditional intrusion detection methods
their effectiveness, suffer from " bl

(LightGBM) -based intrusion

issues. This paper proposes an interpretable Lightweight Gradient Boosting Machine
ramework for EVCS. The framework employs SHAP for feature selection and utilizes a
Simulated Annealing Arithmeti®\Qptimization Algorithm (SAOA) to optimize LightGBM hyperparameters, while integrating multi-
ple Explainable Artificial Intelligence ( XAI) techniques including SHAP, LOCO, CEM, PFI, LIME, and ALE. Experimental
results on the CICEVSE2024 and Edge-IloTset datasets demonstrate that the model achieves detection accuracies of 97. 53% and
88.89% , with F1-scores of 98.01% and 88.98% respectively, while maintaining strong interpretability to provide clear decision-
making basis for security operations. This research offers an efficient and interpretable solution for enhancing EVCS cybersecurity,

with significant theoretical and practical implications.
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