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Abstract; The mainstream methods of network ab@ormal traffic detection are machine learning-based and rule matching-based.

The former can detect unknown abnorm fic,'and the latter can accurately point out the type of attack. In order to combine the

advantages of the two, this paper brid method to realize the network abnormal traffic detection system. The system is e-
quipped with two filters. The fi uses the stream clustering algorithm for preliminary filtering, and the second filter uses the
open source tool Suricata for fifeidentification. Based on DenStream algorithm, this paper proposes a flow clustering algorithm
DenStream-DRT, which can dynamically determine the radius threshold according to the change of the proportion of abnormal traf-
fic in the network. In addition, in order to improve the problem that Suricata cannot recognize unknown abnormal traffic, this pa-
per proposes a generation algorithm PCRG-Apriori with payload constraint rules based on Apriori. Finally, the rule-based network
intrusion detection system Suricata is integrated with the DenStream-DRT classifier to form a new network abnormal traffic detec-
tion system. Experimental results show that the integrated system has good performance in speed and accuracy.
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HINES (2) BEW BRI RBR AR, I ELR A% %
SEHERR IO s (3) FURALFLS O (09 RE TS, {1 Den-

Stream WHMRZH A (1) FETLFRAY Web IR 55 4% i & 47
Brebe, o TS8O R O OE RS SR LT RE R A g,
FECG ZAH G B T TEAZ O OB R S R OR R R R AR & R
AAEA (2) ST R SR A AT — D G R
3K, BRI, DenStream %358 478 /3 R & Th BE S BE b B 52
BF SR BRI, HES i Bk e M B R R .
1.2 DenStream gyt

AT DenStream 3 %2 N FAJ7 TH #4704k

(1) AT i DenStream I i W %% i 12 o IE % i /= Fl

2| 2025 4R 2 W (5 44 4 REE 574 1))

WO B LB AR AL AR TE R GE A R A, RSO T
— Bl AT LAl 25 i i o A B O R Rk, IR A 4
A DenStream-DRT ( DenStream with Dynamic Radius Thresh-

old) , *FRREIEA XM (1) PR

e (k) =rtkao (1)
Horp, r BFEERTEME A, HA bk E e

PR TF AR T S A IE 5 R A 5 I 78 — 2 BT 3R 4% /9 7% 19 2
&, ZIREHE AN AN E R o, BN
PR 2E BB A TR B TSRO R PR AR N B
DCI), Al LA VR4

(2) %ETAWTE T ZH T DenStream 535 B 7EL AL 3
Ok S B S Y S IR E E%ﬁﬁ %*ﬁﬁﬂi%%%%’é
B, R AR 3 v ) s 2

HARSCE 5 5 2 %/2% LR, kPR

LU
(1) %ﬂizé.%tz%%m%& i FH 1E % i 5t A DB-

SCAN B P
(2 %ﬁﬁﬁﬂiﬁﬁiﬂiﬁﬁﬁbﬁﬁﬁ;
o ( A F B R AL O, R —

CREAS £ 1 21 53 0 RO 5

AR WU BEAT ST

b3
Bk 1: DenStream-DRT

{1 F IE 3 5 i A DBSCAN B0k, ) 1R P00 B0
while FiFEA p F2k do
o B 5 3T 0 W AR O U T
ifr, <e [;+k,o-,J then
B BAEA G IF B2 TR O U
3B (A 1E bR 4
else
o B 05T 19 S 8 E OB R 2
ifr,<e [r+k, o,] then
AR A G T B09% 5 W (O
if Z5H MR IE o, >B, then
WS O 7 BT A TR 5

end

ESREE

A

else

G AH A IR — A SO
end
& [0] 5 W AR 4

end

ST RO RN o,
if ¢+ mod Tp = = 0 then
for ANEAERLLWFE do
if Z5H HWE N IE o, <B, then




MEERFEERRE

Network and Information Security

R VARG T 2 SIS (AR 5
end
end
for &S (I A% do
BB REAS G I B0 5 (AR
if %5 EHMENNE o, <B, then
LB 2% e L IRURR 5
end

end

end

1.4.1 SEIgTFE

(1) BEAE J P e B

£ KDD99 Hi 4R v A 45T AL 41 DMRAF R M, A
B Li A A KDD99 %t # 4E HURY 12 A5 1E I8 1k
PEATSCH . X SEARAE I RN B N3 1 TR . NSDWID %%
P AL I 5 KDD99 4l 8 — HE B FRAE J& 1 o

1.3 MEMKREREHEE

ARSCHE T — 4G DoS il . XSS T Al SQL i
AT RS, IR BdE 4 “NSDWID” 3%
B B 2 AL 05 B I 46 R R AR, AL A IR R M 45
Wi fE LA 2 DoS Hrifi o XSS Ml A1 SQL v A M i 5% i
WAL 5 B 4% 4 G Web Il 55 2% FHL. B0 B
L SLU 045 R At 2%, T 1 S B 45 1Y ) 45
RN

iR IR I AR 43 S W ALY B e R OE R AT R
B, AXSHCH (9], REABBIIEHREREN
At TCP : UDP : ICMP % 85 : 10 : 5, HK ¥ F 5%
T R, 7E S E M4 bl DoS i THA
hping3 "' 7 /4 5 4 U Bt hping3 S — AN R 9 9 45 T
H, 0] DLk & 2% A #119 synflood " 2 7 | udpflood "
Yeil Al iempflood ™ i, HRAWHI K 1 2 1 ¢ 1, fE
S EE P AN SQL i A Mot i XSS Wiy, HAR A L
M1,

1.4 Clustream, DenStream, DenStream-DRT {f# &
Xt be

T RIERT R Bk e T M, DR RIEAE Web
IR 55 28 s I ROR , A< 35 4 1] KDD99 $ ¥ 42 Fn A S Hy
A1 NSDWID H4fs 48 #E A7 J ik

E ¥

N

k1 HFiEgR
F5 J& 1 B . Ja& P A
Fom
1 service 15 A IR 55 25 7Y
2 protocol _type FREA P2 A
3 flag 5 2 tep AR i fiL
FAE, mEFENK D E
4 src_ bytes
1y E AL
<:’A FU, L)
5 dst_ bytes 1 7Y
I8 E L
0 1, MMBERENI,
] 1 K 4 - w1, RN
KW 0
Y4 Q}um - M2 s, [
A i — B bp EPLRY %
) B2 s B
srv_ count ’fﬂlﬂj bl
A 1) — IR 55 114 % e
HED S T N
e B AR B AR E LR 3% 4
9 same_ srv_ rate B T
o, 5 YRR R R
%I TE 4 1
dE2 s, 55X E
srv_ diff_ N He B AR e 55 o9 i e
10 A
host_ rate 5 YT B A R B AR
LI %200 A 43 1
. H1 100 g, R %4 g
11 dst_ host_ count B (g 7wy
T HE AR IR) LR 3 HE R
T 100 A, A 24
dst_host_
12 BAER R AR EHLRR 55 1 %
srv_ count

Eid

(2) w4 pi sk 2L

iU B AL S = SR R AN BRI AR R
BAEALAR BUE AR IR 1 . 5 — A Bl 3 =20 B T4k
T AR N5 2 B I R B T — Ak, R TR
Ab B MU B B S 5 T

(3) %l Ktk

W0 2% Hh T U B S O Y B 091 7 S 56 A B 0
TESE PR N SR 85E v A R 22 57 o SE B i 0 3R 85 T 22
32 B AP A B AR A A B O A D R B R

2025 AR 2 W (BB 44 BB 574 ) | 3



5 M4k : www. pcachina. com

) 265 T St L 0] 79 25 S T W) AR ST 3 RSk R R R
AN, AR SO R Y DenStream-DRT 5835 0] LLAR 4 b AR 475
MARRHR SO AR ERRE, SRR
IR R,

T B UE 4R H 1) DenStream-DRT %y 76 1 X A [7] 5
Ve e, O Bh IR AR AR A T BE A AU DL R
ERR AR O, BT TR ARR SR A
MR, 4 9% A %] DenStream-DRT 23 . Clustream
B UL K DenStream B35 #EA7 X HE S5 . B T KDD99 #
WEWA FF B, R0 # 8 =4 R H
BIMERHE S HW R EWLE (11, 4 21, 100 :
1), ST A B 0 3 R 8 s AR M 5. 5
Gh, ABtsEifE NSDWID ¥4 b ifi4T 7 50580, 8
HHEFTHFEAEVWEFRES S W RE LA (10 : 1),
G A R R o Sl e N | BN G 8 | I
HRFILL A R T R R M TR 2 P AT T
JETR o
1.4.2 RS

EFAF G R TZEHRAMERTFROAR, L5
Ay AR DR RS B IR RS R L RRR . Bl

22 AR FFHEFHEFFFREGKE
KDD99 NSDWID
ST HHE B iR
1:1 4:1 100 : 1 10 : 1
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TE U AR 97 000 97 000 97 000 10 000
S B 97 000 24 250 970 1 000
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DenSt “‘ 0. 85 0.12 0. 81 0. 82 13. 82
1:1 DenStréam 0.76 0.27 0. 80 0.79 18.93
Clustream 0.73 0. 35 0. 80 0.78 24.19
DenStream-DRT 0.89 0.09 0. 80 0.78 8.1
4 1 DenStream 0. 80 0.20 0. 80 0.71 13.26
Clustream 0.70 0.33 0. 80 0. 66 18.94
DenStream-DRT 0.94 0. 06 0. 81 0. 37 6.78
100 : 1 DenStream 0. 85 0.15 0. 81 0.20 9.2
Clustream 0. 69 0. 31 0. 81 0.11 14. 94
DenStream-DRT 0. 87 0.12 0. 80 0. 67 0.89
10 : 1 DenStream 0.82 0.18 0. 81 0.61 1.43
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% 4 DenStream-DRT. DenStream. Clustream #9/F# % 2R FE, BHE
F2 H5#cA=nti (BEE5T95%)

EH: S ik iR ES EES [EILES F2 5350 Wi /s
DenStream-DRT 0. 86 0.23 0.95 0.92 13.2

1:1 DenStream 0.83 0.30 0. 96 0.91 19. 11
Clustream 0.77 0.41 0.95 0.89 23.08

DenStream - DRT 0. 82 0.21 0. 96 0.83 8.48

4 :1 DenStream 0.76 0.29 0.95 0.78 12.77
Clustream 0.73 0.32 0.95 0.76 19.23

DenStream — DRT 0. 85 0.15 0. 96 0.24 6.19

100 : 1 DenStream 0. 80 0.20 0.95 0.19 8.95
Clustream 0.67 0.33 0.95 OAIK 14.59

DenStream — DRT 0. 81 0.20 0.95 N \ 0.77

10 : 1 DenStream 0.74 0.28 0.95 1.21

Clustream 0.73 0.29 0.95 Q 0.25 1.33

ARSI R SR AR AR T L g S g b F2 Ay
BORAR, S T 5 A 0 B 4R E LGRS R L ) B L .
A 5 B, 7 A ST Y B R R A A A R A of@ln, ChenSet= 11, L,, -, L]
23 AT SRS o A% LU D e RI&E%F%%%%H’JEW&%&\QE 1 S in SequenceSet do
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end
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Input; Ji4E C
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for S, in ik € do
for S, in 4L C  do Q
it S, h4u# S, then X 4
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break ;
end
end

end
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Input: T4 C, FIEHRESR =
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P, Py, -, P}, Ly
offset = Maxpacketsize ;
depth =0
for TN EHRW p do
if C fF4E p " then
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depth = MAX (depth) ;
end
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> Transmission Control Protocol, Src Port: 49836, Dst Port: 80, Seq: 1, Ack: 1, Len: 359

> [Expert Info (Chat/Sequence): GET /lvviewforumilu.php HTTP/1.1\r\n]

Request Method: GET

Request URI: /lvviewforunilu.php

Request Version: HTTP/1.1
Accept: */*\r\n
Referer: http://wa.pavtube.com/\r\n
Acront -1 anouase: en-1IS\rin

—

0030 40 2c ce bd 00 00 47 45

RN 6c 76 76 69 65) GE T

[LXM77 66 6f 72 75 6d 69 6¢c 75 2e 70 68 70jF TR HT
0050 54 50 2f 31 2e 31 d @a 41 63 63 65 70 74 3a 20  TP/1.1.- Accept:

0060 2a 2f 2a d 0a 52 65 66 65 72 65 72 3a 20 68 74  */*--Ref erer: ht
0070 74 70 3a 2f 2f 77 77 77 2e 70 61 76 74 75 62 65  tp://www .pavtube
0080 2e 63 6f 6d 2f 6d a 41 63 63 65 70 74 2d 4c 61  .com/--A ccept-La
0090 6e 67 75 61 67 65 3a 20 65 6e 2d 55 53 @d @a 55 nguage: en-US--U

0020 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c  ser-Agen t: Mozil
00b0  6c 61 2f 34 2e 30 20 28 63 6f 6d 70 61 74 69 62 1a/4.0 ( compatib
00co0 6C 65 3b 20 4d 53 49 45 20 38 2e 30 3b 20 57 69 le; MSIE 8.0; Wi
00d0 e 64 6f 77 73 20 4e 54 20 36 2e 31 3b 20 54 72 ndows NT 6.1; Tr
00e0 69 64 65 6e 74 2f 34 2 30 3b 20 53 4c 43 43 32 ident/4. @; SLCC2
©00f0 3b 20 2e 4e 45 54 20 43 4c 52 20 32 2e 30 2e 35 ; .NET C LR 2.0.5

B2 HTTP 353K v (945 54 7 3
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AHVC BE A B0 7 2 DR IR . 5 374 JZHNANEE T 2 I et Rotes For Packet e 1665

----- TCP ---

1L
ﬂ-‘ljl‘l © alert tep 172.16.2.96 49192-> $HOME_NET any (msg: "Suspicious IP 172.16.2.96 and port 49192 detected!"; re
ference:Packet2Suricata; classtype:trojan-activity; sid:xxxx; rev:1;)
----- Suricata Rules For Packet Number 483----- alert tcp SHOME_NET any -> 65.181.112.240 80 (msg: "Suspicious IP 65.181.112.240 and port 80 detected!"; r
rrrrr Layer 3/4 Rules ------- eference:Packet2Suricata; classtype:trojan-activity; sid:xxxx; revil;)

----- TP -

alert tep 172.16.2.96 49192-> $HOME_NET any (msg: "Suspicious IP 172.16.2.96 and port 49192 detected!"; re  --.o. HTTP -----
ference:Packet2Suricata; classtype:trojan-activity; sid:xxxx; rev:l;)
alert tcp $HOME_NET any -> 65.181.112.240 80 (msg: "Suspicious IP 65.181.112.240 and port 80 detected!"; r

eference:Packet2Suricata; classtype:trojan-activity; sidixxxx; revil;) alert HTTP any any -> any SHTTP_PORTS (msg: "Possible SQL Injection Attack - Detected Malicious Keyword";f

Tow:established, to_server; http_uri; content:“union|select|insert|delete|update|drop"”; nocase; offset:20,
----- Layer 7 Rules ----- depth:34;ref : uricata; classtype:Possible SQL Injection Attack - Detected Malicious Keyword;
,,,,, HTTP ----- sidixxxx; rev:l;)

Don't forget to change the sid of the generated rule(s)!
alert HTTP any any -> any SHTTP_PORTS (msg: "Null Byte Injection Attack;flow:established,to_server; http_
uri; content:"/etc/passwd\X¥80"; nocase; offset:l, depth:43;ref : i classtype:Null Byte

Injection Attack; sidixxcc; revili) 4 &FXF SQL H AT B i i #L

Don't forget to change the sid of the generated rule(s)!

----- Suricata Rules For Packet Number 378-----
rrrrr Layer 3/4 Rules -------

B3 SN ES T EALE O sy e

alert top 172.16.2.96 49191-> SHOME_NET any (msg: "Suspicious IP 172.16.2.96 and port 49191 detected!"; re
ference:Packet2Suricata; classtype:trojan-activity; sid:xxxx; revil;)

(2) SQL # AHE reneneepettet o iests; cuasstae ragan-sctinti oo reveary T e port S0 eereerearty ¢
K4 g RaRr2E SQLIEARFHNES 1885 S5 e 7 e
AH VG E A B P2 DRI . 565 374 EHUNANEE 7 ZHN

alert HTTP any any -> any $HTTP_PORTS (msg:, 3
ttp_uri; content:"¥%0aset-cookie%3a+tanper¥§d”; noGlse;
( 3 ) HTTP I]ﬁ ﬂﬁﬁ]ﬁ[fﬁ stype:HTTP Response Splitting Attack; sid ;)

litting Attack”;flow:established,to_server; h
fset:20, depth:34;reference:Packet2Suricata; clas
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