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Abstract: As a novel paradigm for the interconnection

of Things (1oT) devices, satellite IoT effectively addresses the

ecurity of device interactions within the satellite IoT environment re-

limitations inherent in terrestrial loT networks. How< : t
mains an area ripe for enhancement. In view of isfarticle proposes a certificateless bilateral access control scheme for satel-

lite IoT. This scheme employs certificateless pu

management inherent in traditional enc,

based on matching encryption techno
the computational burden on ter

firms the security of the sche

ey encryption technology to avoid the issues of key escrow and certificate
ion gehemes, and achieves bilateral access control between the sender and receiver
addition, by outsourcing part of the encryption and decryption tasks to edge servers,
ices has been reduced. Security analysis based on standard hardness assumptions con-

ile performance analysis demonstrates its practicality.
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