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Abstract: In the era of big data, heter eougpdata from multiple sources brings severe challenges to data security management.

At the same time, the attribute-base ion scheme for traditional ciphertext strategies exhibits poor performance in terms of

user attribute revocation. Aimin 39e problems, an attribute access control scheme that classifies data sensitivity for sensitive
data groups is proposed in th . Firstly, we establish a data sensitivity classification and grading strategy. Then, we accu-
rately assess and classify data sensitivity and propose differentiated encryption strategies for data with varying sensitivities. Addi-
tionally, we achieve the revocability of CP-ABE encrypted user attributes based on the trapdoor collision feature of chameleon hash
algorithm. The scheme is proven to satisfy IND-CPA security under the general group and random oracle models. Furthermore,
performance analysis and experimental results show that the proposed scheme can improve the efficiency of data storage and en-
cryption, reduce the burden of blockchain storage and computational costs when user attributes are revoked. As a result, this

scheme dramatically improves the flexibility and security of data management.
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