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Abstract: To ensure the security of network topolo@ ation while maintaining the network’s flexibility and tunability, this

network probing that integrates multiple mechanisms. This technology

paper introduced an authentication technology €
combines trusted authentication based on IP addreSges, token-based authentication, and hash chain-based authentication, balan-

cing efficiency and security. Through tli§
king legitimate topology probing.
mented on Linux hosts using

trusted probes, with a slight in&

eth&l, network administrators can protect network topology information without bloc-
y probing tool supporting this technology was developed, and the technique was imple-
echnology. Experimental results demonstrated that this technology can effectively identify

se in latency compared to traditional Traceroute.
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