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Research on data security governance framgﬂ of intelligent connected vehicles

Song Qi, Wu L1 Yongdong
(1. China Industrial Control Systems Cyber ergéncy Response Team, Beijing 100040, China;

2. Network Information Technology Center®, ijng Institute of Technology, Beijing 100081, China)
Abstract; With the rapid development of the i 1 ‘onnected vehicle market, the data volume of intelligent connected vehi-
cles is growing rapidly, and data exchange is be g more frequent. The high value and high sensitivity characteristics make

how to ensure data security become a k ncegh for both regulatory authorities and vehicle manufacturers in intelligent connected

vehicle industry. At present, there,i ied practice standard for the data security governance of intelligent connected vehi-

cles. Based on the compliance r nts for data security in intelligent connected vehicles and from the perspective of data se-
curity bottom line control, tht makes a preliminary exploration on the data security governance framework of intelligent con-
nected vehicles. Taking data classification and grading as the basis and data life cycle security management as the main line, this
work builds an overall data security governance frameworkthat includes data security management, data security technology, data
security operation and data processing scenario security management. This provides a systematic governance path for data security

of intelligent connected vehicles.
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