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ulnerability detection

alysis

Abstract: Given the inefficiencies associated w e heavy reliance on manual heuristic rules for static analysis of binary pro-

grams at the current stage, and the low_p orm@nce and scalability of existing binary program vulnerability scanning systems, this

paper has designed and implemente rability detection system for binary programs based on taint analysis. Compared to the

existing binary program vulnera ection systems, the system designed in this paper improves the algorithm proposed in the
Java pointer analysis, allowd data abstraction and pointer analysis portions of the process to be separated. This further sim-
plifies the taint analysis, enhancing its performance and scalability. Additionally, this paper extracts vulnerability patterns sepa-
rately, making it much easier to customize vulnerability patterns.
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10 VCall (1: S, x: V, k: M, thisM: M)
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BIHRER, MEZXEEREERRBIZXENCHEN . BIEN.
ENRIAR X B F ARV B HI . E R M ERINE LTI T AT, KT
AR AT & EEIEE. SEREFEEKFER. BN, RTIx
FTHRME S LR EMANER, FHIER.
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