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A new preprocessing method for v, %ﬂity analysis

based on formal C(@ nalysis
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Abstract: Vulnerability analysis technology has be(Garch focus for enterprises to deal with security issues. By analyzing

the existing vulnerabilities in the system, it can

ses of vulnerabilities, and even discover unkno

egprises and related staff to become familiar with the characteristics and cau-

erabilities quickly and efficiently to avoid asset loss. This paper conducts re-

search on the vulnerability preprocessing rocessin Inerability analysis technology, and proposes a new vulnerability analysis pre-

processing method based on formal

ing to their vulnerability charac
that the new vulnerability aga

ties, which can provide a basis

alysis, which realizes the function of rapidly clustering existing vulnerabilities accord-
and visually displaying them to users with graphical interface. Experimental results show
rocessing method can quickly and accurately obtain all the correlations between vulnerabili-

users to further analyze vulnerabilities, and meet the needs of enterprises and related personnel.
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(1) //calculate concept

(2) for j«—v upto do

(3) M<«—N

(4) ifjgAand NCANYV, then
(5) WeXni{j}"

(6) if X =W then

(7 A=AU {j}

(8) else

(9) if ANV, =W then
(10) PutinQueue (W, j)
(11) else

(12) MW"

(13) ProcessConcept ( (X, A))
(14) while GetFromQueue (W, j) do
(15) B—AU {j}

(16)

InClose3 ( (W, B), j+1, {M' 1 veV})

(6) if B=Y, or y >n, then

(7) return

(8) set min to Y,

(9)  forj from n, downto y do

(10) set M, to N,

(11) set min to min \ {j|

(12) ifj¢BandjeY,and NNY, SBNY,  then

(13) set Cto AN {j} "'

(14) set D toC*'

(15) if BAY, CDNY,, then

(16) nmew = ((CNX)"'"#D)

(17) if nnew =tage or (CNX) CC then

(18) u&, D), nnew, j+1)
to queue 6

(19) @mln:Dﬂmin then

(20) new = true or nnew = true then
D)

Y 4 set min to minU {j|

(21)%' store link form (A, B) to (C,

downto 0 do

(
) set M, to D
§ (24) for i from n, downto y not in Y, and form y -2
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SRR 0, S T AN 5 A (29) LB M min = £ min then
80 77 3K SR AR ARG . Ol T e 2 (30) if new = true or (ENX)""
SR R S 0 R WP A7 F then

FChoUpdate HE-H 8 MM ™ FLAT AR 7 22 5 4 26 (31) store link from (4, B) o (E,
MBS, (U AR T e g ) e e
YURE, DA, P XA G 3 RE A, A S g (32) el min to min U {1

(33) While get ( (C, D), nnew, j) from queue do

FChoUpdate 5% 52 334 i s 1 {5 B 9 T g . FChoUpdate

LRSS Bk 2 R,

(34) FChoUpdate ( (C, D), nnew, j), {M |

erL,}

Bk 2 FChoUpdate Bk

fA . FET IR T 2 5
LT S TR R QUL e
(1) //add or update concept

(2) if new = true then

(3) store concept (A, B) as new
(4)  else

(5) store concept (A, B) as modified
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