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Research on command obfuscation bypass detith%sed on random forest algorithm

Qi Zhenyan, ongqing
(The Third Research Institute of the Mini<ry of Rublic Security, Shanghai 200030, China)

Abstract: The " command filtering" function in operati aintenance security devices can only filter malicious code in the
blacklist, and cannot effectively identify and prevenpthe fise of special methods to bypass this function. To address this problem,
this paper proposes an algorithm based on ran est, which can accurately identify command execution statements containing
malicious code. Firstly, this paper introduces fourtmethods of command obfuscation bypass, which are used to evade keywords in

the blacklist and perform command exe . ﬁlen, in order to solve these risks, the command obfuscation code is taken into ac-

count in the feature selection stag odel, and various features are used to train and adjust the weights of the random forest

model, so as to improve the n rate and accuracy of the model detection for adding command obfuscation attacks. The ex-
perimental results show that t thod proposed in this paper can timely identify and deal with command obfuscation attacks,
thus better ensuring the secure operation of servers.
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