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Abstract: The network access control model is important for s 1t &nion and protection. Most of the existing network ac-
a

cess control models are implemented through encryption, whg

tect and attack. The covert communication technology b

tain stegantic headers, and determines the flow dir

efects in concealment and controllability, and is easy to de-

anographic labels mainly detects whether network packets con-

on ackets according to access control rules, to effectively control the

ces the access control rules under several access control methods in de-

subject’ s access to objects. In addition, this pape 0
tail, and describes the corresponding detectiods for various types of covert channels. Finally, this paper analyzes the de-
icatio

velopment trend of blockchain covert co mung

significant value for related researc

Key words: access control; ¢

0 35I&

UCAEAR, Bl TR HLTE B RE 0 i K 4R TR R R 28
PR HE BT AL G2 2 4 Dy ORI A1 3509k 19 el fiE ) i
O MBI, R A i ) 22 A R R 2% T 5 A B RA A THT I
TRPRA . B E B A T B A Ay R
PR AR B HEAT I, AR B2 AU 7 A BRE 1] N G o
B, BRI R AL B, e ekl W ok TR R
AP B2, BEE AU R AT R RE S Bt
HEETE, AR BT A AR T, B Al i A R 4
W 0k T R R, B T s,
1, 0 2% Bl A B A B e 8 0 A B9 A b e T
Bt BalOE F R AR — RS BB AR L AR (R
BORMAB B A HE, W3 BERT | EAE

construction technology and its detection methods, aiming to provide some

munication; blockchain; information hiding

i BT | BB E DR, M R
7 380 30 B A R 9 23 B R 0 B AR A I kg i

XBREEH AR A BRI & R, E 2w KA
T, B <X HEE + R MR, ATTE
o DX R Ay — T g R 1Y 3 A A R R R, B
DR AR DG H AR B B 58 R H AT, B B AL i 4
JFa U ofe e A2 8 W A0 WF SN DL RS DX BB A BRURA 23
N B Gy B RA RN ZE By B AL . STk (9] H DX B 6 1) G A R 47
BLHI 20 o =R AL, KR B RMZE, TR,
A 22 I BT 7 N B3 % 3 T A A A DG BOR A B A
i, FHPGEN | RS, ZeZ It RIETTR .
PG40 RN 22 70 B RA A5 BRI 2 R R RO B R B A IX
POk I RO & O H P B AL RIE (5 2 421 2018 4F

2023 AESE S WI(EE 42 B SS3 WD) | 1



M. www. pcachina. com

i, BT XBEEE & 0 BROE 5 MR e & R I R
I, Partala 32 1 B9 BLOCCE 245 — 35 T X He g5 Y
A UE B 22 4 (1 el 3 E T X R AR B A O R R
A LS e B 3 15 4TIk g VF 2 ), AR E L AR
15 MR B P

Bl E {5 B R TP SR A TR A B, AT £
V5 50 R R 2, A N B A L R AR RO B
B AR B D Bl 25110 I 2 DX R BT 5 04 TR A R
FHR T M, XF DCHeEE T B 22 4 FH 5 22 4 1Y 1 RO
SR, S X HeBE P & HE T I R E TR — A A
[

5k B A G 4 BT RS DN B Oy vk A G
W R AL AT, A B (9 il D Dy 58 A T Xl U 1 ik 25 3
fFA BB A AL F 1 sl , PR O % 2 4 0 AN T 1 o o 5 T
FIRMEA R R %, AR, L dHEARME
JreAl, Sy st i T8 5 1 A I N T B AL T BRI TR, B A
BE T X e (1 Bl m {5 B 98 10 8 B IR, BT IX B
eIk 3 i P A Uy 92 1 F 9 b 7 JE B, DABRAIE R SR
YR EE.,

ARSCRTBEA AT R E 15 1R 19 AH ¢ A A & A4
ARAFZE, K BUA 19 L T DX P b il {5 8 18 i F R 4
PUZS . T LM | ST AN AR . 3Tl 55 45 1R s e
T RGEHUE i BUEE A BRWH 38 19 4 28 7 R IR
TR E M , BUGRET X P ik
TR A AR AR WU vk 1 R R
Je BB AR SR 15 5 8 A S
1 REEEREEE
1.1 BREERENSZE

(1) F7 At Y B g i

Fe W oy 3 i 5 v WL 3 ¢ 5 R e B 8 T B
Wy R B BEIR ) A7 B, 75 T 704 5 58 ok 4 HUR
T VEURRR O T B, AT LU SOk | ER
A, BB TR RS S 2
TRER, FILRRA w8 E2, T4k, B+ 0k
(OFCRIENSN T R ISR T S o N TR RSN E A R7S
WE AT LAG R =2 BT UM A BT OO YA R
FICAR MR ™ TCUS 3k £ R Al 24 YA R A SO, AR SR
% IS 2 R L 0 A s ) R i A BB A BT A BRI, 1R
= sl G S R SN S H S

(2) I i) 7Y i s

ik Jy i gk R R B R A e TR AR 4 A SR B R Y
B 0 SR S R R 4 1 B o 9 S U 8 R O U ) I (]
@b, I AT A, RIS R SR, X R

2| 2023 4R 5 WI(ER 42 & A5 553 )

i DL Ty S Skt 0 445 I 85 A AR I SR A R N 4 A B R
ANFEE S 3 32 s 0 R AR ORN ZE R R I AL i o R
WEORTE R < RATHr 40, %5 R HA KR # A = & R
W

(3) 47 R BIBRE AR 1E

%7 b SO IR R AT R RS R At %
wAn AT e A R BRORE . BRSO W R 4 R R —
ShVERETE , 7R3k B0 20 /9 S 5 8 R R R .
TS PR AT Sy M O G A P I R 2% rh iy M B AT O
DRI A5 3 4 A Sl 2 B it o LA AR 5 1 el o
1.2 ERBEHBANEZE

17 B BRI A SR LR R | AR A Rk

(1) B#HE

B RE - ES BER R, A%
ﬂ&ﬁﬁﬁ%ﬁ%ﬁ%‘&§§ﬁﬁ,ﬁuﬁﬁﬂﬁA
B R Y 2 A ) §g¥#%@%%ﬁ&%ﬁ\ﬁ
ﬁmﬁ%ﬁ%ﬁ%Z%ﬁ%m%ﬁoM%%im%ﬁﬁ
KE, ZHT

H

LS CES NN T L O

e s s B A B 0L 0 B
?:%% ZHe (DFT) . BHECARTZER (DCT) . B
TNET: (DWT) FIEHOA ST S (DHT), Bk

UL (9 BB £ M. SCeh S BCp  o s
I R S LN SRR A 1 4
A B M R B B ORI B (DCT)
PR T KT R 107 1 40 B T8, 5t e
AT RS ORI B T AR A R
BT R AR 0 A DCT 5 9 He 1 B X o /o 38 4 1.
DWT 6 B (R EAT 2 R . 25 RGeS 5
WA — S R I B (5 B R R AT (5
o NRE L, B R (5 A A (S
L5 4 R 35 1 B R

(3) Hs L

BT M T e £ 0 2 4V 5 0
BAALES XA (2 0 S0 0 S0 (3 B A M R,
L G 0 2 £ B R R (L 9 0 B 0 0k
IR IV SR B 4R T B O R R £
BORT B EA 55 BRI B, 7 A i o 7 L A
BRI B 7 £ b i P A R 7 T
PR TR A 7 SRR AR R 0 L
Tyl T T P S s
e BB IR BB L e S BRI
R A ST A (% ) R, B
T S B R 5 TSI BL TR

,,’1



ik 5T

Review and Comment

PR G0 MR 1) A 5 RGBS Rk R i R ik
DRI L 0 B0 3 5 T M U o 2R 1) £ B BEURE

A1 ZAEEBEBANT R

Information Hiding
Ease of implementation Robustness

Embedding Algorithm

Replacement Algorithm easy poor
Change Algorithm difficult well
Spread Spectrum Algorithm difficult well

1.3 XHEMEERIEE
1.3.1 X HHisbER

I 28 AR 3 T DX B P Y 52 5 bk 4 A 24k
Dyge, TEEfF ol AR, AR A B 2 L B B X A A [
132 3 W hEAE Sy B 85 05 S IR S A s A% i, STk [31]
# I BLOCCE X H 45 W 4% faui i 18, SCHk [32] 7
BLOCCE FH3CHk iy B Al A7 T 2ok, ek 337 A
AR B9 A8 2 V-BLOCCE 5 %5 19 Hb ik 2E AR 4 Vanity-
gen, BLOCCE FR3 B £20% Fib % {5 B, 7= 76 Hb ik 09 58 R 7
T, 5 EBH R A 5 8 S B 5 ik (1 BLOCCE & 41
AN, SCHk (341 (5 FH R BR 09 b kil A VR HE B AT
b, R EmALN SRR GRS TR MG,
A UH A, AR YE A B A B B H hE AR D % i B 25 (i
BOEIR, Halkor H T EALYE 38 S dh hk W7 B Sk

HEEHRA 1 ICRHE B, (R A 3 15 B 5 5 5y Myl B e 45
a, R T RWE, STt [35] 5%@%%5%
TS oy B G FE R, X 4 1 S
e A o 207 8 R 463 4 R R AT A, 3
THREZ R AR B, WD TR 5, &
T AR S A Sy M hk 2R 51 AR I — A 2 vk
AN T BT AT S, TR RCR e, HOR, X R O5 ik
I A 38 5 W7 R 1k B AT 22 By, OF HL
52 oy Mol SGIR 3 M T i m] LAGE 390 2 52 5 WUJ7, WK T Al
T A B

WA, 5 E AR TR E b 5 R AL AR L, 52 5
Motk B A5 B A5 bR 4 A URE E 2SSy Mk, A M T 1
AR M B W . SCHER (36 ] A A Al i Bk
BEE N — DR B b %8 e PG 5 B A R — A
RGNS I e E K USRS Rl el R DS g R T AW
(HMAC) , FFAEM—DFRERI L 5 o 28 5 bk ok A A
R A T 2 B Al {5 7 T LR IRAE R, ek [37] 2

F52bR2E 5 5 il OPRETURN T Bt 1938 5 Bl , 456 1
AR R A B A S AR AE R ME— bk, SCHR [38] A&
Ji il TR — B i B 5 F0 Nonce {8 3 81 #78 SFRIC .
1.3.2 ZZEEER

I 2K TR (74 [ i 3 T P IX BB R B A A A E
T EARRRAE PR XA h BB B AR th a2 B B
HATRUF A, DR IR B R B B, BROR2E 5 XWUOT
BB, UG MR AR TR, ARy
AU AL AR L 6 ALY, IR EF R, B —
PRI T2 5 ik A8 3 A, FIH S 2 B A S 1E
FREAE L (B FEL R RA AL 1T AR AT
[ e

SCHR [39] BRI T — Bl R R 4 4 1k S R R
FIE AL SCHR [40] LN — Fi EL AR B ST B Oy %,
RV 59 U 2 48 i IX. gﬁ;%%ﬁzﬁ%%mﬁﬁ
T, FFH X HeE gEXM%%N@&ﬁTQW%
ﬁ%ﬁ%gﬁﬁﬂzzyﬁﬁﬁﬁﬁﬁﬁ%ﬁﬁﬁﬁ%
%oﬁﬁﬁ%WQ§%%%%%§%¢%§z%%,ﬁ

u&ﬁﬁﬁﬁﬁax%nﬁmwnﬁm 55 540 5 BLE 3 R
st N 150015 63 P 9 8 0 £ 0 LR

A S B, KRN T vk AR B A 45 I T Y A
Ol 45 45 K 36 ms, ZHIA K, CHR [41] @B
VR T A 5 M R I B % 2 B (ECDSA), fEf3
MG i T — A BalcmEE, Sk [42] MOCmk
[43] i BELREA, FIARZELH RS, FiRS
T 2 1 11 [ A R B A 3
1.3.3 EeEEHER

G2 R 8 DL X B BE B B A A MR AR I, &
B rerk . B IT R R g, IR
Ry R R BRI AR B Y R F5 A, Rk O K R AR S A D B
BREA 200 TV fik & 4% 14 0 T 12 ) 7 B0 000 oh ) Bl AR
8 AS TR) 13 g 97 3o AN [ 70 B 55 1 B R AT 0

SOk [43] RAEREEAENIERIEME, 44K
SR NSOV ET S R SN S S Rt = v I DA ST
BEAG M hE Y U I i A B0 BE G R 32 B Y I R B P,
Wy AR A A L S BN A A bR, Hih, 2 X
AR R, U IR B )R B S ER A R
P, EfR URL EREEGNMNE, ZTEUEESLN
ik, SiGEBBEEAR, BARSMFEESE, WY
B i Ui L, By 1B 25 15 BB Kk A7 78 X Bt o
PR TIEE B, SCk [32] FIARESA TR
] HA AN 4 A 32 24 v 19 AS [ 48 4% 2 5 B G B 2 MR BT
i, SRIGHARALRELR ., ARERL D, #HnT £
Wk B ITARER, BRI THEMDNE Z=E, g

2023 AESE S WI(SR 42 BRI SS3 M) | 3



M. www. pcachina. com

w1 R BRI R . A R b, B
RIARGEH i, &5 T MEReR, JF i as
ZNERENNES, WO TS RE, £ 7T 1L
1.3.4 P2P T#BHLE

I 2R R T DA DX B 1 P2P T RE ML A Bk AR AR AE
SR DX YA A I 3 o vz A 2 ik AU R A DR i X R E R
WL E B RG T M Rl E . — Jr i, i %5 6
ek, FH P2P R HLEI 0 R R R, S OB T i
Bral R TCA 7 BAS P 25 60 B 2% A5 B R AT G 15 O 4 1
P mGEIE W vk, S — O, @R R, P S
ol SR %Y ] [V R R 96 e A 1 B i) A 3R X B 8 {5 B R AT
YTt , M R AR I 1Y s

FEF 2 B AR AE Y J7 b, SCHR [44] BT AW
ZSTREALE, SRR A Y R S S e R
Coinbase FBc, N H IS A (AN RG], JFi6 A INPUT
THE A GET $udlH B L= W15 B . 41 3% 1) & ) 7738 0 H
A % T A X R B0 R Y R B BRI E inv TH B
J&, MRAERGIETT S 55 P 48 A F Y = 55 05 A ML
WRIELE, BN ) coinbase F B #1715 &, $i& BUMI fit
W, SRJE K B IS 19 get B4R IH RGR ML 2571 5 Ay WRR
FEAE, WA R I get BRI BB M1 45719 40 A, L]
AT MR 58 W, HJE, WAL 15 5 g A5 2 ) T R 5 10
10 min A B — R F B, T {5 0% A
B

ik (457 U Ethereum Whisper
Bl {5 BT AE b EAh 1, SCHk [46]
BT —AHET Whisper B3I BT iﬁﬁ‘;ﬁo BT R
R4 . Whisper PhBUE 19 15 O A S
(&) AR A ], B0 AN 45 Wy e 1R YRR
P, RAZERIT LR Mm% 5 #& Nonce {H 1Y} ¥ 1%
BT, HA R 60 20 T Y B (888 o R (B A
AREAE VARG W 25 ak 2 5% %, Wl LU AR RS R
BEORIT AP RZ R, R =T T %
is g EB T B WA N, R ESR, R
T LURYT Y Whisper P33, SCHK [48] FIJH LL4e M
Gossip PMSL, 3l b i I T LU AR 10 (9 % 7 ¥ Tithonus K14
H-APRRGE A, SCHk [49] AR R HLE] A B e AR
PE, G T — R0 B T 2 a5 ) B T A IXC B I 4% B
WE T KR A L e S R ] X Bl 55 4 A Y i
b, TR EA MR RFINES Rk, FEE
Wi g T I 035 1) 92 % P — AR R S AT IR, 4R R
HAG B HEAT RS, ScEk [51] S5 REN S S,
JFH X Hedite b 55 1) Bsf i) (o) o 2 5 0 o o 8 %o 42 A A5 8 AT

4 | 2023 FEHE 5 WI(HE 42 B R 553 1)

S, IR K I AR I S B R IR R PR A A A
Pk X WRR A P2P G AIL ] A I T o s 8 £ L
A3 2 By 69 77 30 £ 3 I A T 2 4 7 TR A T A%
T IR (] 9 90 6 B e M, DRI S X e i 0 46 i ) 98 ) g
% 90 2% 3 30 19 5 41N
2 SR R R IR
2.1 EFBEAAMIHEES

ScHk [52] fERTA T AR SR b5 T — Ry ] g
WS R RO S BLT — R O R
FairAccess, F&TUiRIFENE, Z T E5IA T WA S 28 s
WRREET . R, TR CETE, SR, kT IX B b
£ 5 B HIL A 0 75 33K A A% ke 7 8 G W AR 7 R S i
9 L 37 B, LA HG AR T A T f R LU S ], — 28
385 WINK 2% 510 min, 53] 4RI T —Ap AT
Rﬂ%ﬁcwmcﬁﬂu@v\ﬂf%Bmwmmoﬁﬁ
FARM T AL YT R R IR T
BRI L, FI 42 0 T — Rl TR RE A L AT
Sl Sz BLT s I 4 R T A 2 R

E@“  firdem, SCik [54] HR T —A i b B
SO IE T AR S Y (ACC) . A Y (JC) M
My (RC), A i B il 4 2 — A E 1k - & 1k
o, A U O R, T LSS B T
S 7 )55 7 ) S 9 9 7
SIS VT B L JC A BT ACC 054 47 4 45k
WAES, B ACC 130745 U o) BUBR B E . 1 2 2401 T
A 6D S5 7 S A 5T 00 A B R 4 1
A g5 6 1) i 0 2 A7 SR R . SR RRCRY) T,
(R, R Jr R B U AR B, R 38 2 %
RIEH . SOt [55] B R R TR, 5
SCik (53] IR AR, %07 5 DA I B A i LI
R AR AR AR, SO T — B AR . L A
I
2.2 GABMIAENHEEHER

2010 4%, EEEZRRHES B AR I Kuhn F13E H
B2 1 B 24 9 Coyne B8 f 85 45 3 T 40 6 A 7 1l 5 )
T 14 A7 1 B B O 15, R — 4 A 2
VL5 FO R BE 2R 25 B 04 8 F v L
SRR S T =R T BB R R R B 7 3k
SRR DR B0 R B D, B
1 0 7 08 2 R A O G P T £ s LU
P 7 VR, R € R ARG, B f 6 4
FRol AR P 1 55 LR 65 o B 7 B R, R Bk




ik 5T

Review and Comment

SEH P A 0 B ORAUBR S, TR T RS AR, Sk
(561 AR b T 5 F 40 € A0 7 ) 5 i A 3% T I 1k 1 U
M, Coyne % AIAN RBAC B4 2] T Z N,
EEML 2 m HAG R, FORREIE B DL SE B Bk
BERVTER S E 5 ABAC i H, 5 T 90,
AR AE TG N DL S B SR RS AE Ui R R S B 5, |
JEARME T T2 w2 BCRR AT LA ) W6 4 B 4 5 O Al
VAT [n) B 2o A KR . BRIk, 454 W & ML, T D4R It —
ARG, ATYTRE AT AT ER AR A U7 ) 4 AR A
2.2.1  LUEMEA ol By i a4 AR B

LR A et 19 1 8] 45 8 A 6 2 00 AR & 8
M—AJE ik, 5154 RBAC M, £ {0 A P2 BUBR A9 4
A, ME—N%K “role” WETE, fE3CHL [57] F, &
T —F i RBAC B3 A P JE M HESL, FXI AR-
BACO7 AT v i) B P 6 - BC RS B URA 64T TR, 18
FT GURA BLAY, B AN A o/ o — 25 1 7 )i 1 ok 5
THPEEEE, TR TEENEG - 1MEHACHERE
SR P R T, SR 5 R X S B A @ Bl 4G A
—AEHA P, R EE SN B, 7E3CHR [58]
ol B EeYON . UEE . MR PR R R
TEERAL R B M, 4R T R TR ey Uy g B R g
ABACa, FNHEMEIY £ XF ABACa #E17 TR AL B,
HE R0 RBAC BB, AR3ZHF RBAC R AY -

AL JE SR SCHR [59] B, 7E ABACa ffﬁi”ﬁ@%%

[, SCHk [60] 424 T
— AP R, 5 TEEME 2N ABAC HLH, Wik
# RBAC Hl ABAC 9 5’16 f (LB S Z A B
W A7 £ 2 B )2 IR O 2R W5 Oy J 1 3R ok =X TRD B A e O
F, KR 5 Fe S S B, AT S B A RBAC |
ABAC WiT# ,

AR Y FE T8 A A4 7 ] 4% i

2.2.2 LA lh Ry e i A B

VLA 0 rhs B 7 ] 42 1 B2 B4 1) RS 2 fiff B RBAC
R AN BEAR 4 b S F 200K B2 $52 AU ABAC R AP AR o
TR AERY A S, § A RBAC BB 13 A 3R H A 6 )2 Ik 1k
77 ik, A A W R o AR i DR 2R BRE Y B2 A ]
XAk A EEBIET RIS, N TR A B R A
FSZZRME . ABAC HEHY REAR 4 b SCH 00 BE BRAN, {HLHAYL

FRAEF JT s LR IR o2 =, M 72 DL RBAC 3k
AHESL , @ E A JE M S I AR B AL, Kim % A5G
BT LU o D7 R R A B (Rabac) P,
RBAC ¥ & W P gt Rt g v, 45— A FR AR i3
IR WS (PFP) ML /FR N E <1 1 RBAC2004 F5 i #5
R TR Mo R T T M FE R T, TR R T
HPWMAESE, FEFRE T A ORBRRZ 80 F A X
Z, WA T RBAC ZAERAME . BRI, Sns4s 5
WL, B2, ZTEEAESI ARSI, B AGEN
HTRG P &wE A0 EE, &R E, - v6meE
N T — B JE MR 00 3 T AR T ) A A
(AERBAC)"" | iZMEMILE 4 % 18 T I P @ vk . x4 e bk
FIALEE M, AERBAC H (AR i %t 42 I8 1 2 35 =0 RN #
YETT AL, AR AS F- 43 AN %, TR B4 B
AR — X & P )& P 3= 3k O 38
N AN SESE PR B B4 M 26, XA il
SR R B %Flﬁmﬁ;jﬂ%ﬁ/\o checkAccess PRECE
b BRI 5K ﬁ@#ﬂﬂiﬁ%% AT B4 H S B R) H
By, ALK WAL 5T 50 095 R A
y@@ﬁ A B R G T T B
*ﬁ& B T S €6 1 9 0 5 A S HE S, DAL
i Faryys s woe s, Rl FIIATIR
YA, T LS EE AR B G U R g L, TR & B
hEaRIE,
2.3 E T H0F0 R R B9 1 (o) 3= 4 B

E. Bertino %% A7 RBAC #i A ) L ab b2 7 —Fh 3
TR FABL T B R T — B AR A B R A A
NRMBE AR AR RET, A B TR
—HHEREEL, RREANLREE T —MET AR
[ HIEE R (CBAC) , B RA B 8 BUR B X B2 UM 45
e ilE, 51 AE X ALTE T ok 0 F58 CBAC R
B LIRS, 2 g — B R Mk R H P B
SRR B ] P
2.4 E-TRMEREHRIERE T HED

D) 4% 15 7] 45 il A5 7Y 2 ) 4% 2 4 B Yu AR B i LR
B, A B 0 2% 5 In) 4 i B TR Ok 22 2 3l i 4 S B Y,
TEBSORLIE A AT #5  F M AR FE BB, A s A Mg,
XX — B FG, SCHk [63] R T —BlHT AY U [ 45 i 5
HY——F T ) 2 Bl 3 A5 B9 U I #E 4) (NCC-AC) A,
BRI S AR LI i 6, FE RS RE R
ABICHBRE ARSI B ITTH N, BRERENRITEE
LR B RN E R EFIT, U ERE PR
FRMEPERE, BT IEERKT, BRERICPLET
A, AT MRS RREN SR, RS

2023 AESE S WI(SR 42 BRI SS3 W) | 5




M. www. pcachina. com

BRUGFRA o BS AR 2 ik A BT 35 B I 45 500 A
TR, AR R2RARERE, RERE
I BRL 5T A R R T R S E R E AR, I
AR A5 17 [0 42 1) 0 D0 540 7 B30 0 109 3 1), DT A 804 okl
AR B AR Vi)

NCC-AC A BARHESL AN &l 1 iR, NCC-AC A5l
FE R AR, EEE, BRERRZIRA (SLE) $
JG. BRERRZEWT (SLD) HInMNtZ4E, X A 3k
FVER, #5158 BeOmE B A Ao o) o B R 45 & ilt ok, 1B
B 58 B 11 5L I 4% [ i 3 15 09 1 [l 45 AR R,
LR ANTBAR, Hrhn 2RT00HAKRE, MR4Eh
m XA, Kb m 2R FOMARE, BRERSE
MARITCH EEINEEE N R E RS E — 58 N
Bk, BRI R A B bR 2 0 BO0E AL E R R 2% B M 45
W 55 s 48 ARG W00 B4 5 19 3 ) R A T ) 4% B Ol L P R
WEREWRE, MRKA, EFHIEM; WRA, R
G, IR S bR % b 0 %2 4 9050 7 in) 43 i 50 )
T P90 45 B0 A 1 B A s, DT A A5 o) 3 A ke 4 Y
il

~
E severl

Q

T%Tﬁ%%&o

1 NCC-AC model framework

3 ARKABRBBENAGS
3.1 XBrEREKEREEIE
BT, 5T X s i B |

AR SO H iR B A AR e i T8 AT T
oy, FEEREH T R W7 1) e o s ek,

T ICA (A7 e e 388 3 1) 2 B R AL A K
B, TR T X R A S5 A . B G T A g T 4
ARICHE, ARk 7% 05 R NTARER, H A
AR F e e P REME LA el o 0 T 5 T A0 150 A 1 B i £ 0
HE L ANEE SN AR XS BT, BOARGE E R RN T RRORCA
MR, AR EF . RS R S e R, —
ARG SIE S (19 e i £ T8 10 1] R80T RE AR A R I, Tl
G5 A I (1) Y B 3 T 52 DX B 0 4% B 3 0 BR ] KK
(R IX P52 By AR By B4 I (1) 380 205 49 s oAy Jx 2863 1 9 B 527 ok
TETRENE T R GUAL R R G A 7 A X A 0k
e G HAR X EERA R A R BRI R S
HARDURAASGS & MBI 0T LU AR 1 = b B i i i
BRI, RS A B UG A DR FA AR O 2 AT A S

6 | 2023 4EE 5 WI(ER 42 & 056 553 )

Wi, FRT, WX R R R AR L, {0 H M A
AR,
3.2 XHhekBaEIE S MR A2

B, A 7 T A 4 X B R £
(1 137 T 5

(1) M3 X Bl 7 7 LS 5 P i 7% b

T IX e G A B (1 2 FF M L T, A S B 3 B 11
oL P o 0 B A7 3 L P R R A 2 X i ) A
30T X Bl T R R 38 135 K 0 0 7 % S it e 3 4 5 g ]
SR T R R TR 0 R AR, X BB B P 1k 2 R &
A 7 A A o e ] B A O R A L %2
bbb T X e b 5 e £ 3T 3 A0 5 75 D A 7E X
e (9 FF R 3 1Al AT L B0 N B, T G At
TR T IR X e PN R 1 AR X X S
S o o FH 7 £ AR )

(2) {3 M %4 W B 155 1) T

AR, B B A B A 1 e A S T —
A% S R ok 4 JE | ) 2% s 6] 42 4 T T I R AR W
ft) T % ?&%é%ﬁ%ﬂd‘ﬂ“@iﬁ&ﬂﬂi%ﬁzmi
T X gt PRI 155 28 50 0 15 T B A 1 ) 4% 25 i) 22 4 7

TRURAME, — 7 T, & 0 B 1 B i 15 3

nsever2
E @‘Eﬁﬁ%ﬁ%?ﬁﬂ&% QU PAE S Sy I R R B

L A PR 5 MR B R R T A% G2 11 e B 1 R
171 A 2 DX 65 19 26 498 S 3 5 A S A 75 2 )T AE £ AT R
S =05 R AT AR, ROR B 1 Al Ak o ot 19 22 42
WU 5 o3 —J5 i, AR AR Ui B AR
7 JE SO 45 190 2% 23 () 22 A W52 07 1) BT — 2 19 2 75 A
FHA (B, T LA 3R R 2% =5[] 22 4 BRI 0 o A
BT

(3) A7 A X A 2 A SR MR 0 4R R
SR b A PR

e R N S T (Y & S A L R PP S
B, ORI RE 45 BR B SR b SR 3 TR, B
Ao SR A R AL R SR O D E
A E P E PRI R, XHEERR B 2 7E Ko s i
Hig,
4 HHig

UTAEAR, B X R EE £ R TR AR R A K&, R
DX B e g A A At e 1 A 3 T R R T IR %R, N
B NIES R E 205 & R T, AXELRMENA T
B MO 15 B AR 1 % i S — e R 26, TRANMR B 1 O 4R R
7 DX Yo 22 48 rb A Al e i 38 15 3 3 A R B S R, OF
XA S SCHR HEAT T A BN I3 A o U, AR SO ] 4 4]



ik 5T

Review and Comment

FORBEAT T 43 M40 Hr, I % B b U [ 422 ) 6 AR 19 % @

AR ST T U, SRR, X IX P B B RGE F

3 T A AR RS I 5 R 8 R ke BIF 5 5 ) AT TR R

SR T A Sy A TV AT Y DX B B B CE A5 1) M 3

R SR I S RS %

&% ik

[1] BORDERS K, PRAKASH A. Web tap: detecting covert web traf-
fic [C]// Proceedings of the Proceedings of the 11th ACM Con-
ference on Computer and Communications Security, 2004 110
-120.

[2] LIY, DING L, WU J, et al. Survey on key issues in networks
covert channel [ J]. Journal of Software, 2019 (30):. 2470
—2490.

[3] JOHNSON NF, JAJODIA S. Exploring steganography : seeing the
unseen [J]. Computer, 1998 (31): 26 —34.

[4] JOINSON A N. Self-disclosure in computer-mediated communica-
tion: the role of self-awareness and visual anonymity [J]. Euro-
pean Journal of Social Psychology, 2001 (31): 177 — 192.

[5] PETITCOLAS F A, ANDERSON R J. Evaluation of copyright
marking systems [ C]// Proceedings of the IEEE International
Conference on Multimedia Computing and Systems. IEEE, 1999
(1): 574 -579.

[6] NAKAMOTO S. Bitcoin: a peer-to-peer electronic cash system [J].
Decentralized Business Review, 2008 21260.

Qtech-

puter Re-

[8] Zhu Leihuang, Gao Feng. Survey on privacy
niques for blockchain technology [J]. Journal

search and Development, 2017 (54). 2170 -2186°

[9] SIMMONS G J. The prisoners’ prohle

the subliminal chan-
nel [C]// Advances in Cryptol eedings of Crypto 83,
1984. 51 -67.

[10] GOLDWASSER S, MICA RACKOFF C. The knowledge
complexity of interactive proof-systems [J]. Journal of Symbolic
Logic, 56 (3): 1092.

[11] RIVEST R L, ADLEMAN L, DERTOUZOS M L, et al. On
data banks and privacy homomorphisms [J]. Foundations of Se-
cure Computation, 1978 (4). 169 - 180.

[12] YAO A C. Protocols for secure computations [ C]//Proceedings
of the 23rd Annual Symposium on Foundations of Computer Sci-
ence (SFCS 1982). IEEE, 1982 160 —164.

[13] BRASSARD G, CHAUM D, CREPEAU C. Minimum disclo-
sure proofs of knowledge [J]. Journal of Computer and System
Sciences, 1988 (37): 156 —189.

[14] RIVEST R L, SHAMIR A, TAUMAN Y. How to leak a secret [C]//

Proceedings of the Advances in Cryptology—ASIACRYPT 2001 .

O

[7] YUAN Y, WANG F Y. Blockchain: the state of the art
ture trends [J]. Acta Autom Sinica, 2016, 42 (4) 2

7th International Conference on the Theory and Application of
Cryptology and Information Security Gold Coast, 2001 552
-565.

[15] DWORK C, ROTH A. The algorithmic foundations of differen-
tial privacy [J]. Foundations and Trends in Theoretical Com-
puter Science, 2014 (9): 211 -407.

[16] MILLEN J K. Covert channel capacity [C]// 1987 IEEE Sym-
posium on Security and Privacy. IEEE, 1987 60.

[17] PARTALA J. Provably secure covert communication on block-
chain [J]. Cryptography, 2018 (2): 18.

[18] LIUM D, CHEN Z N, SHI YJ. Research progress of block-
chain in data security [ J]. Chinese Journal of Computers,
2021, 44 (1). 1-27.

[19] CHEN J F. Review of Image Steganalysis Based on Deep Learn-
ing [J]. Journal of Softwa (32): 551 -578.

[20] QI W, DING W, WA tYal. Construction and mitigation
of user-behavior-bg Q channels on smartphones [ J].

ile Computing, 2017 (17): 44 -57.

[21] MOHAMED E E, MNAOUER A B, BARKA E. PSCAN: a

IEEE Transactions

port sc etwork covert channel [ C]// 2016 IEEE 41st

fe @Loczﬂ Computer Networks (LCN). IEEE, 2016
4 319034

] I M, MONITZ M, MIRSKI Y, et al. Bitwhisper: covert
signaling channel between air-gapped computers using thermal
manipulations [ C]// 2015 IEEE 28th Computer Security Foun-
dations Symposium. IEEE, 2015 276 —289.

[23] KANG X, HUANG J, SHI Y Q, et al. DWT-DFT composite
watermarking scheme robust to both affine transform and JPEG
compression [J]. IEEE Transactions on Circuits and Systems
for Video Technology, 2003 (13). 776 —786.

[24] MALVAR H S, FLORENCIO D A. Improved spread spectrum
a new modulation technique for robust watermarking [J]. IEEE
Transactions on Signal Processing, 2003 (51): 898 —905.

[25] FEI C, KUNDUR D, KWONG R H. Analysis and design of wa-
termarking algorithms for improved resistance to compression [ J].
IEEE Transactions on Image Processing, 2004 (13). 126 —144.

[26] JIN X, KRISHNAN R, SANDHU R. A unified attribute-based
access control model covering DAC, MAC and RBAC [C]//
Data and Applications Security and Privacy XXVI; 26th Annual
IFIP WG 11. 3 Conference, 2012 41 -55.

[27] JIN X. Attribute-based access control models and implementa-
tion in cloud infrastructure as a service [ J]. Dissertations &
Theses-Gradworks, 2014.

[28] ZHU Y, HUANG D, HU C J, et al. From RBAC to ABAC:
constructing flexible data access control for cloud storage serv-
ices [J].
(8): 601 -616.

IEEE Transactions on Services Computing, 2014

2023 AESE S WI(SR 42 BRESSI M) | 7



M. www. pcachina. com

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

8

WEN S J. Design of access control model based on network con-
vert communication [ D]. Zhenjiang: Jiangsu University of Sci-
ence and Technology, 2015.

WANG F Y. Military blockchain: from asymmetric warfare to
symmetric peace [J]. Journal of Command and Control, 2018
(4): 175 -182.

SONG S, PENG W. BLOCCE + : an improved blockchain-
based [J].
Chongqing University of Technology ( Natural Science), 2020
(34) . 238 —-244.

covert communication approach Journal  of

ZHANG L, ZHANG Z, WANGW, et al. A covert communica-
tion method using special bitcoin addresses generated by vanity-
gen [J]. Computers, Materials & Continua, 2020 (65): 495
-510.

BARTOLETTI M, POMPIANU L. An analysis ofBitcoin OP_

RETURN metadata [ C]//International Conference on Financial
Cryptography and Data Security, 2017 218 —-230.

LUO X, ZHANG P, ZHANG M, et al. A novel covert com-
IEEE
2830

munication method based on bitcoin transaction [ ] ].
Transactions on Industrial Informatics, 2021 (18):
—-2839.

SI CX, LIR, GAO F, et al. Covert data transmission mecha-
nism based on dynamic label in blockchain [J]. Xi’ an Dianzi

Keji Daxue Xuebao, 2020 (47). 94 —-102.
TIAN J, GOU G, LIU C, et al.

ver blockchain based on dynamic labels [ C]// Informa
Communications Security; 21st International Confer€nce,
814 -830.

SIDIQ M F, WIBOWO F M, WIBOWO M, e
r b’:kc ain  public
erence on Communi-

TSAT). IEEE, 2021 .

Secret and

trustable communication channel o
ledger [ C]//2021 IEEE Internati
cation, Networks and Satelli;
371 -376.
FIONOV A. Exploring co channels in bitcoin transacti-
ons [C]// 2019 International Multi-Conference on Engineer-
ing, Computer and Information Sciences ( SIBIRCON). IEEE,
2019 59 -64.

GAO F, ZHU L, GAIK, et al. Achieving a covert channel o-
ver an open blockchain network [ C]//IEEE Network, 2020
(34): 6 -13.

FRKAT D, ANNESSI R, ZSEBY T. Chainchannels: private
botnet communication over public blockchains [ C ]//2018
IEEE International Conference on Internet of Things (iThings)
and IEEE Green Computing and Communications ( GreenCom )
and IEEE Cyber, Physical and Social Computing ( CPSCom )
IEEE, 2018. 1244

and IEEE Smart Data ( SmartData ).

-1252.

| 2023 4F45 5 101 (55 42 % 558 553 1))

DLchain: a covert channelQ

[41]

[42]

[43]

[44]

[45]

[46]

Y4

[49]

[50]

[51]

[52]

[53]

GUO Z, SHI L, XU M, et al. MRCC: a practical covert

channel over Monero with provable security [J]. IEEE Access,
2021 (9): 31816 -31825.

LAN Y, ZHANG F, TIAN H. Using monero to realize covert
communication [J]. Journal of Xidian University, 2020 (47) :
19 -27.

BASUKI A I, ROSIYADI D. Joint transaction-image steganog-
raphy for high capacity covert communication [ C]//2019 Inter-
national Conference on Computer, Control, Informatics and its
Applications (IC3INA). IEEE, 2019: 41 -46.

ABDULAZIZ M, CULHA D, YAZICI A. A decentralized ap-
plication for secure messaging in a trustless environment [ C]//
2018 International Congress on Big Data, Deep Learning and
Fighting Cyber Terrorism (IBIGDELFT). IEEE, 2018.
ZHANG L, ZHANG Z, ]
communication based o eveum whisper protocol in block-
chain [J]. Inter ‘Qmal of Intelligent Systems, 2021
(36): 962 996

ZHANG 7, ZHANG L, RASHEED W, et al. The research on

INet al. An approach of covert

covert ication model based on blockchain: a case study

s whisper protocol [ C]// Proceedings of the

: 215 -230.

0, t
&' rs in Cyber Security: Third International Conference,

RECABARREN R, CARBUNAR B. Tithonus: a bitcoin based

censorship resilient system [ J ]. arXiv preprint arXiv:
1810. 00279, 2018.

LI'Y, DING L, WU J, et al. Research on a new network cov-
ert channel model in blockchain environment [J]. Journal on
Communications, 2019 (40) . 67 -79.

ZHANG Y, WANG J, HE X, et al. Blockchain-based access
control mechanism in electronic evidence [ C]//Proceedings of
the Blockchain Technology and Application; Third CCF China
Blockchain Conference, 2020; 17 - 33.

GAI K, WU Y, ZHU L, et al. Permissioned blockchain and
edge computing empowered privacy-preserving smart grid net-
works [J]. IEEE Internet of Things Journal, 2019 (6): 7992
- 8004.

ZHANG Y, GAIK, XIAO ], etal. Blockchain-empowered ef-
ficient data sharing in Internet of Things settings [ J]. IEEE
Journal on Selected Areas in Communications, 2022 (40):
3422 -3436.

MILLER M L, DOERR G J, COX I]J. Applying informed coding
and embedding to design a robust high-capacity watermark [J].
IEEE Transactions on Image Processing, 2004 (13). 792
-807.

WU M, LIU B. Data hiding in image and video. I. Fundamen-

tal issues and solutions [J]. IEEE Transactions on Image Pro-



ik 5iFi

Review and Comment

[54]

[55]

[57]

[58]

[59]

cessing, 2003 (6): 12.

OUADDAH A, ELKALAM A A, OUAHMAN A A. Towards a
novel privacy-preserving access control model based on block-
chain technology in IoT [ C]//Proceedings of the Europe and
MENA Cooperation Advances in Information and Communication
Technologies, 2017 523 - 533.

XU R, CHEN Y, BLASCH E, et al. Blendcac: a smart con-
tract enabled decentralized capability-based access control mech-
anism for the IoT [J]. Computers, 2018 (7): 39.

ZHANG Y, KASAHARA S, SHEN Y, et al. Smart contract-
based access control for the Internet of Things [J]. IEEE Inter-
net of Things Journal, 2018 (6): 1594 - 1605.

NAKAMURA Y, ZHANG Y, SASABE M, et al. Exploiting
smart contracts for capability-based access control in the Internet
of Things [J]. Sensors, 2020 (20): 1793.

KUHN D R, COYNE E J, WEIL T R, et al. Adding attributes
to role-based access control [J]. Computer, 2010 (43) .79 -8lI.
COYNE E, WEIL T R. ABAC and RBAC: scalable, flexible,
and auditable access management [ J]. IT Professional, 2013

(15): 14 -16.

l

[60]

[61]

[62]

JIN X, KRISHNAN R, SANDHU R. A role-based administra-
tion model for attributes [ C]// Proceedings of the First Interna-
tional Workshop on Secure and Resilient Architectures and Sys-

tems, 2012, 7 - 12.

GAI K, WU Y, ZHU L, et al. Privacy-preserving energy
trading using consortium blockchain in smart grid [J]. IEEE
Transactions on Industrial Informatics, 2019 (15). 3548

—-3558.
QIU M, CAO D, SU H, et al. Data transfer minimization for
financial derivative pricing using Monte Carlo simulation with
GPU in 5G [J]. International Journal of Communication Sys-
tems, 2016 (29). 2364 —2374.

(YR F 3. 2023 - 04 -26)

&

E-SN

B2

Y4

O
X

BT

aE (1999 - ), %,
BRAADR A
Bt (1998—)@ WA, FBEAFR T . KB
&, Vil

, BT R X bk

(b' 4
O

2023 S WI(AE 42 BRAESS3W) | 9



R = B

R AMBZ L 5HIRLEE) RHANXE, NEZEXEXTILEN. #
FEN . BRI B FRAE I, FEMEEFBENE R ITNFRE
BIHRER, MEZXEEREERRBIZXENCHEN . BIEN.
ENRIAR X B F ARV B HI . E R M ERINE LTI T AT, KT
AR AT & EEIEE. SEREFEEKFER. BN, RTIx
FTHRME S LR EMANER, FHIER.

(NERE 5%5&?}2)) ZmAETR

@ 4
S
,§)
8,
N

S



	01
	版权声明



