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Abstract: To tackle the shortages of real-time performance and accuracy of existing intrusion detection systems when

confronted with high-speed industrial network tr xceeding one gigabit per second, this study proposed the integration of DP-

ta IW.

® Furthermore , to improve the efficiency and accuracy of real-time detection it incorpo-

DK technology into the conventional Syri his integration aims to enhance the system’ s packet capture processing capa-

bilities and reduce its resource cons
rated the NEW_ WM algorith jcient rule matching algorithm, for rule matching. The effectiveness of the proposed system
was evaluated using the oil gathering and transportation attack and defense drill platform. The system test and application
results revealed that the proposed system reduces resource consumption and improves real-time detection efficiency and accuracy
when dealing with high-speed network traffic.
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