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Research on reverse method of industrial con
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Abstract: Fuzz testing is one of the traditional vulnerdblhty

protocols that do not disclose protocol specifications, fuz
ciency in vulnerability analysis due to the inability t

version with fuzz testing, this paper proposes a p,

formation of industrial control protocol message g g

tree based on track log, generates semangic informa

test, which proves that this method
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methods. In the field of industrial control, for some private

problems of high redundancy of use cases and low testing effi-

tocol format and semantic information. By combining protocol in-
0 o@er%lon method based on dynamic stain analysis. It analyzes the track in-
dgram operation from function and instruction level, constructs protocol syntax
jon, and guides test case generation. The Peach fuzz test framework is used to
ctively reduce test redundancy and improve test efficiency.
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if (istainted (lefti_ op)) then taint (right_ op)

E4H1U0 . mov, moves, movesz 5%,

(2) EAE WRES— B I ERAIEE

if (istainted (left_ op) | istainted (right_ op)) then
taint (right _ op)

/A FI 0. add, sub (H %2 H ), and, or, xor
(BHBH), shr, shl (fLis%) 45,

(3) HERAERL

pushebp: taint (mem) < taint (reg)

push qwordptr [ ebp - Ox4 ] taint ( mem ) <« taint
(mem)

not: removetaint (reg)
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1 root = FunctionNode () ;

2 node = root;

3data_ node = DataNode () ;

4func_ node = root;
5 for each log € logs do

6 tag =log. tag;

7 iftag = = FUNCTION then

8 iflog. state = = access then (b
9 add node<— data_ node; O
10data_ node = DataNode () ;

11func_ node = FunctionNode (log. na ;
12 addnode. childre ¢ node
13 node =func_

14 else iflog. sta xit then

15 add node node ;

16func_ node = func_ node. parent;

17 node =func_ node;

18 else if tag = = INSTRUCTION then

19 adddata_ node «— log. offsets;

20 return root;
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B HEPEEARYEA bbls, pRECEAL funcs
il . TR TRIE R A AL B 0 SR
1 loops =dict ()}
2trace, result = list ();

3 for eachbbl € bbls , each func € funcs do

4while trace not empty and trace [ — 1]. rsp <
func. rsp do

5 remove loops [traces [ —1]];

6  remove trace [ —1];

7if func, id & loops then
8 loops [func. id] <« list (bbl);
9 add trace < func;
10 if Match (bbl,
11 add result < bbl;

12add loops [ func. id] «— bbl;

loops) then

13 return result;
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