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Blockchain—based electronic license shay'ng@ privacy —preserving scheme

Zhan Gaofeng , WandXidafeng’, Cheng Nan
(Department of Information Securiy , The Mininstry of PuG rity ’s First Research Institue , Beijing 224000 , China)

Abstract : The design of traditional electronic licens gement always relies on central storage, the management of

edge nodes is complex and the central node is to attacks, leading to privacy data leakage. To solve this prob-
lem, an electronic license management sche on blockchain and searchable encryption is proposed. The scheme
realized the decentralization of electronic lice anagement process and the privacy —preserving of sensitive information.

The scheme relies on smart contracts fo solve problems of online and offline storage and license use transactions of

electronic license data link, and use ibute —based encryption technology to ensure the data security in query process.

Some of the schme are implemente ested in the distributed envrionment. The results show that the scheme has the
characteristics of decentralizati ibuted trusted storage, and non tampering, which can meet the main needs of elec-
tronic license management s certain application value.
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