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dramatically, while the security attacks against wirele orks become more frequent and difficult to counter. This pa-

Abstract : With the rapid development of wireless communicatidh technology, the scale of wireless networks is increasing-
e

per investigates the development status of wireles§ eavesdropping technology faced by wireless networks. The paper ana-

lyzes the operation principles, pros, and co eavesdropping detection methods against active and passive eaves-
dropping attacks. Meanwhile, a software —deft i0(SDR) implementation of wireless passive eavesdroppers detection ap-
proach based on local oscillator leakage is propgsed. The detection performance under different conditions is presented,
and it demonstrates the validity of d ing ®dden passive eavesdropping devices in WiFi networks.

Key words : wireless network se

less eavesdropping ; local oscillator leakage ; software —defined radio
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