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Active defense technology and Vac smart coal mine
based on business a 1ty integration

Wang Xup , W, Weigang
(Network and Information Security Center , CH nvestment Group Co., Lid., Beijing 100011 , China)

Qnd low coupling of multiple systems in smart coal mines, new in-
blg data, IoT, mobile Internet, AI” are fully used to meet the needs

Abstract : Aiming at the problems of high in

formation technologies such as “cloud comf

«

of network security construction in actual prod®@glion and management with the idea of “integrating security with busi-

ness”. On the basis of “one center g three dflyers of protection”, with the network layout of “four networks” integration,

the network security defense in d network fraud technologies are used to achieve active defense. Multi —dimen-

sional means of joint preventi control are used to build a multi —dimensional collaborative deep protection safety
system integrating intelligent e IT, OT, IlloT and security monitoring system. With scenario—based and collabora-
tive security protection capabi , the protections of network security, data security and business security form a resul-
tant force to great ensure the safety production and operation management of coal enterprises. The research results and
system specifications have been applied in some major project security activities with good results.
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