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Abstract : Network asset detection refers to the detectig @ware and software connected with network, which can lay

a solid foundation for the full lifecycle management assets in enterprises, schools, etc. Combined with asset i-

dentification and vulnerability management, it cangeffect trace the status of each asset and make up for vulnerabilities
in time to avoid economic losses. From the pemsp
ing technology. Firstly, the challenges faced by§gurrent technologies are elaborated. Secondly, the principles, advantages
and disadvantages of these technologies
Key words : network asset detecti

of technologies related to network asset detection, the technologies

are classified as scanning technology, perfor optimization technology, stealthy scanning technology and machine learn-

e ﬁlyzed. Finally, the future research directions are summarized.

erating system identification ; traffic analysis ; search engine ; machine learning
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