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Abstract: In the 1940s, two important principlgs for symmetric cryptography design were proposed by Shannon, "confu-
hicl Feistel, SP, generalized Feistel, MISTY and other major overall structures

sion" and "diffusion", then based
were constructed. At present, thes res are widely used in various standard cryptographic algorithms and new au-
thentication encryption algorith this paper, the overall structures of these major cryptographic algorithms are intro-

characteristics of TYPE-I, TYPE-II and TYPE-III of general Feistel structures, the

ttal distinguishers are systematically constructed, and the lower bounds of the number of

duced and researched. Base
corresponding impossible di
distinguisher rounds are deduced and proved. Our results are benefit for symmetric cryptographic structures design and
analysis such as block ciphers, sequence ciphers, authenticated encryption, and Hash functions.
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