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mestic commercial cryptographic algorithms and the advancement of commercial
the application compliance of commercial cryptographic algorithms has attracted much
carry out identification research on commercial block cipher algorithms and apply them
to the evaluation of commercial cipher applications. In this paper,a block cipher algorithm identification scheme based on
the combination of autoencoder and Convolutional Neural Networks (CNN) is proposed. The NIST randomness test method
is used to extract the features of the ciphertext, and finally the ciphertext features are trained and tested by means of
CNN. Experimental results show that whether the key lengths of the cryptographic algorithms are consistent is an impor-
tant factor affecting the recognition accuracy. The accuracy of SM4 and other algorithms can reach more than 80% , and
compared with the existing schemes, the recognition effect has higher accuracy and stability.
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